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Scope of the Document

This document has been developed by the ICAO EURsitical Fixed Service Group (AFSG)
in order to present a comprehensive collectiomfifrimation pertaining to the implementation pf
ATSMHS in the ICAO EUR Region.

It is intended that the document will evolve into BUR ICAO Document containing guidance
material on EUR AMHS implementation.
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1 Structure of the EUR AMHS Manual

11 The EUR AMHS Manual consists of the “Main Patid the Appendices.
1.2 In the main part, the following Chapters hawerb introduced, with the view to
provide general guidance and detailed information requirements concerning AMHS
implementation in the EUR Region.

1. Introduction

2. EUR AMHS Requirements

3. European ATS Messaging Service Profile

4. System implementation - Guidelines for system nesjoents

5. AMHS management

6. Tests and validation of systems

7. Operational procedures and Recommendations

8. Miscellaneous

1.3 Then, for easy reference, the Change Contrahsieism of the EUR AMHS Manual
has been included as Attachment A.

1.4 Finally, for better presentation and managemedetailed documents, which have
been produced on particular subjects initially @dded in the main body of the Manual, have
been included as Appendices to the Manual.
15 The following Appendices to the EUR AMHS Manhale been produced:

* Appendix A: Abbreviations, Glossary and Definitions

* Appendix B: European ATS Messaging Service Profile

* Appendix C: AMHS Testing Requirements

* Appendix D: AMHS Conformance Tests

* Appendix E: AMHS Interoperability Tests

* Appendix F: AMHS Pre-operational Tests

1.6 Note. — The EUR AMHS Manual is a “living” documefihe AFSG Planning Group,

as the editor, has collected necessary and relewrdotmation to be used for the Regional
deployment of AMHS. All interested partners ardt@u/to contribute. Do not hesitate to
contact the Planning Group; each comment, remar&asrection is welcome.
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2 Introduction
2.1 Background Information
2.1.1 AFS
2.1.1.1 The Aeronautical Fixed Service providespmgnother things, for the exchange of
messages pertaining to the safety of air navigadiuh the regular, efficient and economical
operation of air services.
2.1.1.2 The following categories of message arelleanby the AFS:
» distress and urgency messages
» flight safety messages
* meteorological messages
» flight regularity messages
» aeronautical information services messages
* administrative messages
* service messages
2.1.1.3 The principal users of messages in theebategories are ATS and the AIS, ATFM,
MET and SAR Services which support and complentaniATS.
2.1.2 AFTN/CIDIN
2.1.2.1 Initially, the operational requirements $oich an information exchange were met by
the development of the Aeronautical Fixed Telecomications Network.
The AFTN provides a store-and-forward messaginyicerfor the conveyance of text
messages in ITA-2 or IA-5 format, using characteertted procedures.
Although AFTN served its purpose well for many yaAFTN technology has become
outdated due to the fact that is remains bountsteliex/telegraphic origins.
2.1.2.2 One major step towards overcoming the diticins of the AFTN was taken with the
introduction of the Common ICAO Data Interchangetwgk, which is based on packet
switching techniques.
The CIDIN provides a common transport service foe tonveyance of binary or text
application messages in an expeditious and reliablener.
In the EUR Region, the CIDIN provides the enhandtedkbone data communications
infrastructure for the AFTN and a general data comigations service to non-AFTN
applications such as OPMET.
2.1.3 AMHS
2.1.3.1 The most recent development with regarddesaging in the ATS environment is the
AMHS. The AMHS is a natural evolution from AFTN/QIN, replacing the telegraphic style
of working with a modern Message Handling Systesebaon international Standards.
EUR AMHS Manual Version 6.0
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2.1.3.2 Itis presumed that the ATSMHS, being amNAgpplication, utilises the infrastructure
of the ATN internetwork. However this is not a meuisite for the initial deployment of the
ATSMHS.

2.1.3.3 There are several advantages of AMHS o#aMKCIDIN including:
» increased speed, capacity and throughput
* enhanced reliability
» extended functionality
» interoperability with other global messaging seesgic
e security capabilities

» use of COTS equipment and services
Furthermore, AMHS offers services meeting non-AFRIdxhmunication requirements.

2.1.3.4 The provisions pertaining to ATSMHS, sushSRARPSs, technical specifications and
general guidance material, are contained in thHeviimg ICAO documents, which constitute
the main references for this Manual.

* Annex 10, Volume Il, Chapter 4 [1]

* Annex 10, Volume lll, Part I, Chapter 3 [1]
» Doc 9880 Part Il [3]

« ICAO EUR BASIC ANP[10]

« ICAO EUR ANP (FASID) [11]

2.1.4 ACCESS and SPACE

2.1.4.1 ACCESS Project

2.1.4.1.1 The “ATN Compliant Communications - Ewap Strategy Study” (ACCESS)
project was undertaken between January 1997 andhMB999 by National Air Traffic
Services Ltd (NATS), the Service Technique de lavigition Aérienne (STNA) and the
Deutsche Flugsicherung (DFS) and part-funded fleenBuropean Commission’s programme
for financial aid in the field of Trans-EuropeantiNerks - Transport (TEN-T).

2.1.41.2 As TEN-T ATM Project 1996-GB-94-S, “Aemutical Telecommunications
Network -Implementation Feasibility Studies”, thaimobjectives of the study were:

a) Development of an ATN Architecture;

b) Development of an Implementation Plan in thedpean core area in conjunction
with EUROCONTROL;

¢) Interoperability and validation trials betweetat8s using ATN-compliant ATS
Message Handling Services.

2.1.4.1.3 The geographical area considered in tB€ESS study comprised the following
countries: Belgium, France, Germany, Ireland, |tdlyxembourg, Netherlands, Portugal,
Spain and the United Kingdom. These States werserhfor the following reasons:
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a) They had a direct connection to the Europeantr@erlow Management Unit
and/or were involved in the control of North Atlemtraffic;

b) The study was representative of both OceanicCordinental ATC.

However, the architectural principles proposedhis Study are also applicable to the whole
European area.

2.1.4.1.4 Similarly, whilst the ATN is designed taccommodate all aeronautical
communications, the ACCESS Study concentrated asetdirectly related to the provision of
Air Traffic Services (ATS). The other users of tA€N were not ignored, but the resulting
network architecture does not consider those usquirements. However, this does not
invalidate the design of the ATN in this study.

2.1.4.2 SPACE Project

2.1.4.2.1 The SPACE (Study and Planning of AMHS @umications in Europe) Project is a
European Commission Project co-funded by the Cosionsof the European Union in the
framework of the TEN-T ATM Programme. This projastrun by a consortium of the
following European States and Organisations: Fra(@&AC/STNA), Germany (DFS

GmbH), Spain (Aena), United Kingdom (NATS Ltd) athé EUROCONTROL Agency.

2.1.4.2.2 The overall objective of SPACE is to depeplans to upgrade the current
European-wide AFTN messaging system and to reptaasing X.400 compliant systems
based on the AMHS technical specifications developg the ICAO ATN Panel and
contained in Doc 9880, Part Il (old Sub-Volume 3@AO Doc 9705).
2.1.4.2.3 The SPACE Project comprises the followagn phases:

* Phase 1: Definition of a European AMHS addresslag;p

* Phase 2: Technical design for the European AMHS8; an

* Phase 3: Overall implementation plan.

2.1.4.2.4 The deliverables of the project complentea SARPs and technical specifications
by addressing technical issues that are generb#ly anplementation nature such as:

« the location of servers and gateways;

the definition of performance objectives;
» the definition of address conversion and routimgtsgy;
* etc.

2.1.4.2.5 One of the major deliverables of the SBEARoject is the definition of a common
unique world-wide addressing scheme. This schentee-Common AMHS Addressing
Scheme (CAAS) - has subsequently been endorsdaeb&RSG and the ATN Panel working
groups and included in old Edition 3 of ICAO DocO087/which was replaced by Doc 9880,
Part II.

2.1.4.2.6 The overall implementation plan is depetb primarily for the benefit of the
partners of the SPACE Consortium but is complentehtea set of extensibility principles in
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order to help other States and Organisations innifg the deployment of their own AMHS
system.

2.2 ATSMHS Overview

2.2.1 General

2.2.1.1 The ATN technical specifications for ther Airaffic Services Message-Handling
Service (ATSMHS) define the ICAO store and forwandssaging service used to exchange
ATS messages between users over the ATN internet.

2.2.1.2 The set of computing and communicationuess implemented by Air Navigation
Service Providers (ANSP) to provide the ATS Messafgndling Service is commonly
referred to as AMHS (ATS Message Handling System).

The ATS Message Handling System technical spetifica are compliant with mature
message handling systems standards such as ISOAEL [23] and ITU-T X.400.

2.2.2 Functional Components

In terms of functionality, the ATSMHS comprises tb#owing components:

(a) the Message Transfer Agent (MTA) which performs thection of the message
switch,

(b) the User Agent (UA) which performs the user acdesthe MTA and provides an
appropriate user interface,

(c) the Message Store (MS) which provides the interargdstorage between MTA and
UA and is usually co-located with the MTA, and

(d) the Access Unit (AU) which provides for intercommuation with other Messaging
Systems.

2.2.3 End systems

2.2.3.1 Three categories of ATN end systems aieeattfor the support of the ATS Message
Handling Service:

« the ATS message server
« the ATS message user agent
e the AFTN/AMHS gateway

2.2.3.2 Together, these systems provide connegctdgtween users at ATN end systems and
users at AFTN Stations in three different end-td-eonfigurations:

a) from an AFTN/CIDIN Station to another AFTN Statiover the ATN;
b) from an AFTN/CIDIN Station to an ATN End Systeamd vice versa;
c) from an ATN End System to another ATN End System

2.2.4 Levels of service

2.2.4.1 Two levels of service are defined withia 5kiI'S Message Handling Service:

1. The Basic ATS Message Handling Service;
2. The Extended ATS Message Handling Service.
EUR AMHS Manual Version 6.0
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2.2.4.2 The Basic ATS Message Handling Service sniet basic requirements of the MHS
Profiles published by ISO as International Standad Profiles (ISPs), and it incorporates
additional features to support the service offdrgthe AFTN.

2.2.4.3 Compared to the service of the AFTN, thaeiBATS Message Handling Service
offers some significant improvements such as:

e practically unlimited message length;

e virtually no limit on the number of addressees ofiessage;
e provision of non-delivery reports;

¢ indication of the subject of a message.

2.2.4.4 The Extended ATS Message Handling Serviogighes functionality in addition to

those of the Basic ATS Message Handling Servicéh ag the introduction of directory
services and security mechanisms. Furthermorejditian to IA-5 text, the extended service
allows for the transfer of binary coded data, fiés.

2.2.4.5 The Extended ATS Message Handling Sendcbaickwards compatible with the
Basic ATS Message Handling Service.

2.2.5 Inter-operability
2.2.5.1 During the transition phase from the AFTN tbe CIDIN to the AMHS the
interoperability between systems is achieved by#eof the AFTN/AMHS gateway.
2.2.5.2 The technical specifications for the AFTNIAS gateway have been defined by
ICAO.
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3 EUR AMHS Requirements

3.1 Quality of Service Requirements

3.1.1 Scope

3.1.1.1 The purpose of this section is to definaliguof service (QoS) requirements and set
target performance objectives for the European AMHMAGS this end, the properties of the
AMHS are considered from the outside of the netwagk at its boundary, without taking
into account the way in which the service, as dafion its boundary, is provided from within
the network.

3.1.1.2 The performance requirements dealt with tlis section are the common
understanding on what the applications will getarms of performance and what level of
performance the network has to provide. The perfmee parameters are therefore necessary
for designing applications as well as the netwislf.

3.1.1.3 This section is organised as follows:

3.1.1.3.1 First, a collection of terms and conceptset up for discussing quantitative
properties of the service delivered by the AMHS.

3.1.1.3.2 Second, numerical values for performapeeameters are defined using the
following input:

* anticipated location of message servers and gagway

* analysis of existing and projected message flowheénEUR area based on presently
available information;

* general design principles;

e user expertise.

3.1.1.4 As in most cases, in order to arrive atoete values for the performance parameters,
a number of assumptions and restrictions are made:

* QoS is not dependent on traffic volumes;

* QoS is measured between originator-recipient pairs;

* QoS is not geographically dependent;

* QoS is not dependent on time;

* QoS represents worst case performance;

» the underlying network should be sized to accomneQ®S;

» degree of corruption is not relevant to the ColirpQoS parameter;
* corruption is not dependent on message size;

* non reachability due to network causes is typicaflyhe order of a few minutes (60
per year);

 the bit error rate of an HDLC link is of the ordeF*.
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3.1.2 OQuantitative approach

3.1.2.1 The formal analysis and formulation of relw performance requirements is a
difficult task and the pragmatic solution often ptiml is to over-dimension the network,
resulting in sufficient capacity and service assaeabut also significantly higher costs. At a
time when ANSPs are becoming increasingly costaouns, this solution is not acceptable.

This sub-section gives an overview of the probleshsquantitative analysis of message
handling with special reference to the AMHS.

Existing networks are studied and existing literatand study results (EATCHIP, ACCESS,
SPACE) are used.

3.1.2.1.1 Comparison with the development of CIDIN

The introduction of CIDIN in Europe was done witbw technology over a period of 15
years, with no overall CIDIN capacity planning. TG#¥IN development is characterised by
continual upgrading.

In the case of the AMHS, the technology is not nieut,is well tried. For this reason it makes
sense to establish quantitative performance reaeings for it from the beginning.
Unfortunately, there is very little experience dale and techniques for the specification of
performance requirements for message handlingragstie not exist.

3.1.2.1.2 The process of continual upgrading

Since the task of specifying numerical requireméntso difficult, most networks experience
a process of continual upgrading in order to cdrregors in the initial numerical
requirements estimates but also to cope with istngademands on performance. A typical
approach of network operators is to keep utilisatdindividual network components below
a certain level, e.g. 50%. As soon as this leve¢dxhed in a component, it is upgraded. This
is based on the experience that when component t@gh utilisation levels, highly non-
linear effects occur and the performance of thevolk as a whole is no longer predictable.

3.1.2.1.3 EATCHIP — Application requirements fotadaommunications services

In the framework of EATCHIPa study of requirements which ATC applicationscpl@n
data communications services was conducted. Thetsesf this study, collated in a report
titted “Application Requirements for Data Commurtioa Services” have been used as an
initial source of information. It must be pointedtahat this study was performed with little
regard to the actual networks which provide or $thpuovide data communications services.

3.1.2.1.4 ACCESS - ATN Compliant Communicationsdp@an Strategy Stutly

This study investigated the ways in which user megoents placed on data transmission
through the ATN Internet could be modelled. Althbuthere are significant differences
between the behaviour of packets in a connectieniestwork infrastructure and the
behaviour of messages, the modelling approach etfimthis study provides valuable insight
into the problem of determining QoS parameters.

! EATCHIP : European ATC Harmonisation and ImpleméotaProgramme

2 Project run under the Trans-European NetworkJ fansport (TEN-T), ATM Task 1996-GB-94-S
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3.1.2.1.5 SPACE - Study and Planning of AMHS Comigations in Europe

As part of the SPACE project, a specific work pagkaefined performance parameters and
set corresponding numerical values in order to waptll performance aspects that are
relevant to the European AMHS. Results of this wpalckage are extensively used in this
section.

3.1.2.2 Quantitative aspects of the AMHS
3.1.2.2.1 Messages as the basis of the analysis

In dimensioning the AMHS only complete messagesikhbe considered for the following
reasons:

» the message is the basic unit of data at the ntmface;
» whole messages are stored and forwarded by MT&seimetwork;

* in formulating performance requirements, transmorisub-network performance is
not taken into account.

Of course, in dimensioning the network, it will becessary to consider performance aspects
of lower level infrastructure as well, but as autesf the user requirements formulated in this
document and their impact on MTA performance.

Further, it is important to note that the speciiwa of performance requirements is based on
individual messages, independently of all othergagss.

When considering message size, only the volumeerf imformation is relevant since the user
has no control (or only very limited control) ovéire data overhead involved in message
handling.

Formulating performance requirements of a givem,uséing into account the simultaneous
use of the network by other users, does not apfehe feasible. However, it has to be
recognised that, in a real world situation, thefgrenance of the network for a given message
certainly does depend on the presence of otheragesscurrently being processed. The
performance requirements specified here represeimom or worst-case performance under
the load conditions (Traffic Volume Requirementigritified in the framework of the SPACE

project.

3.1.2.2.2 Types of performance parameters

There are two distinct groups of performance patarego be considered in connection with
the AMHS.

Parameters not dependent on message volumes: Phesmeters describe the quality of
service (QoS), which is available to each individuassage considered by itself, e.g. transit
time. They can be measured, i.e. they are the ga@we results of the way in which
messages are handled by the network.

Message volumes: These parameters describe then@slof messages, message sizes and
their distribution geographically, as they could denerated by users of the network. The

3 Project run under the Trans-European Network3 fansport (TEN-T), ATM Task FR/98/228
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parameters could be measured in the user end sybignt is not realistic to measure them in
the network.

3.1.2.2.3 QoS per individual message

QoS requirements have to be satisfied under warssiple/allowable traffic volumes and
most unfavourable originator/recipient pairs withan specific network configuration.

Consequently, QoS is formulated for each individnassage, independently of other
messages being handled by the network.

This choice has been made for the following reasons

« it is difficult to imagine that users would acceptQoS which is dependent on the
demands which other users place on the netwoteagame time;

» the network has to be dimensioned to handle therma®r message volumes, while
performing sufficiently well;

« the QoS requirements represent "worst case" pediocen when maximum
degradation through interaction with other traffccurs.

It must be pointed out, that AMHS provides the lfies to send messages many orders of
magnitude greater than AFTN, with attachments nreasin Mb. Clearly transfer times for
such messages will be considerably longer thantHfershort text messages exchanged in
AFTN. It is, thus, necessary to qualify the statetrtbat QoS is independent of message size
by adding ‘for messages containing similar inforimmatto that carried over the AFTN'. If a
guantitative limit is required, this will be betwedKb and 6Kb, being the equivalent size of
an AFTN message including the AMHS header.

3.1.2.2.4 Independence of QoS on location and time

QoS for an originator/recipient pair is most likelgpendent on the relative locations of the
two end systems, i.e. whether messages are traedmiith more or less hops through MHS
systems (MTAs etc.). However, for simplicity reas@md since QoS requirements are “worst
case” requirements, they are stated independehthedocation of a message server.

Furthermore, QoS requirements remain constantl dinss and are not dependent on date
and time of day.

The AMHS performance requirements for the AFTN/AMBS&teways, could, by agreement,
be deemed to apply to interfaces between AMHS fanstand AFTN functions in Gateways,
e.g. a boundary point consisting of an interfacevben an internal Message Store and an
AFTN handler within a Gateway.

3.1.2.2.5 Dependence of QoS on the AMHS servicd use

It may be necessary to specify different QoS lef@ishe AMHS corresponding to different
sets of services used, i.e. there may be diffasiasses of messages with respect to QoS. The
number of QoS levels should be kept small for sicityl and the way in which service
parameters map a message to a QoS level must pkesim

The values of QoS provided by the AMHS are usefuhte application designer in deciding
which services to use and how they are used. Fample, the degree of certainty that a
message will reach its destination will determingethher AMHS acknowledgement services
are used and in what way. Furthermore, the valti€o8 are useful in designing higher-level
protocols.
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3.1.3 Specification of performance requirements

3.1.3.1 The specification and meaningful applicatad performance requirements is not a
simple task. This sub-section outlines some ofdifiéculties involved and principles to be
adopted.

3.1.3.1.1 Statistical significance

The way in which performance parameters are fortedlés necessarily statistical in nature.
This is due to the large number of factors, whitfect the performance of the network, such
as:

» the current network configuration;

« the current overall load of the network, i.e. tl&viour of all users considered as a
whole; and

* the dynamic properties of network nodes and trassion systems.
3.1.3.1.2 The need for measurement

For the specification and application of performanequirements to be meaningful, there has
to be a framework for measuring performance wittpeet to the performance parameters.
Aspects of a measurement framework which have wobsidered are:

* because of the non-deterministic nature of netvpetormance, measurements need
to involve large samples of messages, as desdnlibe previous section;

* measurements must be made at different locatiomslisineously;
* consistent decisions have to be made as to whesisurements are performed, e.g. at
service interfaces in MTASs, UAs etc.

3.1.3.1.3 Network aspects relevant to performance

The following list contains factors which can affetessage handling performance:

* processing speed, limits the capacity due to theesind forward nature of message
handling;

* the finite transmission capacity (line speed) afkd between nodes, limits the
network throughput;

» the transmission times across links, affects thesamge transit time since complete
messages are stored and forwarded a number of teeseen originator and
recipient;

» the efficiency of message queues;
» transmission line failures and errors are obviausaes of degraded performance;
» table configuration errors can have major negatfiects on network performance;

» software failures, which are difficult to treat auigatively.

In designing the network, the performance requirgsi¢amongst other things) have to be
translated into properties of individual networkng@onents such that overall requirements are
satisfied. Of course other considerations suchadisyy expandability, ease of maintenance
etc. enter into the network design as well.
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3.1.3.2 AMHS Quality of Service Requirements

3.1.3.2.1 For reasons of completeness, simplicity relevance, a minimal set of parameters
was selected out of the large range of possilslitte expressing performance properties, to
form a suitable "frame of reference" for discussihg dynamic properties of the European
AMHS:

These parameters defined and described in thensiolipsub-sections in more detalil, are:
» Destination Non-Reachability;

e Maximum Transit Time;

« Message Corruption.

The selection of these three parameters has beds fmathe sake of:
» Completeness: all relevant performance aspectdvifl@ are covered;
» Simplicity: the formulation of requirements is intenally kept simple; and

» Relevance: no aspects are included which are msidered to be relevant.

If the performance of the AMHS is such that theammeters are exceeded, then the service
is deemed to be of poor quality.

3.1.3.2.2 Destination Non-Reachability

Destination Non-Reachability is expressed with eespo pairs of addresses (originator /
recipient). It is the probability that a messagetsiey the originator will not reach the
recipient within the Maximum Transit Delay (as aefil below).

The above definition shows that the parametersiisgin Non-Reachability and Maximum
Transit Time (see below) are not independent ohestber: their definitions are coupled.
This is intentional. The philosophy behind thisidition is that the value of a message to a
person or an application receiving it is dependenits timely receipt. It is assumed, for a
given flow type, that all messages belonging twaite the same value of this parameter.

The definition of Destination Non-Reachability isdependent of whether the long (or
infinite) transit time for a message is reporteddariginator or not. It is also independent of
whether acknowledgement procedures within the AMIHSN an application level detect the
long (or infinite) transit time or not.

Destination Non-Reachability includes the casesvitich messages are “lost”, i.e. do not
reach their destination in finite time. The probhigpiof message loss must be negligible and
this probability is included in the total probabjlof Destination Non-Reachability. However,

there remains a need (for procurement purposqgipte a separate figure on this probability.
In keeping with the above rationale, it is requithdt the probability of message loss is, at
most, one tenth of the probability of Destinatioor\Reachability.

3.1.3.2.3 Maximum Transit Delay

The Maximum Transit Delay is the time within whialsingle message has to be transmitted
through the network end-to-end so that its transimisis of value to the applications (users).
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If this time is exceeded, the receipt of the messig in principle, of no value to the
application. If the non-receipt within this timekaown to the application, then, presumably,
error procedures, such as message retransmissibbenitiated.

The transit delay is the time taken by the netwmrkmake the message available to the
Message Store associated with the message rec{pléit Therefore the boundary points of
the network may, in this context, be considerededhe MTAs connected to the UAs serving
the originators/recipients. The boundary points also be the MTA functionality within
AFTN/AMHS Gateways.

It must be borne in mind, that the parameters MagrinTransit Delay and Destination Non-
Reachability only have significance when they afeh together.

3.1.3.2.4 Message Corruption

The third Quality of Service Parameter concernssiags integrity and is called "Message
Corruption”. It is the probability that each 1,006tet content block of a message which
arrives at its destination, has been corrupted rig way. The definition of Message
Corruption applies only to messages which reacin theipients within the Maximum Transit
Delay.

"Corruption" means a deviation, end-to-end, of ¢batent of the received message from the
content of the original message. The "content'lge deemed to include parameters, such as
originator address, which are delivered togethe¢h Wie message. Corruption can also result
from unauthorised changes to a message.

Since the volume unit for defining Message Cormuptiis large (1,000 octets), the

requirement is almost independent of the size ofrémnt) messages. This simplification is

based on the assumption that corruption is duenforeseen system malfunctioning, e.g.

faulty software. The corruption of messages dusutth causes is not likely to be dependent
on the size of messages. (This is true today,Hmutupcoming use of ADEXP messages-with
message lengths up to 10koctets-has to be mentiasedell as the potential forthcoming

applications interchanging messages with binaryy kuzdts).

The probability of corruption due to other parametsuch as system load, queue sizes,
transmission errors etc. is almost negligible.

It is estimated, that the volume dependent nonetlediebit error probability for a 1000 octet
message traversing the AMHS and involving 5 linkdl & different systems (MTAs, UAs,
MSs) is of the order of one bit in 36r less. This justifies the (almost) volume-indegent
character of the Message Corruption parameter.

3.1.3.3 QoS Flow Type Classes

3.1.3.3.1 Different types of information exchangalled Flow Types here, place different
QoS requirements on the AMHS.

In principle, each Flow Type might need to be aiged with its own specific values of the
three QoS parameters. However, taking into accoo@tlarge number of possible Flow
Types, this would result in a very complex analygissuitable approach to reducing this
complexity is the introduction of “QoS Flow Typeaskes” as follows:
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Define a number of "QoS Flow Type Classes" and@asoa set of fixed values of the three
QoS parameters with each class. Depending on tpegies and needs of applications using
specific Flow Types, assign these to the QoS FlgpeTClasses.

When engineering the network, message traffic vekiwf each class need to be taken into
account rather than individual Message Flow Types.

3.1.3.3.2 Three QoS Flow Type Classes

The approach outlined above is simple and practicalided the number of classes is small.
In addition, there is a requirement that the Qa&wType Class, to which a message belongs,
can be coded in some way in the message itselé. FElgiuirement comes from the fact that all
AMHS components, e.g. MTAs, must be able, at leaptinciple, to adapt their processing to
the QoS Flow Type Class. The means for this codingt come from standard MHS protocol
elements, since development specific to AMHS hdsetavoided and the possibility of using
third-party-service must be kept open. This rules tor example, the representation of QoS
Flow Type Classes by specific User Parts.

noon

The use of the MHS message priority parameter thitee values, "urgent”, "normal” and
"non urgent”, belonging to the P1 protocol handigdMTAs, is currently also not suitable for
this purpose. The association of values to messaggmating from and destined for the
AFTN is fixed by technical specifications, sincecBumessages traverse an AFTN/AMHS
Gateway. This means that values of the MHS prigrtlyameter cannot be freely assigned to
message types which are currently handled by tHENAF

There is no short-term solution to this problemwdwger, in the long-term, when the majority
of messages handled by the AMHS are originatechdydestined for native users, the priority
parameter may become available for this purposepikg in mind, nevertheless, that various
practical issues may need to be resolved.

3.1.3.3.3 In keeping with the three possible valokethe MHS message priority parameter,
three corresponding QoS Flow Type Classes areattfin

a) The "High QoS" Flow Type Class

Properties of this QoS Flow Type Class are:

* message transmissions are part of procedurethé.sending and receipt of messages
necessarily lead to actions or processing. Withmuakeipt of the message, these
actions or processing would not take place, or

 any corrupt information in messages could haveosericonsequences. This
possibility has to be negligible.

b) The "Medium QoS" Flow Type Class

This class has similar properties to the High Qia®wvFType Class; however the Maximum
Transit Time requirement can be somewhat lessg&nin This distinction is important,
because it can be expected that the Maximum Tradimsié requirement will have a sensitive
effect on network dimensioning.

Properties of this QoS Flow Type Class are:

* message transmissions tend to be of the naturenédrrhation distribution" or
"broadcast”, possibly based on distribution listther than being parts of operational
procedures. They are normally not acknowledgednditatime and reachability
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constraints are not critical. In the case of nolivdey of messages, this may be
noticed by users, in which case backup activit@mdd be initiated, or

* message corruption could have serious consequandaseeds to be as low as for the
previous class.

¢) The "Low QoS" Flow Type Class

This class has similar properties to the Medium Q@d8w Type Class; however the
Destination Non-Reachability and Message Corruptieguirements can be somewhat less
stringent. This is due to a certain amount of reldunty in the message contents and/or the
regular updating and transmission of messagessivithiar content.

3.1.4 Numerical requirements

3.1.4.1 QoS values

3.1.4.1.1 Resulting from the SPACE project, nunadrivalues are assigned to the
Performance Parameters defined for the European 3Mese values, contained in Table 1,
are based on the quantitative analysis of the Cameations Service Attributes defined in the
framework of EATCHIP as well as performance paramsebdf typical message switching

equipment (see - Guidelines for system requires)ent

High QoS Flow Medium QoS Low QoS Flow
Type Class Flow Type Type Class
Class

Destination Non-Reachability < 10" < 10" < 10°

(probability)
Maximum Transit Delay <10 seconds < 5 minutes < 5 minutes

Message Corruption < 10° <10° <10°

(probability)

Table 1: Numerical values of SPACE QoS performareguirements

3.1.4.2 It must be noted that the above numerighies:

* have been defined as initial requirements for tMHS network of the States having
participated in the SPACE project;

» could be adopted as possible quantitative andtqtiaé characteristics for setting up
the EUR AMHS network;

» will be reviewed on the basis of compiled AMHS cgi@mal experience.

3.1.5 Application of performance requirements

3.1.5.1 The QoS parameters are obviously of impogdo the network operators, users and
application designers.
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3.1.5.2 The QoS requirements along with the voloeggiirements for each of the Flow Type
Classes at the boundary of the network (servergyatalvays) are used, in conjunction with a
set of well defined design principles (see 3.3  AMidfology), in order to:

» determine the local performance of servers andwggte, thus dimensioning their
configuration,

» determine the throughput of MTAs and capacity okdi,

» draft possible network configurations and seleet ‘thptimum” network design, and
measure actual network performance.

3.1.6 Measurement
3.1.6.1 The specification of numerical values ferfBrmance Requirements is meaningless
unless provision is foreseen for measurement afforét performance. Such measurement is
needed:
* when implementing and enforcing Service Level Agreets between AMHS service
providers and users;
» for acceptance testing of network components;
* to determine network capacity;
* to gain experience in network operation (e.g. hgsof various routing strategies,
etc.).
* to manage the network efficiently.
3.1.6.2 Technically, network performance measuré¢nm»elves, among other things:
* generation of large message/data volumes;
e automation of measurement;
» time-stamping of messages;
» use of statistical analysis.
Note. — The content of this section is basing oteri@ developed in the framework of the
SPACE project. Input reference: [15] WP202 - Speaifon of European AMHS
performance objectives, SPACE/EURO/202/WPR/045iafel.0, 30/06/2002
3.2 AMHS Addressing
3.2.1 Introduction
3.2.1.1 This section aims at the production ofAMHS Addressing Plan for all the potential
AMHS users in the EUR Region. This Plan shouldraethe AMHS users addressing in an
intuitive way and it should be comprehensible andaningful to the human user and
independent of the use (or not) of any type of &wey service such as X.500.
3.2.1.2 The Addressing Plan should also providetles to extend the addressing defined to
other ANSPs (or not yet identified users).
EUR AMHS Manual Version 6.0
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3.2.2 Requirements

3.2.2.1 The AMHS addressing scheme should meet #le following requirements:

The addressing scheme should be as uniform as bposacross all AMHS
implementations in different Regions (as it is eutly the case for AFTN addresses);

The same addressing scheme should be maintained iwtlieect AMHS users (i.e.

AFTN users or CIDIN users) migrate to AMHS. Thispims that the AMHS

addressing scheme is pre-defined and publishedéafdual operation of the newly
implemented AMHS;

The addressing scheme should be independent afaansjraints that may be imposed
by Management Domains (MDs) in the Global MHS (tlee non-AMHS services
operating globally as commercial services) or byomal regulations that may vary
from Region to Region; and

The addressing scheme should allow for the interghanessages with MDs in the
Global MHS.

3.2.3 MHS Addressing structure

Each MHS address consists of a set of MHS standanagponents referred to as address
attributes.

3.2.3.1 High level MHS address attributes

3.2.3.1.1 The high level MHS attributes identifyMRS Management Domain as specified in
ISO/IEC 10021-2, Section 18.3 [22]. They are deteeah by the structuring of Management
Domains of the MHS Region/organisation to which #ldelress belongs. Each attribute must
be registered with an appropriate registration @i to ensure that all addresses remain
unambiguous. They are as follows:

Country (C) Name: this is mandatory, and the possible range of wati¢he attribute is
drawn from the 1ISO 3166 register of country nanide register contains a special value
'XX', allocated for the purposes of internationaamisations (i.e. those that are
established by international treaty) which do meside’ within any particular country;

Administrative Management Domain (ADMD) Name:this is mandatory, and its value
is the name of an MHS Service provider in the cxinté a particular country. ADMD
Names must be registered by a national registratidghority. ADMDs registered under

the

'XX' country must obtain that registration frorfine Telecommunication

Standardisation Sector of the International Teleaoamcation Union (ITU-T);

Private Management Domain (PRMD) Namethis is optional, and its value is the name
of an MHS service usually operated by a privateanigation. PRMD names must be
registered either with their respective ADMDs, athwa national register of PRMDs.

3.2.3.1.2 For example, the high level addressRRMD in the United Kingdom might be:

C = GB; ADMD = BT; PRMD = British Gas;

3.2.3.2 Low level MHS address attributes

3.2.3.2.1 They are as follows:
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» Organisation name:the organisation name is the most significant ngnaittribute of the
O/R address. Many organisations will operate asnsuthing authorities, allocating name
space below their organisation name attribute. flimetion of the domain names, both
Administrative and Private, is to provide a relayimechanism for delivery of the
message to the intended destination. Relayingedrtended destination is made easier
by the combination of a unique Organisation Namthiwia unigue PRMD name, thus
ensuring that all MHS organisations are uniquegniified.

» Organisational unit name: the organisational unit (OU) names are used withia
context of a hierarchical addressing structure destified by the organisation name
attribute, and should be used to identify meanihgfibdivisions of that namespace. The
X.400 O/R address allows for up to 4 occurrenceghef OU name attribute to be
specified, each up to 32 characters in length,eiscdnding order of significance within
the organisational hierarchy.

The otherOU name(OU2-4) attributes can be used to further subdivide thmespace
represented by th@U1 attribute if necessary. Subordinate OU names shanlly be used
if all superior OU names are in use.

e Common Name: The common name attribute is the preferred wayidehtifying
distribution lists and computer applications, aunjdthe (mis)use of the personal name
attribute. The common name attribute can be upgltoh@racters in length.

3.2.3.2.2 A complete list of attributes with diféat information concerning on the maximum
length and type of allowed characters for eachibatie type is provided in the following

Table:
MNEMONIC FORM ADDRESS CHARACTERISTICS
ATTRIBUTE
Country name 2 alpha or 3 numeric
ADMD name 16 PrintableString
PRMD name 16 PrintableString
Organisation hame 64 PrintableString
Organisational unit name 32 PrintableString
Common name 64 PrintableString

Table 2: Mnemonic O/R address attributes maximumdgh and types

3.2.4 AMHS Addressing Schemes

3.2.4.1 XF-Addressing Scheme

3.2.4.1.1 The AMHS technical specifications desem@bpotential AMHS addressing scheme,
the XF-Address (translated), composed of the fatkow

a) an AMHS Management Domain identifier;
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b) an organisation-name attribute:

1) as specified in ISO/IEC 10021-2, Section 18.3,

2) taking the 4-character value “AFTN”, and

3) encoded as a Printable String; and

€) an organisational-unit-names attribute:

1) as specified in ISO/IEC 10021-2, Section 18.3,

2) comprising a sequence of one single element, wialods the 8-character alphabetical
value of the AF-Address (AFTN-form address) of tiser, and

3) encoded as a Printable String.

Note 1. — An XF-Address is a particular MF-Addredsose attributes identifying the user
within an AMHS Management Domain (i.e. those aftels other than country-name,
administration-domain-name and private-domain-namay be converted by an algorithmic
method to and from an AF-Address. The algorithmithad requires the additional use of
look-up tables which are limited, i.e. which inctuénly a list of AMHS Management
Domains rather than a list of individual users,determine the full MF-address of the user.

Note 2. — An MF-Address (MHS-form address) is thdr@ss of an AMHS user.

3.2.4.1.2 A summary of XF-Addressing Scheme cafobed in the following table:

Attribute

Attribute value

Remark

Country-name ©

C = “XX”, as already obtained b}
ICAO from ITU-T

ADMD-name (A)

A ="“ICAQ", as already registered b
ICAO at ITU-T

PRMD-name (P)

P = private-domain-name, taking tk
value of the one or two-letter ICA(
Nationality Letters as specified i

ieDefault value will be used to ensure
D that the attribute value is always
n defined (see [13]).

Document 7910.

Organisation-
name (O)

O = “AFTN”, taking the 4-character value “AFTN” emded as a Printabl

String.

1%

Organisational-
unit-name (OU1)

QU1 = the 8-letter AF-address (or AFTN indicatoi}le considered user.

Table 3: XF-Addressing Scheme

Example: XF AMHS Address for the Southampton Tower
/C=XXIA=ICAO/P=EG/O=AFTN/OU1=EGHIZTZX
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3.2.4.2 CAAS Addressing Scheme

The Common AMHS Addressing Scheme (CAAS) adoptedAB}P and collected in old
Doc 9705 (8 Edition) (replaced by Doc 9880, Part II) is aligneith the addressing scheme
developed in Europe by the SPACE Project Team addreed by the third meeting of the
Aeronautical Fixed Services Group (AFSG) of thedparan Air Navigation Planning group
(EANPG).

3.24.21 High-level attributes

3.2.4.2.1.1 The following preferred high-level MRdaaddress structure that meets all of the
requirements outlined in paragraph 3.2.1 above:

e Country Name ="'XX/;

* ADMD Name = ‘ICAO’,

* PRMD Name = preferred operating name assigned lojh @dNSP or group of
ANSPs.

In this way, ICAO creates an international ADMD hwaut addressing constraints
imposed from outside ICAO and its members.
3.2.4.2.1.2 This scheme has placed two requireneeniSAQO:

* To obtain from the ITU-T the registration of them&a'ICAQO’ (or some other suitable
acronym agreed between ICAO/ANC and ITU-T); and

* To establish and maintain a register of PRMDs distadd by ANSPs that operate
using the 'XX' + ‘ICAO’ address structure, in a waynilar to Doc 7910 [7]and Doc
8585 [8].

Note. — This scheme domst require ICAQO itself to operate the ADMD systemxaithis
should be delegated to the participating ANSPs.

3.2.4.2.1.3 This registration will enable the ebsdiment of regional AMHS services and
their later interconnection, and it will provide ARs with a good deal of stability within
which they can develop their AMHS plans.

3.24.2.2 Low level attributes

3.2.4.2.2.1 The CAAS addressing scheme includefotloaving attributes:
» Organisation name (O) = Region,
* Organisational unit 1 (OU1) = Location,

e Common name (CN) = User

3.2.4.2.2.2 Consequences:

» Each ANSP will define the values for the OrganmatName attribute (O) in its
Management Domain. The character set to be usdthi®attribute will be the set of
characters allowed by the ASN.1 type "PrintablefStri

* Organisational Unit 1 (OU1) will be the 4-charact&€AO location indicator (as
specified in ICAO Doc 7910 [7]) of the user.

*  Common Name (CN) will include the 8-character AFaddress for AFTN users.
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3.2.5 EUR AMHS Addressing Plan

3.2.5.1 EUR AMHS Addressing Scheme

3.25.1.1 EUR AMHS Addressing Scheme was endorsgedhb third meeting of the
Aeronautical Fixed Services Group (AFSG) of thedpaan Air Navigation Planning group
(EANPG) and is fully compliant with the CAAS Addseiisg Scheme described above.

3.2.5.1.2 This scheme has been adopted for potdati&k AMHS users, both already
identified and users not currently defined.

3.2.5.1.3 This section consists of the Addressitan Ro be used by EUR Organisations
implementing AMHS and a database in which addreskpetential users are collected.

3.2.5.1.4 Major concepts of this EUR AMHS Addregdiian are shown as follows:

Attribute

Attribute value

Remark

Country-name

©

C "XX", as already obtained b
ICAO from ITU-T

(P)

and registered by ICAO.

Such a name will identify a State,
Organisation, or an organisation withir
State.

registered by the ANSP at ICAO, a defd
alue will be used to ensure that {

5<

Statef/territory identifier, as may be fou
in Doc 7910.

Organisation-
name (O)

O = a value corresponding
local/national geographica
information, e.g. a region or

geographical area within a State whg
the user is located.

toThe syntax and value are to be defin

| by the considered ANSP. The tah

sreach  ICAO location indicator
characters) needs to be registered

published by ICAO.

Organisational-
unit-name
(OU1)

OU1 =the ICAO location indicator (4 characters}hu# considered user;

Common-name
(CN)

CN the 8-letter AF-address (or
irrespective of whether it is a direct or

AFTN indicator) tife considered user

indireser.

Table 4: EUR AMHS Addressing Plan

Example: MF AMHS Address of Malaga’'s ARO (belongsSeville region):

IC=XX/A=ICAO/P=Aena/O=LECS/OU=

LEMG/CN=LEMGZPZX
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3.2.5.2 Distribution lists.

3.2.5.2.1 The scheme to be used for the identificadf AMHS Distribution Lists is the same
as for potential AMHS users.

3.25.2.2 The O and OU attributes would then represhe expansion point of the
distribution list.

3.2.5.3 Indirect AMHS users

3.2.5.3.1 EUR AMHS Addressing Scheme shall be agble to both direct and indirect users
in the EUR Region as soon as the scheme is publisftds scheme should be published
through ICAO and other appropriate bodies (e.g.BBAC community or EUROCONTROL
Member States). EUR users should use the XF-addfassers outside the EUR Region until
another addressing scheme (CAAS) is published byotiganisations responsible for those
users.

3.2.5.3.2 As soon as all ANSPs have published tdiressing scheme (CAAS), there would
be no more need for EUR ANSPs to support XF-addess users within the EUR Region.

3.2.5.4 EUR AMHS Addressing Plan Database

3.2.5.4.1 It consists of the creation of a newadlEUR_AMHS_Addressing_Plan” table) in
a separate Access file ("EUR_AMHS_Addressing_Plah:)hwith the following fields:

1. ‘Country Name'’ field= the value “XX".
2. ‘ADMD’ field = the value “ICAQO”.

3. ‘PRMD’ field = one of the following values: “Aena”, “Germany"CFMU”, “EG”,
“France”, ... Values are collected in [13].

4. ‘Organisation_Name’' field= This attribute contains the name of the geodcabh
location of the AMHS user in terms of REGION cornicéyalues are defined on a local
basis. An input from different EUR ANSPs is needtedrder to associate each internal
location indicator with the REGION. Values are eoted in [13].

5. ‘Organisational_Unit_1’ field= This attribute contains the name of the geodcabh
sublocation of the AMHS user within its respectij@graphical location.

6. ‘Common Name' field= This attribute contains the name or identificatiof the
computer application or distribution list.

3.2.6 Guidelines on PRMD Name assignment

3.2.6.1 Purpose

3.2.6.1.1 A PRMD-name attribute shall be formuleaed assigned by each ANSP in order to
uniquely identify the AMHS Management Domain of welhithe considered ANSP is in
charge. Practically, the PRMD-name attribute idesgtithat part of the AMHS for which an
ANSP is responsible.

3.2.6.2 Assignment rules

3.2.6.2.1 When assigning a value to the PRMD-nattndoate the following rules should be
considered:
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1. It should be representative of the whole AMHS Mamagnt Domain for which the ANSP
is responsible;

2. It should be as short as possible, an acronym woeilsufficient;

Note. — The use of the two-letter ISO 3166 countges (e.g. FR for France, AU for
Australia, US for the United States, etc.) is nitiaable, as these codes are used as values of
the Country-name attribute and not the PRMD-namgibatte. This may confuse the
operators.

3. It should be stable and not subject to changesssartleere are duly justified technical
and/or operational reasons;

4. It should be unique and unambiguous;

Note. — Care should be taken not to use a namenocaconym such as "civil aviation",
"ANSP", "DGAC".

5. A default value has been reserved in order to enthat this attribute value is always
defined. This default value is the ICAO two let®tate/territory identifier, as may be
found in Doc 7910 [7].

6. It should only comprise standard characters, eqaatented letters or letters only used in
specific geographical areas;

7. The use of figures is not advisable.

3.2.6.3 Registration

3.2.6.3.1 Once assigned by the concerned ANSHFRRMD-name value(s) shall be registered
and published by ICAO after checking its uniquenassescribed in paragraph 3.2.6.2.

Note. — ICAO being the naming authority for AMHSI@$ses, there is no requirement to
register the PRMD-name value(s) with a nationahauity.

3.2.7 Guidelines on Organisation Name assignment

3.2.7.1 Purpose

3.2.7.1.1 The purpose of the Organisation-namébaté is to allow each ANSP to split, if
needed, the AMHS Management Domain (MD) for whithisi responsible in distinct
geographical areas.

3.2.7.1.2 Within a given AMHS Management Domairefitified by the "C", "A" and "P"
attributes) two potential AMHS network architectsigge possible:

1. centralised architecture, with one single ATS mgss®rver; and
2. geographically distributed architecture, with seveegional ATS message servers.
3.2.7.1.3 It is to be noted that architectural atpand addressing aspects are not completely

linked together, in effect the agreed addressimgse does not place any constraints on the
AMHS network deployment plan.
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Both types of architecture have advantages andhdrelg, as summarised in the following

Table 5.
Centralised architecture Distributed architecture
Applicability Relatively small MD; Large MD;
Relatively small number of | Large number of users.
users.
Advantages Easy management (one | A high quality of service can
server). be offered to the users;
Each server is dimensioned
to match the requirements of
the users attached to it;
Allows a better load sharing
on the network.
Drawbacks Require a high grade of A highly distributed
service from the network architecture may increase the
(e.g. in terms of availability, | complexity of the
end-to-end throughput, etc.)| management of addresses by
operational staff.

Table 5: Centralised AMHS architecture versus dibuted AMHS architecture

3.2.7.2 Assignment rules

3.2.7.2.1 Before assigning a value to the Orgaioisatame attribute, each ANSP should
follow the following 3-step process:

1. Develop the general architecture of the AMHS tanbyglemented;

2. Define the location and the number of sites at WhA@S Message Server could be
installed within a foreseeable time frame (e.dl®pr 15 years); and

3. Chose and assign a name to each one of these sites.

3.2.7.2.2 A specific case is the situation whegeingle ATS Message Server is implemented
in an AMHS MD, providing services to AMHS users ttlae all directly attached to this
server (centralised architecture). For simplifioatiit is suggested that a single organisation-
name (O) value be allocated to all location indicsiin the AMHS MD.

3.2.7.2.3 Potential criteria for the selectionitésinclude:
» Geographic divisions, such as: North, South, Bé&fstst, etc.;
» Administrative divisions of the concerned ANSP, lsas ATS, Meteorological, etc.;
» Operational divisions centred around the ACCs @ferthan one ACCs exist);
» Operational divisions centred around the main atgpo
* Mapping of the AMHS architecture on the existingTAFCIDIN architecture;

« A mixture of the above criteria; and
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e Other.

Note. — Care should be taken not to define too ngamgraphical areas within a given AMHS
MD as this may lead to less efficient message mguti

3.2.7.2.4 When assigning a value to the Organisatame attribute, the following rules
should be considered:

1. It should be as short as possible;

2. It should only comprise standard characters, beactented letters or letters only used
in specific geographical areas;

3. The use of figures is not advisable.
Note. — An ANSP should define different valuegHerOrganisation-name attribute only if it
plans to implement a distributed AMHS architectur¢he short, medium or long term future.

ANSPs not planning to implement a distributed AM#i&hitecture should allocate a single
value for this attribute.

3.2.7.3 Registration

3.2.7.3.1 Once assigned by the concerned ANSP Otiganisation-name values shall be
registered and published by ICAO, as describecimagraph 3.2.8.3.

Note. — ICAO being the registration authority favIAS addresses, there is no requirement to
register the Organisation-name value(s) with a ol authority.

3.2.8 Address conversion

3.2.8.1 Addressing Plans requirements

3.2.8.1.1 The selected address conversion stratagst take into account the following
principles:

* The selected address conversion solution shall lidle o support any X.400
addressing plan making use of any address form.

» The AFTN address of an AFTN or AMHS user is unambigs, internationally
recognised and shall not be replaced by anothaeval
3.2.8.1.2 The addresses to be considered are: AKIFMorm, CAAS and MF (non-CAAS).
It can be concluded that:
* All EUR AFTN/AMHS gateways shall implement the censions AFTN<=>XF;
* All EUR AFTN/AMHS gateways shall implement the censions AFTN<=>ANSPs;

 All EUR ANSPs gateways should implement the conwvess AFTN<=>ANSPs,
together with an ANSPs address space within thenitr (technical specifications
recommendation);

* To deal with the arrival of spurious XF addresse€dR ANSPs MDs from the
global AMHS, the redirection XF=> ANSPs could b@jgarted by all ANSPs;
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» If an ANSP defined an MF (non-ANSP) address sptmas all gateways would have
to support the conversion AFTN<=> MF (non-ANSP).isThs an undesirable
alternative since a global and common CAAS has beesmmended by ICAO.

3.2.8.2 Address Conversion Scenarios and Criteria

3.2.8.2.1 The identified scenarios are the follgvirsingle conversion, AMHS transit
conversion, AFTN transit conversion and multipEnsit conversion.

3.2.8.2.2 Once the scenarios have been establishedfollowing considerations for the
address conversion have to be performed:

* The result of the address conversion performednilABTN/AMHS gateway shall
depend only on the pre-defined pair of unambigyoaskociated AFTN and AMHS
addresses, and not on the gateway itself, accotdirige form published by ICAO
and defined by the delivering MD.

* It is recommended that each gateway performing emsdconversion should have
access to the minimal necessary information tooperfmappings between AFTN
addresses and AMHS addresses and vice-versa. Thplete mappings between
AFTN addresses and their AMHS equivalents shouldpbtielished (in electronic
form) and made available to all gateways that sttpmtdress translations.

* The conversion process shall be easy to use andgeaand efficient.

3.2.8.2.3 As a conclusion, a compromise solutianlwaing the use of algorithmic tables and
X.500 directory is preferred for the address cosioer.

3.2.8.3 General model for address distribution andateway address conversion

3.2.8.3.1 A model of address distribution and gatewwddress conversion is depicted in
Figure 1 below. The figure represents informatinochanges between ICAO and three ANSPs
implementing AMHS Gateways, concerning address emion. ANSP1 and ANSP2
implement a distributed address publishing ser¢isES), e.g. by means of ATN X.500
Directory Services. This allows electronic disttibn. ANSP3 provides this information to
ICAO for manual collation and distribution (e.g. paper, electronic database), and does not
support a directory.

The dotted arrows represent exchanges that arerpex@l in a non-electronic way, e.g.
through "paper" procedural exchanges. The full asrarepresent exchanges that are
performed electronically using appropriate commatidn protocols.

3.2.8.3.2 The model identifies a number of comptmahat are necessary for address
conversion:

1) Collection and distribution of the basic addressinfprmation that establishes
equivalence between the different addresses igemdif each AMHS and
AFTN/CIDIN user; the content of this informationust be standardised and made
available to all AFTN/AMHS Gateways;

2) Access to, and/or import of the basic addressirfigrimation into AFTN/AMHS
gateways. This depends on the particular gatewpleimentation;
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3) Re-structuring the basic addressing information aformat suitable for use by each

gateway’s internal address conversion procedurddl)(AThis is again gateway
implementation specific;

4) The internal procedures and data structures ofgtteway (AMP and AMT) that

make use of the re-structured addressing informafibis is gateway implementation
specific.

Gateway to ATSO1 MD

\\ (/ \\\
Address Gateway's Address B _| Bistributed N 7 N\
Mapping P | Address < Mapping le—| / Address [ N i / \
Procedures Mapping Data Import / Publishing ‘\\ ’ /' ICAO \
(AMP) Tables (AMT) Process (AMI) /| Service (APS) \ ! Published \
! \ ! Address \
h \ 1| Information (Al) \
| Vel \
.f e '-.
Gateway to ATSO2 MD ! . R |
| - o i
Address Gateway's Address E Distributed 5 E ICAO Registration E
Mapping » Address Mapping ! Address i | and Publication Process |
Procedures Mapping Data Import | | Publishing I.' 1 ,:
(AMP) Tables (AMT) Process (AMI) \| Service (APS) . ! “. !
R P |
h \ !
” T
i

- \
\ Address \i \ J
\ At Doy I
\ Publication Servi ({e \ , \ ‘ : ATSO Address /,
Gateway to ATSO3 MD (ATSO without a directory) \ \ \ / \ ?:Fg)lstrallons /
\ A P !
Address Gateway's Address TN o ’\‘/ \ \ 7
Mapping > Address Mapping . _‘_\, o //\ \ N //
Procedures | Mapping Data Import o N RN \\ N Y
(AMP) Tables (AMT) Process (AMI) \\ . \ \\
.- - \ \\\‘_—’/

Figure 1: General model for gateway address convens

3.2.8.3.3 The address mapping information conteldt im AMT and distributed through APS
is identical in nature.

3.2.8.3.4 The structure of APS must be compatilitk many different systems (e.g. different

ANSP’s Gateways), and must therefore be standatdiBeere are a number of possibilities
for structuring APS:

As an X.500 Directory Information Tree, thereby lgivy implementation of a
Distributed APS;

By some other electronic means (e.g. CSV files);
* On paper.

3.2.8.4 The impact of different paths through the ATN and AMHS

3.2.8.4.1 There is also a potential need for messagundergo multiple address conversions.

In order to minimise message rejection and to mguhe responsibilities for conversions, the
following rules should apply:
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» Originating MDs (for originator’s addresses) stggherate addresses according to the
form published by ICAO and defined by the delivgrMD (for recipient addresses);

» Delivering MDs shall be authorised to reject messageceived with recipient
addresses which do not comply with the address farblished by ICAO and defined
by the delivering MD;

» Delivering MDs should have the capability of rediieg potential internal XF
addresses to the corresponding MF(S) form addrdesese within their delivering
MD, for a transition period of at least 6 month&eafpublication of the appropriate
ICAO documentation;

» Transit domains should not attempt to perform ayHS <-> AMHS mapping
unless a specific bilateral agreement has beeblisttad with the delivering MD (for
recipient’'s addresses) or the originating MD (foigimator addresses). Transit MD
should only use the attributes C, A, P (which amariiant and predetermined for all
AMHS address forms in the ATS) in selecting a mgssaute.

3.2.8.5 Recommended AMHS Address Conversion Stratgg

3.2.8.5.1 The recommended AMHS address converdiategy is the means by which the
general model represented in Figure 2 should beseglaby States in the EUR Region. It is
also applicable on a worldwide basis and has bessepted and adopted by the ICAO ATNP
as the general AMHS address conversion strategis. Sthategy is made of the following

elements:

1) the establishment, by an appropriate ICAO bodyruitye of an ICAO Registration
and Publication process as a set of proceduresol@@cting and publishing AMHS
address conversion information on a periodic bésig. twice yearly). This will
include:

a) the MD information included in the ICAO Registry &fMHS Management
Domains, i.e. the MD identifier and the correspoigdiCAO State/territory two
letter identifier, together with the specificatiaf the type of implemented
addressing scheme (XF or CAAS);

b) for those MDs having implemented the CAAS, the nmagpinformation
providing the organisation-name address attribude éach ICAO location
indicator;

2) a Distributed Address Publishing Service (APS).eblasn ATN Directory Services,
that allows publication of real-time AMHS addressieersion information. This is to
be implemented at the earliest opportunity upon Rl&itiative, with the following
principles:

a) use of the directory scheme;

b) initial population of the Directory Information Baswith the information
distributed through the ICAO Registration and Pedtion process;

c) implementation of a single Directory System AgddSA) per ANSP to hold the
MD Registry sub-tree, the world-wide ANSP inforneatidistributed through the
ICAO Registration and Publication process, and ldoal AMHS MD address
conversion information sub-tree; and
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3) in co-existence with the use of Address MappingldabAMT) directly derived from
the information published through the ICAO Registra and Publication process, for
ANSPs that choose to defer the implementation diiAirectory Services.

3.2.8.5.2 As a local implementation matter, ANSR& envisage implementation of Directory
Services for the purpose of the Distributed addpeddication service (APS) at the same time
as they implement AMHS, should also consider the afsdirectory solutions as a technical
option for the gateway's address mapping tablesTAM

organizatioy

atn-Organization

atn-AmhsDistributionList

Figure 2: DIT structure for AMHS address conversion

3.2.8.6 Regional provisions

3.2.8.6.1 The strategy above is complemented byalle@ving transitional provisions which
may apply regionally.

3.2.8.6.2 In case the first element in the abovateqy is not implemented by ICAO in a
timeframe compatible with early AMHS implementasom@n equivalent process may be set
up on an ad-hoc basis among ANSPs forming an AMid. This is particularly applicable
to any European ANSPs being early AMHS implementers

3.2.8.6.3 In case of ANSPs implementing the secelednent in the above strategy that
initially prefer to group together for the implentation of a single ICAO Regional DSA, the
following should apply:

* the MD Registry sub-tree;
* alocal AMHS MD ANSPs information sub-tree for eadlthe ANSPs in the group;

* and the world-wide ANSPs information distributedotigh the ICAO Registration
and Publication process.

3.2.8.6.4 The Regional DSA thereby becomes an gggom of the local DSAs envisaged in
the principle strategy.
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3.2.8.6.5 In the EUR Region, the creation of ani@#fManagement Centre is recommended
to consolidate, co-ordinate and distribute AMHSrus#dress changes across the Region. This
Offline Management Centre should implement suclkegiéhal DSA in support of its address
management activities.

3.3 AMHS topology
3.3.1 General potential AMHS topologies
3.3.1.1 As for any other network topology, an AMIttghology describes the connectivity
among the nodes - which are in this case AMHS CQivitfes — and links — which are AMHS
logical connections at the ISO/OSI application taye
3.3.1.2 From a theoretical viewpoint, there are yngossible solutions for a network
topology. Each of the chosen designs has distingpgrties in terms of cost, transit time
(number of hops to be passed), routing complex#iiability (survivability). Furthermore,
from a more practical perspective, a network togylis also often related to the organisation
and relationships between its users, and possibiwark managers. In a situation where
traffic flows are not equally distributed betweendes (from a statistical perspective), the
traffic patterns have also a great influence orngthes! topologies.
3.3.1.3 General network topologies include:
Tree-shaped topologies, including
o Star,
o String,
Partially meshed topologies, including
o Double star (two interconnected stars centereavordistinct “hubs”),
o Ring,
0 Hyper-ring (two rings with several links intercomtiag them),
Hybrid topologies, e.g. using a partial mesh baadkbbetween some nodes and star
from the backbone nodes to other nodes,
Full meshed topology.
3.3.1.4 A general analysis of such topologies, thase the properties listed above, is
provided in the following.
3.3.1.5 Reliability, transit time, cost and opeyatil complexity are all factors affected by the
topology of a network. Table 6 summarises the atarstics of the topological structures
addressed above in order to indicate the advantdgestain topologies over others.
3.3.1.6 In Table 6 measures are used to evaluatethnical merit of a topological structure:
Number of links, maximum number of hops, complexityd reliability. Each of these
measures is described below.
EUR AMHS Manual Version 6.0

page 40 14/04/11



EUR AMHS Manual ICAO AFSG PG

3.3.1.7 A lownumber of linkgper node for a design will often be associatedh Witv cost.
Vice versa, a higher link-per-node ratio indicatesnore expensive network topology. The
tree shaped topologies (star, string) have thedowaember of links per node. Ring and hyper-
ring architectures have a small number of links mede. At the opposite end from the tree
structures, the full mesh network marks the upipeit bf the link-per-node ratio.

3.3.1.8 Clearly, a smaller numberhafpsfrom a source node to a destination node will ltesu

in shorter transit times. Here, a full meshed togylis the most desirable. The star
topologies, with their very small number of hopse also very desirable. On the other hand,
string and simple ring architectures can have aifsigntly greater numbers of hops. — A

large number of hops is associated with a largebauraf intermediate nodes and links which
have to be dimensioned for conveyance of tranaifitt The related capacity enhancements
also constitute a cost factor.

3.3.1.9 Complexity provides here a measure for the effort to be spantetwork design,
establishment of appropriate (re-)routing mechasiand network operations. The number of
potential paths between nodes, as well as the teegaim up multihop traffic (in order to get
capacity figures for nodes and links), increasecthraplexity of the network design task. The
complexity for re-routing of traffic increases alsdth the number of candidate links
providing alternative paths between each pair ofleso Finally, the effort for network
management and maintenance grows with the numbarksfproviding connectivity between

a given set of nodes. Centralised (star) topologreseasier to maintain than those that are
highly distributed (as meshed structures).

3.3.1.10 Thereliability of a network increases with the number of esthbtislinks
allowing alternative paths in case of link failurgsovision of adaptive routing assumed).
More precisely, iih represents the minimum number of nodes to whighnade is connected
(n-connectivity) then we can expect that the proligtithat a given node has access to at least
one of its neighbours increases with the quantityn.oA partial mesh topology has 2-
connectivity or greater, a full mesh offers as uplwit a (N-1) connectivity (where N
represents the number of nodes).

Topology | Number of| Relative Max Hop Complexity Reliability
Links Number of Count
Links

Star (tree) N-1 Lowest 2 Lowest Lowest

Double Star| 2 (N-2)+1 Low 2 Low High at core,
low at remote
locations

String (tree)| N-1 Lowest N-2

Ring N Low (N-1)/2 Low Moderate

Hyper-Ring | 2 N Low 2 Low Moderate
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Topology | Number of| Relative Max Hop Complexity Reliability
Links Number of Count
Links
Partial mesh Moderate Moderate High Good
Full mesh [N(N-1)])/2 | Highest 1 High Highest

Table 6: Comparison of alternative network topolegi

3.3.2 Design elements for the European AMHS

3.3.2.1 In application of the principles above, thbowing elements have been taken into
account for the definition of the European AMHSdlmgy:

1. Quality of service (Transit delays),

2. Quality of service (Availability / Reliability),
3. Cost effectiveness,

4. Complexity of operation,

5. Responsibility for transit traffic.

3.3.2.2 Most of these criteria were already defimsdthe main considerations for AFTN
topology design (ref. ICAO Doc 8259-AN/936/1991.[9)

3.3.3 Possible approaches for the European AMHS topology

3.3.3.1 SPACE recommendation for a fully-meshed tapogy

3.3.3.11 The objective of ensuring transit delegsipatible with the QoS performance
requirements specified in section 3.1.4 led toSRACE recommendation offally-meshed
topology for the AMHS network deployed in the EUR Region, thereby minimising the
number of hops between any pair of InternationalddT ATS Message Servers in this area
(ref. [16] and SPACE WP321 Report “AMHS ExtenstyilPrinciples”).

3.3.3.1.2 The end-to-end transit delay in netwasksainly caused by the processing
time in the nodes passed by a message and thentssian times on the links between these
nodes. With given processing times, link speed,rage message length and protocol
overhead a first estimation of the number of alloleehops for a given maximum end-to-end
transit delay is possible. — For a link speed 06 Xbps five hops are allowed in the

international network to meet the maximum end-td-#ansit delay for the high QoS class.

With 64 kbps only two hops are allowed (ref. [L6H421]).

3.3.3.1.3 To be realistic, such a recommendatigolie® that an underlying network
forming a common lower layer infrastructure would hvailable across the considered
geographical area. The requirements placed updnaucnderlying network are described in
section 3.5.
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3.3.3.14 This approach favours criteria 1 (QoSrandit delays) and 2 (QoS -
availability) among those listed in section 3.3\& other topology could rate better than a
fully-meshed network regarding these objectives.

3.3.3.15 As far as criteria 3 (cost effectivenes®) 4 (complexity of operation), it may
be considered that the need to establish and nraiAlslHS connections with any other
International ATS Message Server in the EUR netwegresents a non-optimised cost (in
network capacity and required staff). However, @ligh parallel operations have to be
performed with all communication partners in suchetwork topology, the similarity
between these operations reduces complexity andadses efficiency, thereby reducing the
negative impact on costs.

3.3.3.1.6 Complexity of operation, although obvigubkigher that in a tree-shaped
network, is probably lower than in some partiallggshed topologies where network
behaviour, required tasks and diagnostics vary mitipg on the existence or not of a direct
link between both MTAs.

3.3.3.1.7 The factor of responsibility of transitffic (criterion 5) should also be
considered. In the fully meshed topology each MTBAmanaging its own traffic with no
transit traffic coming from other international MEAexcept re-routing), representing a clear
advantage in comparison with other topologies.

3.3.3.1.8 It must be noted that an AMHS fully-mash®pology could lead to
approximately 50 AMHS connections to/from each CQ@knhtre, when AMHS is fully
deployed in the EUR Region, based on the currentben of international COM Centres.
This is significantly different from the current AR/CIDIN topology in Europe, which is a
partially-meshed network with a maximum of 12 castisns (AFTN and/or CIDIN) from a
COM Centre to its adjacent Centres. Appendix A ATS Messaging Management Manual
[12] specifies how transition may take place frohe tcurrent CIDIN connectivity and
topology to a fully meshed AMHS network.

3.3.3.2 CFMU approach for a hybrid topology

3.3.3.21 The CFMU is in a specific situation aSwumopean Facility, which is an end-
user of communication flows, rather than a COM @elike other parties in the international
AFTN/ CIDIN/ AMHS network. The organisation of tli&FMU in two Centres also creates
specific requirements.

3.3.3.2.2 Because of the significant change betweercurrent CIDIN topology and a
fully-meshed network, and due to specific operatiorequirements related to CFMU
contingency (see AFSG/PG31 WP08, “Considerationshen integration of CFMU in the
AMHS network”, Roma, March 2008), CFMU favours #8MHS a hybrid topology similar

to the current CIDIN connectivity:

* A double-star to six adjacent COM Centres, throwgich CFMU traffic is relayed to
other communication partners;

* The existing AFTN/CIDIN topology between these 8®M Centres and other COM
Centres in Europe when the traffic flow is orige@fdirected to a State “beyond”
those of the six COM Centres.

3.3.3.2.3 Such a topology could be revisited whenenexperience is gained in AMHS
operation, and depending upon the availability @me automatic re-routing capabilities.
Based on such conditions a more complete level eshimg could be envisaged. Such an
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approach clearly favours criteria 2 (availabilitghd 4, in order to reduce complexity of
operation.

3.3.3.3 Approach favouring cost effectiveness

3.3.3.3.1 Based on the estimation that cost reolusticould be obtained if only a
partially-meshed topology is implemented, someeStaave expressed their intention to limit
the establishment of direct links from their in@ional MTA to the international MTAS in
other States with which they have a given volumetraffic, or specific connectivity
requirements.

3.3.3.3.2 In this approach favouring criterion ®gfc effectiveness), the goal is to
reduce the workload and cost of operation, inclgdionfiguration, testing and in service
support.

* Initial system configuration,

* Interoperability testing,

« Transition activity,

* In service support, including fault management,

* Re-testing when MTAs are changed and/or upgraded.
3.3.3.3.3 Whilst the intent to minimise operatiasts is obviously a valid objective,
this should not be detrimental to the overall gyalf service and to the (partly contradictory)
objective to minimise the number of hops in thewwek. Furthermore it may also be
considered that when a certain number of AMHS conmes is established from a COM
Centre, and a high AMHS operational experiencevalable in that COM Centre, then the

establishment of an additional connection to amo@@M Centre increases only marginally
the cost of operation.

3.3.3.4 Influence of the current AFTN/CIDIN topology

3.3.4

3.3.34.1 This subject has been partly and/or éudly addressed in the sections above.

3.3.34.2 With the assumption that approximatehs&ies are part of the EUR Region,
a fully-meshed AMHS network when AMHS is availabte all of these States will also
represent approximately 50 direct AMHS connectidiisternational MTA to MTA
associations) to/from each COM Centre. This nunidbty be compared to the current number
of (intra-Europe) international connections to/fr@n international COM centre, which is
between three and twelve links before migratioAMHS.

3.3.3.4.3 If transition was to take place quicldyg( between a few months and one or
two years) from the pre-AMHS situation to such Hyfmeshed topology, the effort would
indeed be considerable and the target would bedliffto achieve. However, it is recognised
that the transition to AMHS at the European scdlebg progressive and may take a number
of years.

Recommended European AMHS topology

3.3.4.1 The objective of this section is to speeafffuropean AMHS topology which meets
the various objectives expressed in section 3i8kng into account the fact that they are
some times contradictory.
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3.3.4.2 The general principle adopted is that theeeted quality of service, in terms of
transit times and availability (criteria 1 and 2josld be maintained to define the target
topology.

3.3.4.3 This leads to confirm thdte AMHS topology in Europe should be fully-meshed,
as a long-term objective However, it should also be recognised that:

» there is a pre-requisite to the implementation u¢hsa topology, which is the
availability of a seamless underlying network asrdlse considered geographical
area,;

» during the transition to this target topology, atiadly-meshed network following the
constraints of the various ANSPs and participamthieé EUR AMHS network.

3.3.4.4 Principles need to be established for thiesttion phase, so that a clear direction is
provided to ANSPs implementing AMHS in their COMr@es.

3.3.4.5 These principles are the following:

1. until a common underlying network at a Europeanesisaavailable, the implemented
AMHS topology should:

a. atleast replicate the former AFTN/CIDIN topology;,

b. in areas where a common underlying network is diresvailable but for a
smaller area than Europe (e.g. multi-States, do-Ragional”),implement a
fully-meshed AMHS island, with at least two entry pints into the island;

2. when a common underlying network at a Europeanesitslavailable, and while
transition to the fully-meshed target is in progteble topology should be such that:

a. no more than two hops are needed for communicatiobetween any two
International MTAs in the considered area;

b. Two distinct paths are available at AMHS level for communication
between any two International MTAs.

3.3.4.6 The transitional partially-meshed topolsggcified in item 2 above can be achieved,
for example, by the establishment of several pantlyrlapping fully-meshed AMHS islands:

e each pair of AMHS islands must have a non-emptgrggction, with at least two
“multi-island” AMHS COM Centres;

» the central facilities (e.g. CFMU, EAD, etc.) mistm a fully meshed island with the
“multi-island” AMHS COM Centres.

3.3.4.7 This example is depicted in Figure 3.
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Figure 3: Example of partially-meshed AMHS topolodpefore transition to fully-meshed

3.3.4.8 In line with the numerical requirements @S adopted in section 3.1.4, the strategy
for AMHS topology may be reviewed on the basis @mpiled AMHS operational
experience, when a common underlying network atueofiean scale is available and a
significant number of AMHS COM Centres are in opiera

Routing mechanisms

Available routing mechanisms

3.4.1.1 AMHS uses the routing mechanisms of itsOR.#Hase standards. X.400 routing is
static by nature, it uses the address attributesifg O/R addresses to determine the next hop
towards which the message must be routed:

* local delivery,

AFTN/AMHS gateway (MTCU), or

» adjacent MTA inside the AMHS Management Domainhef turrent MTA,

» adjacent MTA in a different AMHS Management Domain.
3.4.1.2 Conceptually, X.400 routing tables are madlerecords associating a potential
combination of address attribute values to a negt For each message, the route record with

the best match for each AMHS recipient’s addres#ates is looked for in the routing table,
to determine where the message is to be routethde of a message with multiple recipients
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3.4.2

and different routes, the message is “expandedspit” into several messages, according to
the various destinations.

3.4.1.3 This section focuses on international AMA®ing, i.e. inter-domain routing.

3.4.1.4 Unlike in AFTN, where any substring fromtd 7 characters may be used to
determine a route, X.400 address attribute valvegenerally considered “as a whole” when
looking for a best match. Some X.400 implementaioray implement substring matching
but this is not a standard feature.

3.4.1.5 Inter-domain routing, from an internatioN&lA in an AMHS MD to an international
MTA in another AMHS MD, should therefore use onlgtiee address attribute values. The
attributes Country-name, ADMD-name, PRMD-name amdemtially Organization-name,
usually represented by their initials C, A, P anda@ sufficient for Inter-domain routing.
Organization-name must be used only in specifiegasvhen destinations are located in
AMHS MDs with multiple International MTAs, and hang implemented the CAAS
Addressing Scheme.

3.4.1.6 It may be noted that ISO/IEC 10021-10 (20[23], which is aligned on ITU-T
Recommendation X.412 (1999), “INFORMATION TECHNOL®G - MESSAGE
HANDLING SYSTEMS (MHS) — MHS ROUTING” describes ax.400/MHS Routing
functionality based on Directory Services. Ther@dsrequirement to implement this feature
in AMHS, including when the Extended ATS Messagadiiamg Service is deployed.

X.400 re-routing mechanisms

3.4.2.1 Based on the general routing principlesrilesd above, re-routing consists in the
definition of an alternative route to the intendaelstination, if for any reason there is a
transfer-failure or delivery-failure to the initipldetermined next hop.

3.4.2.2 Re-routing may be either manual or autamétithe first case, the MTA operator, in
view of the transfer-failures, modifies temporar{lgr definitively) the routing tables to
specify an alternative next hop. The main require@laced on the software by manual re-
routing are related to:

* the ease of reconfiguration;

* the immediate applicability of the modification:ig preferable that the routing be
modifiable on line, or require only a fast restarparameter load.

3.4.2.3 Regarding automatic re-routing, althoughprevented by the X.400 base standards,
nor by the way they are designed, this feature imdiglly not a standard practice in X.400
products. The main reasons were the following:

1. MHS/X.400 was initially designed for messaging ficatvith relatively low transfer
time requirements, clearly non-real time, wherevés possible to “wait” for the
availability of a connection to the intended MTA, dase such a connection was not
immediately available;

2. In this context, the usual practice in the stord-Bmmward MHS/X.400 is to store a
message, and, in case of transfer failure to thx¢ M&A, to perform a pre-defined
number of “retry” towards this same MTA (based onets), before a non-delivery-
report is sent back to the message-originatoro(tine originating-MTA).
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3.4.3

3.4.2.4 However, due to the adoption of X.400 bgownities with more stringent transfer
time and availability requirements (Defence, Aiaffic Services), it should be possible to
obtain from X.400 software manufacturers automagticouting mechanisms.

3.4.2.5 The principle of such re-routing would batt after the number of retries to the main
route to the next MTA, an alternative route alreaggcified in the routing table would be

used. It is important that those responsible fatesy operation be aware that this re-routing
facility is activated.

3.4.2.6 Care should be taken about a possibleaiction with X.400 timers when such a
mechanism is used. For example, if no alternatouder is specified, a MTA will retry to
transfer until the expiry the MTA and MTS timerseftre a NDR is generated. If an
alternative route is defined, then a time allocathould be kept to use the alternative route
before the timers expire. This should be considdreadtonjunction with the re-routing
mechanisms at the underlying network level: timarsl re-routing mechanisms at the
underlying network level have to be shorter thametis and re-routing mechanisms at the
AMHS level. The reason for this is that most of timee the unavailability of a P1 association
is going to be caused by a transitional problethéunderlying network.

Routing in the recommended EUR AMHS topoloqy

3.4.3.1 In the fully-meshed target topology, rogtis trivial as there is a direct route from
any International MTA to any other International M1 the EUR AMHS network.

3.4.3.2 Transfer failures could be caused by utetvidity of underlying network (that have
their own resources to recover the failure, ouANMHS procedures) or by the failure of the
destination MTA itself. In such a situation re-riogt does not improve quality of service, but
simply overloads the AMHS network by moving thelgemm from place to place. Depending
on the underlying network and on the operator cdéipable.g. depending upon the
management tools and information available to har)/o determine the reason of a failure,
manual re-routing may however have benefit in soases.

3.4.3.3 Automatic or manual re-routing is requireowever, for efficient handling of AMHS
traffic to other ICAO Regions (see next section).

3.4.3.4 In the temporary partially-meshed topoldbg, next hop for each destination MTA is
either of the following:

1. the destination MTA itself, if a direct connectiomite exists, or
2. an intermediate MTA which has a direct connectmthe destination MTA.

3.4.3.5 The first case is identical to the situatad a fully-meshed AMHS network, where
automatic re-routing is not really useful but mdnugarouting may have some value, if an
accurate fault diagnosis can be established.

3.4.3.6 In the second case, the availability of whstinct paths established as a design
principle enables to use manual or automatic rénmguat AMHS level. Use of re-routing is
essential in this situation, and automatic re-raptshould be preferred whenever as it is
available. This allows to make sure that the failof an international MTA (e.g. in one of the
multi-island AMHS COM Centres, in the depicted eyxdeh does not cause loss of
communication between two islands.
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3.4.3.7 Therefore, in the partially meshed netwitris, recommended that:
1. one single route be specified in the AMHS routialglés if a direct connection exists,
2. a main route and an alternate route be specificthenAMHS routing tables if no

direct connection exists and a two hops path igired between the considered MTA
and the destination MTA.

3.4.4 Routing to/from other ICAO Regions

3.5

3.5.1

3.4.4.1 For message flows incoming to or outgoimgmf the EUR Region, the routing
strategy is to route messages from/to one of thgidRel boundary ATS Message Servers
to/from the international MTA of the destinationisoe EUR AMHS MD, using either a
single direct route if existing, or one of the mialternate routes in case a two hops path is
available between these MTAs.

3.4.4.2 The assumption is that, in the target enwirent, these Regional boundary ATS
Message Servers would be implemented by StateSN@PA that already provide Regional
boundary AFTN/CIDIN COM centres towards other ICR@gions.

3.4.4.3 For resilience purposes, a minimal numbetwo inter-Regional boundary MTAsS
needs to be implemented to connect to each oth&®IRegion. To gain full benefit of this
duplication, automatic or manual re-routing is riegd, so that alternate routing via the
“alternative” MTA can be activated in case of lagonnectivity with the “main” boundary
MTA to be used.

3.4.4.4 The “alternative” MTA can be connected wili@ same MTA in the other ICAO
Region, as the “main” MTA, or preferably it can@lse connected with an alternative MTA
in the other ICAO Region.

Underlying network

Background

3.5.2

3.5.1.1 In terms of the ISO/OSI seven layer modMHS resides in the application layer.

The design of such an application is dictated bghlbe end users, who best know their
particular needs, and by the state of the art ®olgical environment, which determines the
way in which these needs are transformed to comdesthnical specifications. The current
situation, the way of migrating from this situatitmthe targeted future, the process flow, the
safety requirements, the security requirements,qtdity of service requirements and the
expected results are all translated into the apiptin specification. These requirements not
only affect the design of the application but thefluence permeates to the lower layers.

3.5.1.2 Therefore, the creation of an appropriagedying network is seen as essential for
the smooth deployment of AMHS.

General principles

3.5.2.1 In current communications practices, thdeprendency between application and
network levels is highly desirable.
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3.5.2.2 The separation of application and netwoithgs several benefits:

» the provision, development and management of theark and AMHS can proceed
largely independently (provided sufficient capad#yavailable within the network),
leaving each discipline free to concentrate opdticular sphere of competence,

» there are economies of scale to be gained by thenghof the network between

multiple applications, resulting in better utilisat of resources,

» the increased size of the network (over a purelyH8Vinetwork) should deliver a
better quality of service and in particular a mareust infrastructure,

e routing, at the AMHS level, is independent of tlmvér level network and in
particular any European International ATS Message/eés is directly accessible by

any other.

3.5.2.3 The logical connection (links) of the AMH&ology implemented by means of a
transport service could make use of the physicahectivity provided by a layer-3 network

infrastructure.

3.5.2.4 The following Figure 4 illustrates the tilaship between logical and physical
connectivity for the international AMHS. Each imiational COM centre will accesses the
underlying network over the local network node tigio a network access line.

ATS Message Server A

Application

Presentation

Session
TSAP

1T
Transport

Logical Connection
(AMHS T opdogy)

Transport Connection

ATS Message ServerB

Application

Presentation

Session

1T
Transport

Metworks

MNetworks

Wetwork Infrastructure

TSAP — 1

Transport
Metwork

}— Metwork Connection

Considered levels of connectivity in the AMHS architecture

Figure 4: Logical and physical AMHS connectivity
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3.5.3 Considerations

3.5.3.1 In the European area, a European wide PCBAsed communications service
dedicated to Air Traffic Management Communicatiam®nvisaged for supporting current
and forthcoming applications.

3.5.3.2 This approach is supported by ANSPs’ laxgeerience in defining general principles
(addressing, routing, ...) and providing TCP/IP smgsi for supporting ATC operational
applications.

3.5.3.3 Furthermore, concerning international comications, ANSPs are acquiring expert
knowledge about underlying network interoperabhility

3.5.3.4 The European AMHS will be implemented om &b a TCP/IP stack, as stipulated by
EANPG Conclusion 44/45:

“That, States in the EUR Region use the TCP/IP comeation protocol for the
initial implementation of ATS Message Handling ®yss§, as a transition mechanism
to enable AMHS operations to commence ahead ofteakfull SARPs compliant
data transmission systems.”

3.5.3.5 At the time of the EANPG conclusion, thasens for using TCP/IP communication
in support of AMHS operation were:

1. There was no European ATN/OSI internet communicagiervice available, nor were
there any real plans for implementation of sucler@ise for other ATN applications
in a timeframe compatible with the short-term inmpémtation planned for AMHS. In
the longer term, i.e. for the target profile, thes&s no sufficient reason identified that
could justify the substitution of the initial TCP/lunderlying network with a fully
ATN-compliant infrastructure.

2. Following successful testing results, there wasaightforward activity supported by
EUROCONTROL and Member States, aiming at the estabknt of an international
TCP/IP infrastructure for aeronautical purposethenECAC area.

3. There were already national AMHS implementationplice based on the TCP/IP
protocol suite. In addition, ANSPs have the neagsE§&P/IP expertise on hand from
various national applications.

4. The broad market of TCP/IP products would facéitaapid implementation with
reasonable costs.

3.5.3.6 Through Amendment 83 to ICAO Annex 10 (Nuler 2008), the possibility to
implement ATN/IPS was introduced into the SARPsjsthrendering the deployment of
AMHS over TCP/IP fully SARPs compliant.

3.5.3.7 The de-coupling that exists in an AMHS systbetween upper layers and lower
layers (transport and network services) allows en@nting AMHS systems with multiple
lower layer protocol stacks (ATN/OSI, TCP/IP, TP(ZX).

3.5.3.8 The ability to implement AMHS over multiplewer layer stacks may be used to
ensure global AMHS interoperability. In particulas other Regions may deploy AMHS
based on ATN/OSI, there could be a need for adidhitumber of Regional boundary ATS
Message Servers (inter-Regional entry-exit poimds)mplement dual stacks. However, as
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3.5.4

most AMHS products support TCP/IP, the relevanceswth a requirement can only be
determined when inter-Regional communication disituss are initiated between peer inter-
Regional entry-exit points.

Conclusion

3.6

3.6.1

3.5.4.1 An underlying network infrastructure thahqrovide physical connectivity between
AMHS systems needs to be implemented as a Commaihtfan a timeframe compatible
with the short-term AMHS deployment plan. It isdeeen that the Pan-European IP network
resulting from the ongoing PENS programme, launahetkr the aegis of EUROCONTROL,
will form an appropriate basis for this networkratructure.

3.5.4.2 Bilateral or multilateral connectivity angements should be made to accommodate
initial AMHS operations, until such a common fagilbecomes available.

Interregional communication aspects

Guidance provided by ATNP on "AMHS over TCP/IP"

3.6.1.1 As a consequence of EANPG Conclusion 44H& ATNP provided guidance for
implementation of “AMHS over TCP/IP” in 2002. Foling the introduction of ATN/IPS
SARPs through Amendment 83 to Annex 10 in 2008sdlguidelines have been superseded
by events, but they apresentedhereundefor historical purposes

"1. It has been observed that some States or eegiois are implementing or planning
to implement AMHS systems making use of lower comication layers that are not

conformant to the ATN Internet Communication Seesic(ICS). Such AMHS systems

conform to Doc 9705, Sub-Volume Ill, Chapter 1 (aeed with Amendment 83 by Doc 9880,
Part 1), with the exception of the clauses relatednterfacing with ATN ICS. The most

frequent occurrence of such non-compliant systemelated to AMHS systems making use
of TCP/IP lower layers through a RFC1006 interfd@MHS over TCP/IP").

2. Due to the store-and-forward nature of the AMHBIs can be done without
compromising the end-to-end interoperability at &dHS application layer with SARPs-
compliant AMHS implementations, but at the costsofme dual-stack systefnfor lower
layers. Strict conformance to Doc 9705, Sub-VolutheChapter 1 is required, with the only
exception of clause 3.1.2.2.2.1.2 ("Use of Transj@=rvice"), to ensure such end-to-end
interoperability.

3. The reasons invoked by States adopting such patiaies include the following:

- The need for an immediate or short-term transifiom existing ground networks,
and in particular from X.25 networks that are reaglobsolescence;

- The use of a common ground network infrastructshared with other ground
applications, such as radar data distribution terinentre communications (such as
OLDI in Europe), such infrastructure being somesrakeady in operation.

Such dual-stack systems are beyond the baseliheakdhitecture which is specified by ICAO.
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4, It should be noted that in all known cases,IFheetwork used or planned to be used
is a network infrastructure in which switching gguient and links are dedicated to ATS
communications, building a so-called "private" Ework.

5. It is recognized that other transition strategian also be developed, that make use of
the proposed IP SNDCF to enable IP sub-networketosed as ATN sub-networks, in a fully
SARPs-compliant ATN ICS architecture. However sanharchitecture is not discussed in the
present document.

6. Despite the fact that the implementation of "ABllbver TCP/IP" can meet, as
described above, the specific objectives of a Stata local or regional basis, the attention of
implementers should be drawn to the fact that timplémentation of two different
architectures has the following drawbacks:

- It limits "any-to-any" communication between AMHS$stems on a global basis that
could be needed in specific cases, e.g. for pedoom requirements;

- it requires the implementation by some Statesdofal-stack” AMHS systems, to
gateway between AMHS systems using the ATN ICS AMHS systems using
TCP/IP. This may reduce performance and availgbilit

- The cost of such gateway facilities is expectedé borne by States implementing
non SARPs-compliant AMHS systems.

7. In view of the elements above, the followingdarice is offered by the ATN Panel on
the use of "AMHS over TCP/IP":

a) "AMHS over TCP/IP" implementations should not beeganted as fully SARPs-
compliant ATN implementations.

b) Non-SARPs-compliant "AMHS over TCP/IP" implemenbas are seen as a “local
solution” within a State or Region. Inter-Statdrder-Regional connections between such
systems using TCP/IP should be subject to bildtegibnal agreements.

c) States or Regions that implement "AMHS over TCPA{stems within their domains are
responsible for taking those necessary measuresdore interoperability with SARPs-
compliant implementations in other States or Regjion

d) Appropriate security measures should be taken wisaérg an IP network, irrespective of
whether AMHS uses TCP/IP directly or via the IP SIND

8. The ATNP will continue to monitor related devateents and will provide further
guidance as appropriate.”

3.6.1.2 With introduction of the Internet Commutiicas Service (see Doc 9880 — Part llI
[4]) the “European” solution “AMHS over TCP/IP” imw fully SARPs compliant.
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European ATS Messaqing Service Profile

4.1

4.2

4.3

Introduction

4.1.1 The detailed specifications for ATSMHS arerently spread over a number of
different documents such as the ISO/IEC ISPs, ICB&RPs and technical specifications
(Annex 10 and Doc 9880) and the SPACE Final Report.

4.1.2 The EUR-ATSMHS Profile is intended to provioiee single document that brings
together these specifications by referencing thsicbdocuments and by providing any
additional specifications necessary for ATSMHS iempéntation in the EUR Region.

4.1.3 The scope of the Profile is limited to thedfication of those aspects of systems that
are involved in exchange ATS messages betweemattenal COM Centres. Other aspects,
that involve gateways e.g. to the AFTN and CIDINcommunications that remain entirely
within a State, are not dealt with in this Profile.

4.1.4 The first version of the EUR-ATSMHS profilasvdeveloped by EUROCONTROL.
Following a thorough review procedure which was puped by various stakeholders
(suppliers, SPACE, COMT, AFSG), the Profile hasrbagproved for use in the specification
and procurement of AMHS systems in the EUR Regimhinhas been included as Appendix
B to the EUR AMHS Manual.

EUR_ATSMHS Profile Objectives

42.1 The purpose of the Profile is to provide agld, relatively short specification
containing interoperability requirements betweetenmational Message Transfer Agents
(MTA).

4.2.2 Furthermore, the Profile contains the follogvirequirements applicable within the
EUR Region:

* Use of TCP/IP for the underlying Data Communicati&ervice;

* Message Legal Recording;

. Distribution Lists;

 Use of IPM File Transfer Body Parts for the transbé binary data (e.g. to support
WMO BUFR coded messages);

* Specifications of message maximum and minimum lenge.g. to support ADEXP
messages).

Scope of Profile

4.3.1 The EUR-ATSMHS Profile specifies a numberAMHS protocols and systems
capabilities for the exchange of ATS messages lestwilirect and indirect AMHS users
through international MTAs. In other words, the fleois intended to ensure end-to-end
message transfer between International COM CeotreisAMHS.
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4.3.2 The Profile is applicable to the followingasts of message interchange:

Transfer of messages between the AMHS systems tatnational COM Centres
operated by different ANSPs;

Submission, Delivery and Retrieval of messages #atto be transferred between
AMHS systems operated by different ANSPs;

The content of Message Envelopes, IPM Headings,yBedrt Types and AMHS
Addressing used for the protocols identified above.

4.3.3 The Profile does not specify any of the putetal requirements within an ANSPs
individual systems — e.g. MTS Access, MS Accessl merconnections between MTAs
within an ANSP’s Private Management Domain, otiantto ensure adequate interchange of
ATS messages internationally. Nor does it specépeats of interconnections between
Regional AMHS/AFTN gateways where additional regaients may apply, such as support
of an ATN lower layer protocol stack as specifiedCAO Document 9880, Part Il [4].

4.3.4 Access to the Directory Information usedupport Directory Name Resolution and
address mapping between AFTN and AMHS address frimslicated for information only.

4.3.5 The following diagram illustrates the scopketlme protocols and system types
specified in the EUR-ATSMHS Profile:

AMHS Protocol Scenarios

EUR-AMHS
P2-IPMS Profile

P2-IPMS/P7 P2-IPMS/P3

International
COM-Center

International
COM-Center

Directory

I
Information EUR-AMHS
Profile

Figure 5: AMHS Systems and interconnecting Protosol

4.3.6 The Profile applies to the following AMHS 1% components:

* User Agents UA
» Message Transfer Agents MTA
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* Message Stores MS

4.3.7 The Profile applies to the following AMHS pools:
* IPM Content P2

» Message Transfer P1

* Message Submission/Delivery P3

 Message Retrieval pP7

4.3.8 The Profile specifies a Profile of ATS Mess&tandling Service conformance called
the EUR-AMHS Profile. It is based on the requiretseasf following:

« The Basic ATS Message Handling Service (Bas), thtced in the Doc 9880, Part I,
para. 1.1.3-1.1.8;

A number of further Functional Groups and optiortested from the Extended ATS
Message Handling Service (Ext), introduced in tlkoe B880, Part I, para. 1.1.3-1.1.8;

»  Further requirements specified by the SPACE Firggdd®t for use in Europe.

4.3.9 The resulting scope is sufficient to ensureriState message interchange using
AMHS according to the Basic AMHS requirements state Doc 9880, which covers Basic
Message Transfer Capabilities, Distribution Lisappropriate message size capability and
Legal Recording.

4.3.10 In addition, the following requirements argduded:
» Use of TCP/IP as the underlying Data Communicati®evice;

It must be pointed out that specification of an ABlHased on TCP/IP necessarily references
a wide range of standards from different sourcdss Tis complicated by the fact that
procurement of a complete AMHS/TCP solution invghtke specification of three different
system component types (Message Transfer Agentssdde Stores and User Agents), each
of which has a number of implementation optionse TProfile therefore also provides
guidance on the correct use of the referenced EBDIEPs, ICAO Documents and Internet
RFCs for each type of system.

»  Provision for the transfer of binary data using file Transfer Body Part

It must be pointed out that the originally planmedchanism for this requirement was to use
the Bilaterally Defined Body Part. However, thissfaund to be deficient in two ways:
a) its use is now discouraged by the base standards;

b) it provides no way for recipients to determine tiadure of the binary encoding
actually contained in a received Bilaterally Detirigody Part.

For these reasons, the use of the Bilaterally RefiBody Part was removed from old Doc
9705 during 2003 now Doc 9880, Part Il, and wadaegu by the File Transfer Body Part,
which is known to overcome the previously mentiodesivbacks.

4.3.11 Security requirements are not a mandatory phthe EUR-ATSMHS Profile.

However, the Profile mandates IP address validadod the protocol includes system
identification following transport connection edtabment. It must be pointed out that certain
Messaging Application Security functions are alsandated in the MHS SO optional
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4.4

Functional Group for the Extended ATS Message HagdBService but these are not
mandated by this Profile.

Use of the Directory

4.4.1 The primary requirement for the use of thealory that arose within the SPACE
project was to support the AFTN<>AMHS Gateway Addrdranslation process. However,
for the following reasons, the Use of Directorymet mandated in the Profile:

There are other ways to implement the distributibthe necessary directory information
which are viable at least in the early phases oH8Mmplementation;

Some States will not implement the directory (nceesss it) in the first implementations
of AMHS. Some of the reasons for this are that thewyt to implement AMHS first

before taking the next step to the Directory. Alsome currently available AMHS
products do not support access to the Directory;

Some States foresee that Directory Access as skarf Doc 9880 [5] using X.500
DAP is too costly in terms of software purchase] #rey would like to be able to use
LDAP (a more cost effective RFC-based equivaleHgwever, there are no currently
available LDAP schema standards covering some ef AN Directory-specific
requirements (and some aspects of X.400 suppdngreTare also no suitable standard
LDAP products available;

In some cases, it is not quite clear what elemehtthe ATN-Directory Schema are
required to support different AMHS functions (eig.terms of directory information).
These issues need to be resolved by further gugdanaterial on the use of the
ATN/AMHS Directory by the ACP. Currently, work isigoing to fulfil this requirement.

4.4.2 For these reasons, the Use of the Directasyniot been included in the first version
of the Profile.
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5 System implementation - Guidelines for system reaiements
5.1 Introduction
5.1.1 This section is intended to deal with techhignd operational requirements for a
COM system replacing the AFTN/CIDIN system by an A® or adding the ATSMHS
capability. As indicated by its title, this secti@movers guidelines for requirements not
specified in the AMHS technical specifications, hutnsidered by the Group important
enough for being included in a Call for Tendertfug procurement of an AMHS system.
5.1.2 The main input of this section was a subt#tespecifications of an actual Call For
Tender issued by one of the Group members, adagrtddmodified in order to have a
‘template’ able to be used by any ANSP who intéagsocure an AMHS system.
5.1.3 The section covers technical and operatiatplirements like:
* General facilities
» Addressing - mapping table facilities
* Queue management facilities
» Message repetition facilities
* Tracing facilities
e Sizing
» Availability and reliability
5.1.4 For such a COM system in the following paapbs the termAMHS Systent will
be used.
5.1.5 Due to the character of this section (asajinds for system requirements) the term
"should" is used. In a specific Call for Tender this tezam be replaced by shall.
5.2 General requirements
5.2.1 The AMHS System should implement the ATSMH®l AFTN/AMHS Gateway
facilities in accordance to the specifications wedi in the latest approved ATN technical
specifications for Basic Services, but supportifgT/Al messages with a message length up to
64 Kbytes.
Note. — This requirement is not covered by the rieah specifications, which mandate
support of standard AFTN message length only.
5.2.2 The AMHS System should support several sanealbus associations with an MTA
partner (at least, up to 5).
5.2.3 The AMHS System should support simultanessoaations with several MTA
partners (one or several associations with each Nb&Aner) with the same or different
“transport” protocols (e.g. TCP/IP to be used witBUR, ATN/OSI).
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5.2.4 The AMHS System should support the total rermiif simultaneous associations
(sum of all associations) without any restricti@asised by inherent limitations of the system
(memory, interfaces, etc).

5.2.5 The AMHS System should allow control of eltliment of associations with MTA
partners via on-line operator commands; i.e., éusdh be able to:

» Prevent/allow the establishment of associationk wigiven MTA partner by AMHS
System (local MTA), by MTA partner only or by bgtartners.

» Prevent/allow the establishment of associationh @ik configured MTA partners by
AMHS System (local MTA), by all MTA partners only by all partners.

» Force the termination of associations already éisteddl with a given MTA partner.

» Force the termination of associations already éistadd with all configured MTA
partners.

Note. — The number of actual simultaneous assaociatio be supported will depend
on:

o the target 'logicall AMHS network topology: for exple each centre
establishes direct associations with all the otleentres or each centre
establishes associations with adjacent centres @@dyn AFTN);

o whether permanent or dynamic connections will bé¢aldished. Such
distinction is only applicable in case there is mguirement for continuous
traffic exchange.

5.2.6 The AMHS System should implement MTA queuBsese queues will keep the
AMHS messages that:

a) either are pending to be sent;

b) or have been transmitted but for which a deliveport is expected.
Note 1. — The queue referred to in a) should bdeémpnted in the MTA.

Note 2. — The queue of messages for which a DRpisceed should be implemented in the
User Agents and MTCUs of the AFTN/AMHS gateways.

The reaction of an AMHS System in case of loss BRashould be fixed (implementation
matter): E.g., would it have to resend the messafer timeout? How many attempts to
resend the message should be made? A DR or NDRdiessed to the originator of the
message; therefore it should be left to the orign&o react upon non-arrival of a DR as it is
his task to react upon reception of a NDR. If thigioator is an indirect (AFTN) user, the
AFTN/AMHS gateway has to perform this task on bisalf. Furthermore, a report may take
another route than the message it refers to, thed@ms it does not necessarily pass through
the same MTASs as the original message.

5.2.7 There should be a logical MTA queue per caumBd MTA partner. Management of
these queues is specified in section 5.4).

5.2.8 The configuration of an MTA partner (via @mel commands) should provide
flexibility for each of its parameters. For example

a) It should be possible to configure the “transpgrotocol (e.g. ATN, TCP/IP,
TPO/X.25) to be used per each MTA partner.
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5.3

b) In case of selection of TP0/X.25, it should Heveed to configure at least two local
X.25 attachments to be used for the connectiongrakcalling — called addresses to
be used for initiating a call or acceptance ofraroining call, etc.

c) It should be possible to configure the maximwmmber of simultaneous associations
with each MTA partner.

d) It should be possible to configure whether thassoaiations have to be left
permanently established or whether they have testablished and closed depending
on traffic.

5.2.9 The AMHS System should allow configuratioratdfprofile items if possible.

5.2.10 The AMHS System should allow configuratidnh@ following profile items, at least:
a) Mapping between AFTN priorities and AMHS Messagansfer Envelope priorities.

b) Values of “rn” and “rnr” in the notification-regsts element in the recipient fields in
the IPM heading. These values should depend owvatlae of the AFTN priority.

Note 1. — Both functions should be implementethénliAs and MTCUs of the AFTN/AMHS
gateway since the MTA does not deal with the ATSsdge Priority (or AFTN priority)
which is contained in the ATS Message Header asqgbdahe IPM body.

Note 2. — The technical specifications specifyvtdilaes of these profile items. It is considered
that the implementation should allow the possipilit change them just by configuration in
case operational experience recommended othemgsttiThe processing is implementation
matter.

Addressing — mapping tables requirements

5.3.1 The AMHS System should support the CAAS &z=tion 3.2).

5.3.2 The AMHS System should process and manage 3Midssages received with the
O/R name in the XF Addressing Scheme also, evreiANSP has chosen the CAAS for its
internal users.

5.3.3 The AMHS System should provide mechanismsnfmrt mapping tables needed in
the AFTN/AMHS Gateway. The tables to be importetl e downloadable from the AMC
system.

5.3.4 The implemented facilities in the AFTN/AMHSa@Bway which map an AFTN
address to an O/R name should be flexible enouglttommodate different O/R structures
(Addressing Schemes) and use the minimum numbeordfguration / lookup tables with the
minimum number of entries. As an example for th@lementation of the mapping of an
AFTN address to an O/R name, the following inforieraishould be entered in configuration
tables:

a) Attributes and associated values that are fixddr each State.
E.g. in the case of States using the address scles®ibed in section 3.2 the
attributes and associated values to be entereddshelCountry, ADMD and PRMD.
Each entry will be indexed by the ICAO routing amaState/territory identifying
letters (1 or 2 first characters of the AFTN add)es

b) Attributes whose values can be determined dyrédaim the AFTN address. E.g., in
the case of States using the CAAS described inoge8t2, the Organisation Unit 1
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5.4

attribute (first to fourth characters in the AFTHNdaess) and the Common Name (all
characters in the AFTN address) should be declaees for them.

c) Attributes whose values depend on a mappingtahir each such attribute for each
State, the following should be specified: the narilhe mapping table and the subset
of the AFTN address (e.g. one to four first chaees;tthe complete AFTN address,
wild characters could be used to define the subgethat gives the index to the
mapping table. The mapping table itself should &ks@rovided. E.g., in the case of
countries using the CAAS address scheme describeddtion 3.2, the value for the
Organisation attribute should be defined this way.

5.3.5 The possibility to use a directory shouldbdle contemplated, even if this is not part
of the Basic Services.

Queue management requirements

5.4.1 The AMHS System should provide, in additiortpure diversion facility of outgoing
gueues, a reprocessing of messages in X.400 (owgfggueues in case of longer outages of
adjacent MTAs (non-reachability).

Note. — Such reprocessing facilities will be venportant during the time period when both
AMHS and AFTN/CIDIN centres coexist in the EUR Begi

5.4.2 Two types of reprocessing should be envisaged
* atthe pure X.400 level,
» atthe AFTN level (in the case of AFTN/AMHS Gateway

Reprocessing at the pure X.400 level

5.4.3 The reprocessing at pure X.400 level sholldava
* to extract messages waiting in an X.400 queue flesnqueue;
» to process these messages again by the X.400gadftware; and

» to route according to possible new or temporaritdified X.400 routing tables.

Such a mechanism would allow to extract the messtigen the queue associated to a non-
reachable MTA. The messages could be routed thrangther centre (MTA) and forwarded
through the alternate route only for those recipagdresses for which alternate routes have
been activated. For all other recipients addredsemessages remain in the queue. This kind
of reprocessing prevents a general forwarding oksages to other centres (MTAS)
containing recipient addresses for which rerouitsngot intended.

5.4.4 The reprocessing at the pure X.400 level Ishbe present in the ATS Message
Servers, in AFTN/AMHS Gateways.

Reprocessing at the AFTN level

5.4.5 The reprocessing at AFTN level should allow:
* to extract messages waiting in an X.400 queue;

* tore-process them by the AFTN layer; and
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5.5

5.6

» to route them according to the current AFTN, CIDéxdd X.400 routing tables
respecting the updated route availability informat{predefined alternate routing).

This reprocessing would solve the problem of nachability due to outages, in a
heterogeneous AFTN/CIDIN/AMHS environment.

5.4.6 An X.400 queue can contain messages, repndgprobes. The AFTN reprocessing
function should only concern the messages.

These messages can be of different ‘types’: messtigmn AFTN/AMHS gateways, ‘pure’
UA to UA exchanges, etc. All these messages willRid messages, so there is no way to
distinguish them at the X.400 (envelope) protoewkl.

5.4.7 The reprocessing should be restricted to agessgenerated by an AFTN/AMHS
gateway.

Message repetition requirements

5.5.1 The AMHS System should provide powerful mgeseepetition facilities in the
AFTN, CIDIN and AMHS subsystems implementation.

5.5.2 The repetition facilities should be able épeat messages as they were originally
transmitted i.e. sent to all recipients followig tsame transmission paths.

5.5.3 Additionally, the repetition facilities shdube able to specify (with the use of
wildcards) ‘detailed’ or ‘generic’ destinations. Budestinations can be an AFTN address, an
O/R name, all AFTN addresses mapped to a giverahQ/R names of a given PRMD, etc.

5.5.4 The AMHS System should find all the messatjeg were transmitted to such
specified 'generic' destinations within a specifiede interval and retransmit them only to
pending destinations and following the current irayt To avoid a transmission to other
destinations originally contained in the message @tidresses not matched by the 'generic’
destination should be suppressed (address stripping

Tracing facilities requirements

5.6.1 The AMHS System should provide a facilityatlow generation of X.400 probes.

5.6.2 The user interface of the facility shouldwadlentering of the priority, the O/R name
of the originator / destinations and the messaggtte

5.6.3 The AMHS System should send the reports déygrthe probes (delivery, non-
delivery) to a configurable instance (e.g. theatjm queue).

Note. — This requirement relates to a user intefaequirement. The user should get some
notification when the delivery report related toetlprobe has been received. It is an
implementation matter to decide whether this isfqremed just by allocating a fixed
originator O/R name to one of the queues of thieeay®sr by another way.

The contents of such reports should be decodedpessEnted in a 'human' readable and
understandable format.

5.6.4 The AMHS System should provide associatianitiy facilities to monitor in real
time the establishment, interruption and finalisatdf associations related to adjacent MTAs.
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5.7 Sizing requirements

5.7.1 The sizing of the AMHS System operationalfpfan should support the traffic in
peak hour situations with:

a)
b)

d)

Average peak hour total CPU usage at 30% maximum

Communication adapters loaded at a maximum 3D#edr real bandwidth capacity
(not the theoretical one) and excluding the rednngaeeds.

Note. — The previous values have to be reconsideyezhch ANSP depending on the
expected lifetime of the AMHS System. As e.dheifitetime is expected to be 10
years and the traffic estimates for the peak halate to the end of the lifetime, the
usage requirements for the CPU and the communicatapters should be greater
than 30% (if not, the purchased system will be sived during quite a number of
years).

Processing time of a message (High QoS flow tjpss, see section 3.1) at least less
than 1.5 seconds. The processing time is definethasdifference between the
moment the latest character of the message emterdshe AMHS System and the
moment the first character of the message is semt ©his applies for all
implemented in / out protocol combinations. For sages of other flow types, the
processing time should be less than 3 seconds.

Note. — This value, especially for AMHS, has sigaift implications in the platform
sizing and total network transit time (this alsgdads on the network topology, see
section 3.3 AMHS topology). If the value is too,lewery powerful platform is
required; If the value is too high, it could inttuce a significant delay in the overall
message transmission (specially if the other cerdfgo have high values).

Response time to configuration / managementrendommands less than 3 seconds.
This response time is related to requests from aagement position for actions
which do not require a query / browsing of a logj(elose a PVC, create an Ax, etc).

At least 50% of the disk space remaining avéelalter:

i) all the standard and specific developed softweeesions (including the
possibility of more than one software versions &nd configurations per
version) are present on disk,

1)) all logs and archive folders corresponding e humber of days to be kept
on-line in the system are present on disk.

Note. — The precise number of days will dependhenparticular policy of
each ANSP to comply with the ICAO Legal Requiresnége section 9.1
Legal Recording in AMHS).
If its policy indicates that all the data has to kept on the AMHS System, the
system should support at least 30 days. If thecpohdicates that the data
are saved for such purpose somewhere else (e.gnather system, in an
external media like CD-ROM, DAT, cartridge, etcytal concerning fewer
days needs to be kept on-line (e.g. three daysweet...).

Note. — As for the CPU and communication adapt@gasthe value for disk space
shall be reconsidered by each ANSP depending oaxpected lifetime of the AMHS
System and the traffic estimates related to.
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5.8 Availability and reliability requirements

5.8.1 The AMHS System should operate 24 hours agladd 365 days per year.

Note. — The values provided below should be coresidas 'minimum' requirements. Each
ANSP should reconsider them according to its owlicy@nd internal SLAs with its internal
users.

5.8.2 Interruptions for system maintenance andallegion should be limited to the strict
minimum and should be less than 60 minutes.

5.8.3 After power is switched on, the AMHS Systenowdd be fully operational after a
maximum of 15 minutes.

5.8.4 The AMHS System should auto monitor:
» the state of its application processes;
» the state of its system processes;

» the state of its system components (hardware).

5.8.5 The AMHS System should generate an SNMP MiBhe states monitored (see
above).

5.8.6 The AMHS System should automatically try@caver from failure conditions in its
application processes. If it is not possible taxer without impacting the service, the AMHS
System should terminate all its application proesss an orderly manner and restart them
afterwards automatically.

5.8.7 The AMHS System should allow an operator to:

a) Stop the AMHS application gracefully (with autatn restart).
b) Stop the AMHS application gracefully (with not@enatic restart).

C) Force the AMHS application to stop (with no ané#tic restart).

d) Start the AMHS application with message recov@ngssages that were in queue
when the system was stopped are processed andfedya

e) Start the AMHS application without message recpymessages that were in queue

when the system was stopped are discarded).

5.8.8 The AMHS System should lose no message thatleen acknowledged by it
(according to the respective messaging protocalless an operator explicitly requests to
drop the messages.

5.8.9 The AMHS System should lose no message becduts load.

5.8.10 In case of a switchover (cluster, mastertiig) configuration the following
requirements apply:

a) After detection of failure of the primary systemit or after an operator command,
the switchover process should last less than fiveutes. The duration of the
switchover is counted as the time from the faildetection (or operator command)
until the time the AMHS restarts forwarding messaggain (assuming there are
messages in queue or there are new incoming megsage

b) The time needed for the standby unit to detaittirfe of the primary one should be
less than three minutes.
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c) The switchover process should be completely matiwgally without requiring any
plugging/unplugging of any type of cables (commatimns, disks ...). A matrix
switch action (if a matrix switch is proposed) istrconsidered as a cable plug /
unplug.

5.8.11 Any period of time longer than one minutgsimy which the AMHS System does not
perform message switching (in a total or partialnn&) due to software or hardware
problems, should be considered as an interrupficemwice.

5.8.12 An interruption of service of an AMHS Systehould be less than 10 minutes when
the recovery is automatic. The duration of an migtion is calculated as the time from the
moment the last received message was forwardedtnatmoment the AMHS System starts
forwarding messages again (assuming there are gesgaqueue or there are new incoming
messages).

5.8.13 There should be no more than one intermpfcservice without automatic recovery
in a sliding window of six months.

5.8.14 There should be no more than one interrpfaervice with automatic recovery per
day.

5.8.15 There should be no more than two interrmgtiof service with automatic recovery
per month.

5.8.16 There should be no more than three intdouptof service with automatic recovery
in a sliding window of three months.

5.8.17 The MTBF of the AMHS System hardware shdnddhigher than 52 weeks.

5.9 Requirements for statistics

5.9.1 The AMHS System should monitor and produaéissics per direct MTA partner as

follows, where the term “data message” includesXad00 P1 information objects, i.e.

messages, probes and reports:

a) Number of data messages transmitted

b) Average size of the data messages transmitted

C) Maximum size of the data messages transmitted

d) Average number of destination addresses per me§sagpmitted

e) Number of data messages received

f) Average size of the data messages received

Q) Maximum size of the data messages received

h) Average transfer time

i) Number of delivery reports transmitted (a subseterh a)

) Number of non-delivery reports transmitted (a stb$&em a)

k) Number of delivery reports received (a subseteshit)

) Number of non-delivery reports received (a subsdem e)

m) Minimum size of data messages received

n) Minimum size of data messages transmitted

0) Maximum, mean and minimum response time

p) Number of recipients processed

q) Number of messages deferred (the criterion for terded message should be
specified by a configurable system parameter)

r Number of messages redirected
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s) Number of messages rejected
t) Number of loops detected

5.9.2 The AMHS System and its management toolsldrenable to monitor and produce
statistics per direct MTA partner, related to ti@ffolume and quality of service at an overall
system level, as follows:

a) Overall traffic volume at the level of IP packets;
b) Maximum outage duration of association between MTiAany);
c) Cumulated outage duration of association betwee AATf any).

Note. — The use of IP network measurement tootscdisrom the message switch, and/or
manual intervention may be required to produce ¢helements.

5.9.3 Additionally the AMHS System should produie information specified in 5.9.1 and
5.9.2 for all parther MTAs as a total.

5.9.4 The AMHS System should be able to generateatiove statistics in at least the
following intervals: 1 day interval, 1 hour intety@0 minutes interval or better.

5.9.5 The AMHS System should be flexible in configg other intervals for application
statistics generation.

5.9.6 The AMHS System should be flexible in geriagpstatistics at a more detailed level,
as e.g., MTA route entries, particular O/R attrésytindividual O/R names (to be discussed).

Note. — Each ANSP may consider what requirementstatistics are put on the AMHS
System in accordance with its requirements (nati@mal international) and its policy for
statistics production. E.g., there can be ANSPschvitransfer the traffic logs to another
system which will produce all required statistios;such a case, the AMHS System may be
relieved of too many statistics requirements. I{ANSP does not have such other system, the
AMHS System itself should produce all statisticazlied.

5.9.7 The AMHS System should be able to exportifipestatistic files on a monthly basis.
Such a statistic file should contain daily as vasdl peak hour statistical data in a standard
format, covering certain items in 5.9.1 and allmitein 5.9.2, because of their specific
international relevance. Detailed specificationshef file formats and statistical indicators are
provided in the ATS Messaging Management Manual.
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In general, network management is essemtialeliable and efficient operation of a

6.1.2 This chapter contains a general introductiorthe management aspects for an EUR
AMHS network. It contains a list of required furmtis that are to be fulfilled by a

6.1.3 The breakdown of the management areas isdingdo the ISO FCAPS scheme.

6.1.4 At the end in section 6.5 the European amprad AMHS Network management by
implementing the ATS Messaging Management Centtessribed.

6 AMHS management

6.1 Introduction
6.1.1
network like the EUR AMHS Network.
management system.

6.2

Requirements for AMHS Management

6.2.1 The following AMHS Management activities dandistinguished:

Timeframe

Activity

Online 24 hr*7 day

Off line - short term

Offline —long term

Fault Managemen

tHelpdesk, fault
reporting. 1st line
support.

Service availability
monitoring

Fault resolution, fault
management

High level changes tq
increase reliability,
reduce user queries

D

Configuration

These are not a regulg

rfActivation/turn-up of

High level planning,

)

Management feature of online changes. Regular for international
systems management| published changes connectivity and
System and user national service
changes recorded upgrades
online but usually
applied to offline
system.
Accounting N/A Production of regular | Policy and planning
management statistics activities relating to
budgeting, charging,
capacity planning
Performance Monitoring utilisation, | Performance tuning |Long term and
management processors, queues, |activities international planning
connections, disks etc for capacity
management
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6.3

6.4

6.4.1

Timeframe| Online 24 hr*7 day Off line - short term | Offline —long term

Activity
Security Monitoring for attacks, Regular health checks, Security policy,
taking reviewing warnings | significant
countermeasures from industry and architecture/topology
other ANSPs, security changes to increase
training security

Table 7: Breakdown of activities by timeframe

System Management data flows

6.3.1 How system management will be implemented epetated at local level can be
freely chosen by a State. The ATN technical spediiibns define requirements to make
information available to other States through XMIBgth as a primary goal the support of
boundary management.

6.3.2 The ATN technical specifications define th&lIB sets, and the information is used
to serve the following purposes:

» Enable other participating organisations to queeydurrent operational status of the
ATN system (ES or IS);

» The cross domain MIB should support the capabititallow a SM Manager to be
warned by notification as soon as an error ocouemiadjacent domain.

6.3.3 This “public” management information is tomade freely available by the State to
the international community.

6.3.4 Alarms raised in one management domain fifettahe provision of AMHS service
shall be made available to other management domains

Note. — The exact standard distribution of repantsl alarms is for further study.

Realisation options

Information database

6.4.1.1 For the exchange of information with thenagement database the ISO XMIB
solution is foreseen in the technical specificatidn this context, States have been requested
to implement XMIBs from the onset of AMHS for intettional co-ordination. Eventually a
conversion mechanism should be implemented.

6.4.1.2 Such an implementation should cover both AMHS application (entry and exit
MTAs, Gateways, MTCUs and routes through a Stateyicg traffic) and the underlying
ATN network XMIBs.

6.4.1.3 A capability to broadcast alarms to othtates should be foreseen.

Note. — The use of XMIB is under discussion. Eagfigdn the light of TCP/IP in the EUR
Region other options (MIB) should be studied.
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6.4.2 Fault management

6.4.2.1 Fault management can be subdivided intBdisareas:

» Fault rectification — the process of providing adaerm solution to a fault. This is
highly implementation dependent and thus very naughtional issue.

* Fault management — the process of ensuring thdtsfawe correctly recorded,
assigned for rectification and the entire processaged Also this is a national
function.

» Fault reporting — covers the area of helpdesksfastline support and spans both
local and international systems.

6.4.2.2 Helpdesks can be organised either natiomallinternationally. In the international
model a centralised regional or global helpdeskrates on behalf of member States which
maintain the operational responsibility for theivrodomains.

6.4.2.3 The international approach has a bettervixe of the network as a whole, offers
economies of scale and relieves national operatensres. The national approach deals more
efficiently with local users in the local situation

6.4.2.4 Weighing advantages and disadvantagesi@ne¢delpdesk has been chosen for the
EUR AMHS.

Note. — The Terms of Reference of the Helpdeskoabe defined. For the time being the
helpdesk is of passive nature and is intended évaip off-line.

6.4.3 Configuration Management

6.4.3.1 Although Configuration Management is a laesponsibility there is a significant
requirement for co-ordination of addressing andinguinformation.

6.4.3.2 An AMHS Offline Management Centre is créate consolidate, co-ordinate and
distribute AMHS address and routing informationcasrthe EUR Region. The configuration
changes follow the 4-week AIRAC cycle.

6.4.3.3 The following information will be co-orditeal and maintained:
» Declaration and changes to PRMD;

e Declaration and changes to mapping of “4 charadteration indicator” to
“Geographical Unit”, i.e. relationship between O&aiid O attributes;

e Declaration and changes to mappings of “8 chara®&TN address” and
Geographical unit i.e. Common Name to OU1,

» Declaration and changes of network addresses fomapy and backup boundary
MTAs and AFTN/AMHS gateways;

» General awareness of deployment and transitionites;

* Routing and alternate routing.

6.4.3.4 ICAO will hold a registry of PRMDs.
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6.4.4 Accounting management

6.4.4.1 In the initial phase of AMHS operation aagiing will not be performed.
6.4.4.2 Cost assignment will eventually be locailyoduced.

Note. — The requirements for eventual later implaiat&n of the facility are under study.

6.4.5 Performance management

6.4.5.1 Performance

6.4.5.1.1 Online performance monitoring includesnitaring of metrics like queue size,
transit times utilisation factors and status, wheranual and/or automatic procedures are
being invoked when thresholds are passed.

6.4.5.1.2 Offline performance management is aimedeaability of the service to meet future
needs. This requires accurate statistics on trp#ftterns and system performance.

6.4.5.1.3 Both management aspects are local to M8PAand no matter for international
harmonisation.

6.4.5.2 Statistics

6.4.5.2.1 It is recommended that statistics shbeldollected using the internationally agreed
objects (MTA). (For detailed requirements for stitis see 5.9)

6.4.5.2.2 Implementers should use a flexible desigd should be able to obtain the
information down to the level of individual operegcor recipients with a granularity of 30
minutes or better.

6.4.5.2.3 A minimum set of monthly statistic shobl exportable. Such a file should contain
daily as well as peak hour statistical data inamadard format. Detailed specifications are
provided in the ATS Messaging Management Manual.

6.4.5.3 Reporting of statistics

6.4.6

6.4.5.3.1 The statistic file containing daily asliwas peak hour statistical data should be
provided to the ATS Messaging Management Centretimon

6.4.5.3.2 There are no specific recommendationssfatistics that are to be reported for
national use.

Security Management

6.4.6.1 The management of security within a S&tmnsidered to be a local issue. However,
when a breach of security or a threat is detedteid, recommended that the helpdesk is
informed, and that the helpdesk subsequently passagcurity warnings to other States and
Regions and co-ordinates exchanges.
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6.5

6.5.1

Implementation of AMHS Management in the EUR Rgion

Introduction

6.5.2

6.5.1.1 This section is intended to give the readfermation necessary for an understanding
of AMHS Management as currently planned, and han lveritten for those implementing,
operating, using and planning the procurement afagament systems.

6.5.1.2 Section 6.5.3 defines a group of functilm®wvn as "off-line" management functions.
To a certain extent, these functions representtegdalDIN Management Functions already
being carried out. They are not highly demandingrinimplementation and operational sense
and shall be introduced first.

6.5.1.3 The other functions in the context of AMH&&nagement are termed "on-line"
functions. They are defined in section 6.5.4.

On-line and off-line management

6.5.2.1 The Terms “Off-line” and “On-line”

6.5.2.1.1 A basic principle underlying the struetaf AMHS management is the distinction
between the two groups of functions designated adfslihe” and "on-line" management
functions.

6.5.2.1.20ff-line functions do not need to be executed in a shoe period. These relate to

medium and long-term requirements and include,, ecgllection and processing of

information from COM Centres (inventory, planningddressing, statistics, etc.) and
preparation of configuration proposals (routingdredsing). Provision of technical support
(help desk, consultancy, etc.) is also includedfirline management, even though these
functions do not belong to one of the OSI Functidkreas.

6.5.2.1.30n-line management refers to functions that shall be dgddn a short time period
in order to maintain the level of service requifedm AMHS. This necessitates the rapid
exchange of management information between the @®Mres and possibly between the
COM centres and AMHS Management Unit (on-line Regiddelp Desk).

6.5.2.2 The Distinction

6.5.2.2.1 The terms “off-line” and “on-line” are ags to classify two separate groups of
functions. The following table summarises the didion with respect to a number of
characteristics.

Characteristic off-line on-line
on-line connections between the not essential essential
systems?
human intervention in the yes in transition phase and|in
“management loop” exceptional
circumstances
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Characteristic off-line on-line

new application software to be not essential essential
implemented in AMHS centres?

operational time constraint a few time-critical more time-critical
functions functions

degree of technical sophistication relatively sienpl more complex

period of operation office hours 7 days / 24 hours

order of implementation it is being implemented beostudied

Table 8: Characteristics of “off-line” and “on-liné functions

6.5.2.3 Implementation Aspects

6.5.3

6.5.2.3.1 The off-line group of functions is lessndnding than the on-line functions to
implement. They can be introduced within a reldyiahort timescale.

6.5.2.3.2 The on-line functions are more ambitiaml not yet defined as the off-line
functions. The timescale for their implementatian longer and network management
experience in the AMHS context needs to be builtbefore they can be introduced. The
introduction of an on-line mode of operation supmating the off-line mode is expected to
be a major design issue.

AMHS off-line Management

6.5.3.1 AMHS off-line Management is described ire tATS Messaging Management
Manual. ATS Messaging refers to the integratederogieneous messaging environment
comprising AFTN, CIDIN and AMHS.

6.5.3.2 The manual, developed by EUROCONTROL iseloooperation with ICAO AFSG,
is a companion document to the CIDIN Managementdirand it is intended to give the
reader all additional information necessary for anderstanding of the integrated
AFTN/CIDIN/AMHS off-line Management.

6.5.3.3 The ATS Messaging Management Manual de=xrthe framework in which the
services of the ATS Messaging Management CentreGA&te provided to States/ANSPS in
the EUR/NAT Regions, and, in a more limited mannerStates/ANSPs in other Regions.
This framework is largely based on the current GlDManagement framework and
organisation.

6.5.3.4 Two categories of AMHS off-line ManagemeRtnctions are defined, i.e.:
Implementation Support Functions primarily for ®8gtin the process of implementing
AMHS, and Operational Functions in support of Statgh AMHS in operational service:

6.5.3.5 Implementation Support Functions:
* Download support information
* AMHS PDR monitoring
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» Inter-working test support
* View operational data
* Implementation planning

* Helpdesk function

6.5.3.6 Operational Functions:
* Network inventory
* Network planning
* Routing management
* Address management
» AMHS user capabilities management
» Security management (for future development)
» Statistics

e Support

6.5.3.7 The AMC procedures associated with the opedince of the functions by Co-
operating COM Centres (CCCs) are described in th8 Messaging Management Manual;
they are identical to those currently used in thGC

6.5.3.8 The goal of the AMC is twofold:

» the AMC facilitates the transition from CIDIN/AFTR0 AMHS, particularly with
routing management and address management funictions

» the AMC provides new tools in support of AMHS opéras.

6.5.3.9 When States in the EUR/NAT Regions implem@iHS, the transition is complex to
manage. Considering that ill-coordinated actionsy meeate risks for the overall ATS
Messaging quality of service, it is therefore reamended that every State implementing
AMHS in the EUR/NAT Regions participates in AMC iadttes.

6.5.3.10 Detailed information on the AMC organisatifeatures, functions, procedures and
implementation issues can be obtained from the GNUT.
(https:/iwww.eurocontrol.int/eatmp/cidin/).

6.5.4 AMHS on-line Management

- to be studied if needed -
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Tests and validation of AMHS systems

7.1

7.2

Objective

7.1.1 Experience has shown that, although it isimdd that systems have been
implemented according to the one set of protocetHjgations, they are often not capable of
inter-working. This is due to errors in implemeidator to different interpretations of the
specifications (SARPs and Doc 9880). Testing andlation of systems according to the
same set of principles aims at the detection ofhsecrors and the prevention of
incompatibility instances.

7.1.2 The primary objective of this chapter is donfulate recommendations for testing the
ability of a given AMHS implementation to functioas required at the level of an
International Communication Centre within the AFONDIN/AMHS network environment.

7.1.3 This chapter provides general informationttosn AMHS testing concept. The actual
testing methodologies, configurations and proceslaire defined in Appendix C, Appendix
D, Appendix E and Appendix F. In these Appenditests are described in sufficient detail to
give an appreciation of the variety of functionattare covered, the facilities required and the
expected results.

General Principles

7.2.1 The creation of standards for testing is esttbjo consideration by a number of
standardization bodies concerned with open sysfergsISO, ITU-T).

7.2.2 In these standardgonformance testingis prescribed for testing a protocol
implementation (IUT) with respect to its specificat

7.2.3 If conformance testing could be done in amete and correct manner then two
different implementations that passed the confoomatest would be interoperable. In
practice, conformance testing does not necessadgh the intended point of completeness
and correctness. Consequently, conformance testayg be followed byinteroperability
testing to determine whether two or more implementation produce the expected
behaviour under actual operating conditions.

7.2.4 In a more detailed analysis of the objectiséxonformance and interoperability
testing the following distinctions can be made:

» The primary objective of interoperability testing to confirm the end-to-end
interoperability of two systems, which have bothemedeveloped to a common
specification. Performance and load testing arsiptes at least in principle.

* Conformance testing can be defined as the exhauststing of an IUT against the
functions and procedures defined in an agreed atdné&erformance and load testing
are not usually part of conformance testing whheistricted to the “logic” of the
protocol implementation.

7.2.5 Furthermore, two essential practical diffeesn between conformance and
interoperability testing should be pointed out:
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» Incorrect protocol behaviour. — Conformance testitigws “provoking” of the IUT,
through incorrect protocol behaviour, in order tody its stability. Interoperability
testing provides only limited possibilities due {(@ormally) correct protocol

implementations in real systems.

» Distribution of test locations. — Conformance tegtican be performed locally
between IUT and a conformance testing equipmerterdperability testing is
normally distributed over at least two remote |lomad, therefore requiring more co-

ordination effort.

7.2.6 Figure 6 depicts the principal differenceseist arrangements for interoperability and

conformance testing.

a) Conformance Testing
Conformance |7 Conformance |
Testing Testing
Equipment Equipment
*) Different test equipment may be used
at site Aand B
b) Interoperability Testing
Location A Location B

Figure 6: Principal test arrangements for conforma&e and interoperability testing

7.3 AMHS testing concept

7.3.1 Testing strateqy

7.3.1.1 AMHS system implementations consist of grot layers according to the principles
of the Reference Model for Open Systems IntercaimecThe AMHS functions to be tested
reside in the application layer of the ISO/OSI refeee model. The underlying layers provide
supporting communication services, however theynatgrimarily subject to testing.

7.3.1.2 Figure 7 provides a generic functional @néstion of an AMHS implementation

under test.
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Adjacent AMHS || | AMHS Peer Entities
COM Centres

ATS Message User Agents ATS hessage Senver AFTHAAMHS G atervay

AFTH
Environment

AFTHN Peer Entifies
(Centres, Stations)

AMHS COM Centre

P—
Remote
User 1.m AMHS Feer Ertities

Figure 7: Functional view of an AMHS IUT

7.3.2 AMHS testing phases

7.3.2.1 AMHS Conformance testing

7.3.2.1.1 For the purposes of AMH&nformance testingg considered mandatory and shall
be performed in parallel with or after the accepearesting of a new system.

7.3.2.1.2 The new system is tested adawk box,meaning that that required features are
verified by observation of the externbéhaviourof the IUT upon stimulation with well-
defined input events.
7.3.2.1.3 Aconformance testing equipmenglled theAMHS test tooljs used typically for
the production of such input events and the moinigoof the resulting outputs from the IUT.
In case such an AMHS test tool or reference imptaat@n is not available, a test
environment could be configured by using functioc@hponents of the IUT itself. Testing in
such an environment may be seen as consistenagygteather than conformance testing.
7.3.2.1.4 The main AMHS functional areas covereddnformance testing are:

» Transfer of messages probes and reports;

» Submission of messages and probes / delivery ofages and reports;

e Intercommunication with AFTN;
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* Naming and addressing;
* Parameters;
» System management functions.

7.3.2.2 AMHS Interoperability testing

7.3.2.2.1 After successful completion of conformertesting,interoperability testingis
recommended, particularly between AMHS implemeatetiof different manufacturers.

7.3.2.2.2 As a first step to interoperability tegtithe interconnection between pairs of
systems should be established and checked.

7.3.2.2.3 Then, at the bilateral level, the follogrfunctional areas should be covered:

» Submission, Transfer and Delivery operations (AMB&MHS)

» Gateway operations (AFTN to AMHS)

» Gateway operations (AMHS to AFTN)

» Gateway operations (AFTN to AMHS to AFTN)

* Gateway operations— special case scenarios

» Stress traffic situations

» Submission/Transfer/Delivery and Relay operations

» Test of special situations
7.3.2.2.4 At the multilateral level, interoperatyli testing involves more than two
organizations, interchanging normal messages amgrgeng specific reactions of their

systems.

7.3.2.3 AMHS Pre-operational testing

7.3.2.3.1 Before going into operatiqure-operational testinghould be carried out between
the AMHS systems concerned, within the operatiometwork environment and using
duplicated operational traffic.

7.3.2.3.2 The configuration details and the actudksets of traffic to be used, have to be co-
ordinated between the test partners. In any cde,operational traffic selected for this
purpose should be traffic under the responsibiftthe Communication Centres under test.

7.3.2.3.3 The AMHS relation between the two systésngonsidered operational, if the

exchange of the total of operational traffic betwéigem (or a subset of that), is performed by
means of AMHS only. For this operational traffic other transmission means (AFTN or

CIDIN) is used.
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7.4 Integration to the operational network

7.4.1 A common stepwise transition plan for migrgta successfully tested system into the
operational AFTN/CIDIN/AMHS network should be apgali
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Operational procedures and Recommendations

8.1

8.1.1

Introduction of a new AMHS COM Centre in the AMHS network

Scope of the procedure

8.1.2

8.1.1.1 This procedure specifies the actions nacgds perform the introduction of a new
AMHS COM Centre in the International AMHS networkhe term "new AMHS COM
Centre" may refer to three distinct cases:

» the COM Centre already exists. It provides CIDINI grossibly conventional AFTN
connectivity, and it supports the AFTN applicatiointhe CIDIN for national users.
AMHS is introduced as an additional functionalitydaservice in the existing COM
Centre. This case corresponds to the majority oMCCentres in the EUR/NAT
Regions;

» the COM Centre already exists. It provides conwrai AFTN connectivity. AMHS
is introduced as an additional functionality andvie® in the existing COM Centre.
This case corresponds to a smaller number of COMtr€e in the EUR/NAT
Regions;

» the COM Centre does not exist yet and it will stgperational service directly with
AMHS. Although theoretically possible, there is such case foreseen in practice in
the EUR/NAT Regions. This case will consequently be further discussed in the
present version of the procedure

8.1.1.2 From the above, it results that, strictheaking, the procedure is related to the
introduction of the AMHS operational service in @Kl Centre of the international
AFTN/CIDIN/AMHS network.

Target AMHS network

8.1.3

8.1.2.1 The target AMHS network which this procedaims at reaching, when applied to all
COM Centres in the EUR/NAT Region, has the follogvoharacteristics:

e itis an integrated AMHS network, composed of oimgle AMHS island in which all
COM Centres are interconnected,

e itis a fully-meshed network, which means that ¢hisran any-to-any connectivity at
the level of AMHS connections (associations betwddii\s) between COM Centres.

Assumptions

8.1.3.1 The principles of [1] are used for the wién of procedure.

° It might be subject for further study if a futuneajor reorganisation of European

COM Centres were envisaged in the future.
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8.1.4

8.1.3.2 The procedure relies heavily upon the fiseeoATS Messaging Management Centre,
implementing off-line management of AFTN, CIDIN aAMHS.

Qualitative objectives

8.1.5

8.1.4.1 The proposed approach aims at three mails:go

1. to migrate all the flows conveyed over the CIDIMKito the AMHS connection.
CIDIN connectivity is not maintained at the endlu transition;

2. to migrate operational flows progressively to tHdiAS connection, so as to:

. facilitate operational validation (reduce the numéeent of changes at each
step, to facilitate the analysis of behaviour/resul

. enable easy rollback, in case it would be absagluteeded;
3. to limit impact on COM Centres other than those/tach the procedure is applied, to

reduce as much as possible inter-Regional co-aidmaasks during transition. Co-
ordination will still be needed anyway, making wé¢he AMC.

General procedure

8.2

8.1.5.1 The introduction of a new AMHS COM Centr&o tthe operational
AFTN/CIDIN/AMHS network shall be performed in a pteise manner. Initially, the
activation of an operational AMHS connection tak#ace, after appropriate lower layer
connectivity has been implemented and bilaterarogerability testing has been successfully
completed. Then progressive migration of AMHS, AFENd CIDIN traffic to the new
connection is performed.

8.1.5.2 The detailed description of this procedigeprovided in the ATS Messaging
Management Manual (see [12]).

Recommended default values for international MA names and

passwords

8.2.1

Introduction

8.2.2

8.2.1.1 AMHS implementation requires the settingtttd MTA names and passwords for
each communication partner (MTA) connected. In trki fully meshed AMHS Network,
unique identification of the MTAs would be requirédiditionally, the naming should respect
the knowledge and experiences of the operator, sitafbrder to avoid any unnecessary
complications in the transition to AMHS.

8.2.1.2 One way to achieve this is to use a schamahich MTA names and passwords
contain keywords which uniquely identify the MTAdafacilitate recognition.

Default values for international MTA names

8.2.2.1 The recommended scheme of MTA names cerafist

e the term “MTA";
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» the Location Indicator of the MTA location; and
» anumber (for future extensions if required).

8.2.2.2 All items are separated by a hyphen (heoiad 2D). The result is a printable string
which can be exchanged in a message without diifésu

Example: In accordance with this scheme the nanteeoMTA in Frankfurt, Germany
should be: MTA-EDDD-1.

8.2.2.3 This scheme could be used for the natigiigh naming as well.

8.2.3 Default values for international MTA passwords
8.2.3.1 Password complications arise because manuéas deviate in the interpretation of
an “empty” password. Some implementations awaittfimg”, some hexadecimal 00, others a
single “space” character. To avoid misinterpretaialuring establishment of association(s)
all tests could be performed with a common (knop&gsword. Individual secure passwords
could be established later, in order to ensurendmessary security of operational AMHS
facilities.
8.2.3.2 The recommended scheme of the default padssonsists of:
e the term “ICAQO”;
« the Location Indicator of the MTA location; and
» the specific number of the MTA.
8.2.3.3 All items are separated by a hyphen (hestadg 2D). The result is a printable string
which can be exchanged in a message without ditiésu
Example: In accordance with this scheme the defaagdsword of the MTA in Frankfurt,
Germany should be: ICAO-EDDD-1.
8.2.3.4 By following this scheme, the default passis of future MTAS can be determined at
any time. If there are no other security requiret®iesuch a scheme can simplify the
integration of new MTAs in a fully meshed AMHS Neitk topology.
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Miscellaneous

9.1

9.1.1

Legal Recording in AMHS

Annexes to the Convention on Civil Aviation

9.1.2

9.1.1.1 In an AMHS environment the rules for re@agdof communication are valid as
expressed in Annexes 10 [1] and 11 [2] to the Cotiwa on Civil Aviation, in sections 3.5
and 6 respectively. For easy reference, the peitiparagraphs are quoted below.

9.1.1.2. A telecommunication log, written or autdiciashall be maintained in each station of
the Aeronautical telecommunication service excéyt in an aircraft station, when using
radiotelephony in direct communication with an a@ewnatical station, need not maintain a
telecommunication log. [Annex 10, 3.5.1.1]

9.1.1.3 Telecommunication log, written or automasitall be retained for a period of at least
thirty days. When logs are pertinent to inquiriesrvestigations they shall be retained for
longer periods until it is evident that they wi#t bo longer required. [Annex 10, 3.5.1.5]

9.1.1.4 Recommendation.— In all cases where autortrainsfer of data to and/or from air
traffic services computers is required, suitableilitées for automatic recording should be
provided. [Annex 11, 6.2.2.3.3]

9.1.1.5 All facilities for direct-speech or datandi communications between air traffic
services units and between air traffic servicedsuand appropriate military units shall be
provided with automatic recording. [Annex 11, 6.3.7]

9.1.1.6 Recommendation.— All facilities for direspeech or data link communications
required under 6.2.2.2.1 [Annex 11] and 6.2.2.2@nex 11] and not otherwise covered by
6.2.2.3.7 [Annex 11] should be provided with auttmeecording. [Annex 11, 6.2.2.3.8]

9.1.1.7 Recommendation.— In all cases where autoreathange of data between air traffic
services computers is required, suitable facilite@sautomatic recording should be provided.
[Annex 11, 6.2.3.5]

Manual on detailed technical specifications for th Aeronautical Telecommunication

Network (ATN) using ISO/OSI standards and protocols

9.1.2.1 In the Manual on detailed technical speatfons for the Aeronautical
Telecommunication Network (ATN) using ISO/OSI stardbs and protocols [Doc 9880] the
logging provisions for the Basic and Extended AT8sBhge Handling Service are defined.
The AMHS management shall include logging provisiavhich are defined for the ATS
Message User Agent, for the ATS Message Serverfandhe AFTN/AMHS Gateway.
Pertinent extracts from this Manual are presentdovibfor easier reference.

9.1.2.2 AMHS Traffic logging upon origination [D&880 , Part Il, 2.7]

9.1.2.2.1 An AMHS Management Domain shall be resfime for long-term logging of all
messages in their entirety, which are originatedtdyirect AMHS users, for a period of at
least thirty days.
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9.1.2.3 Traffic logging requirements at an ATS Mags User Agent [Doc 9880, Part II,
3.1.3]

9.1.2.31 Note. — The requirement expressed in 9.1.2.2.1 lpeaymplemented in the
ATS Message User Agent.

9.1.2.4 Traffic logging requirements at an ATS MagsServer [Doc 9880, Part Il, 3.2.3]

9.1.2.4.1 The ATS Message Server shall perforrmg-term logging, for a period of at least
thirty days, of the actions taken with respect\erg message received at the ATS Message
Server, whether from an ATS Message User Agentaoon fanother ATS Message Server, and
to every report received or generated at the ATSddge Server.

9.1.2.4.2 For the long-term logging of informatioglated to a message submitted to or
received by an ATS Message Server, the followingupeters related to the message shall be
logged:

a) message-identifier

b) priority;

c) content-type

d) originator-name

e) recipient-nameslements on responsibility list;

f) message-content-size;

g) last element of thieace-information(if any);

h) arrival-time or submission-time;

i) transfer destination (if any);

j) transfer time (if any);

K) this-recipient-name(if message delivery is performed by the ATS Messag
Server);

) delivery-time(if any);

m) delivery and/or non-delivery reports generatédrny); and

n) event date/time.

Note. — The responsibility list identifies recigiemwhose perRecipientindicator responsibility
bit has the abstract-value “responsible”.

9.1.2.4.3 For the long-term logging of informatiafated to a report generated or received by
an ATS Message Server, the following parameteegadlto the report shall be logged:

a) report-identifier,

b) subject-identifier

¢) actual-recipient-namelements;

d) report-typeelements;

e) report-destination-name

f) last element of thrace-information(if any);

g) arrival-time in the ATS Message Server or generation time;

h) transfer destination (if any);

i) transfer time (if any);

i) OR-nameof the report recipient (if report delivery is pemhed by the ATS
Message Server);

K) delivery-time(if any); and

[) event date/time.

9.1.2.5 Traffic logging requirements at an AFTN/ABRKBateway [Doc 9880, Part Il, 4.3.1]
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9.1.2.5.1 The Message Transfer and Control Unitl sh@rform long-term logging, as

specified in 9.1.2.5.2 to 9.1.2.5.5, for a periddleast thirty days, of information related to
the following exchanges of information objects wite ATN Component and with the AFTN
Component:

a) AMHS message transfer out (to the ATN Component)

b) AMHS report transfer out (to the ATN Component);

¢) AMHS message transfer in (from the ATN Compojient

d) AMHS report transfer in (from the ATN Component)

e) AFTN message conveyance out (to the AFTN Compuidne

f) AFTN message conveyance in (from the AFTN Congud))

g) AFTN service message indicating an unknown a$@re indicator conveyance in
(from the AFTN Component); and

h) AFTN service message indicating an unknown as$@re indicator conveyance out
(to the AFTN Component).

9.1.2.5.2 For the long-term logging of informatiiated to an AMHS Message Transfer In
and AFTN message conveyance out, the followingrpatars, relating to the messages, shall
be logged by the Message Transfer and Control Unit:

a) inputmessage-identifier

b) IPM-identifier, if any;

¢) common-fieldand eithereceipt-fieldsor non-receipt-fieldof IPN (Inter-Personal
Notification), if any;

d) action taken thereon (reject withon-delivery-reason-codand non-delivery-
diagnostic-code convert as AFTN message, convert as AFTN ackrogement
message, splitting due to number of recipients esgage length, delivery report
generation);

e) event date/time;

f) Origin line of converted AFTN message or servieessage, if any; and

g) transmission identification of AFTN message(skervice message(s), if returned
by the AFTN Component.

9.1.2.5.3 For the long-term logging of informaticeiated to AFTN message conveyance in
and AMHS Message Transfer Out, the following paranse relating to the messages, shall
be logged by the Message Transfer and Control Unit:

a) Origin line of AFTN message (or AFTN acknowlengmt message);

b) transmission identification of AFTN message @vice message, if any;

c) action taken thereon (reject with rejection eaumnvert as IPM, convert as RN,
AFTN service message indicating an unknown addecisgkcator generation);

d) event date/time;

e) MTS-identifier if any; and

f) IPM-identifier, if any.

9.1.2.5.4 For the long-term logging of informatimiated to an AMHS Message Report In
and/or AFTN Service Message indicating an unknoddressee indicator conveyance out,
the following parameters, relating to the repor/an service message, shall be logged by the
Message Transfer and Control Unit:

a) report-identifier(if report in);

b) subject-identifie(if report in);

¢) action taken thereon if report in (discard, @minto AFTN service message);
d) event date/time;
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e) Origin line of converted AFTN service messagedivice message out);
f) Origin line of subject AFTN message (if servibessage out and no report in); and
g) transmission identification of AFTN message @vice message, if any.

9.1.2.5.5 For the long-term logging of informatioglated to an AFTN Service Message
indicating an unknown addressee indicator conveyancand/or to an AMHS Message
Report Out, the following parameters, relatinghe service message and/or report, shall be
logged by the Message Transfer and Control Unit:

a) Origin line of converted AFTN service messafedrvice message in);

b) Origin line of subject AFTN message (if servinessage in);

¢) transmission identification of AFTN message envice message, if any;

d) action taken thereon if AFTN service messagédiacard, convert into AMHS
report);

e) report-identifier(if report out);

f) subject-identifiel(if report out); and

g) event date/time

9.1.2.5.6 If, for any reason, the processing of AMHS component cannot be properly
achieved, the procedure shall unsuccessfully textaiand:

1) logging of the error situation and reportingatoontrol position, and

2) storage of the concerned message for approgriditen at the control position,
shall be performed.

Note. — ICAO Doc 9880, Part Il [3] specifies allses for the AFTN/AMHS Gateway in more
detail.

9.2 Institutional / financial issues

- to be developed -
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Attachment A:  Change Control Mechanism of the EUR MHS Manual
and its Appendices

Note. — Changes, problems or defects detected mungethe Standards and Recommended
Practices (SAPS) summarised in the ICAO Documemtgdoc 9880 as well as Doc 9537)
are not affected by this mechanism. For these deatsrthe change control process set up by
ACP and its Working groups, by using PDR (Prelimyn2efect Reports) applies.

Proposals to introduce changes to the EUR AMHS Mhband its Appendices may arise from

users, implementers or manufacturers. The procefitursubmission and processing of a
Defect Report (DR) or a Change Proposal (CP) ire®bhe following steps:

A.1 Procedure for DR

a) A problem is detected concerning the operatiomefAMHS network, which is reflected
in the EUR AMHS Manual and may be attributed to lenpented AMHS procedures
and/or inconsistencies in the documentation.

b) The problem is reported to the Rapporteur of theés@&FPlanning Group (PG), by
submission a defect report (DR). A standard repgrfiormat is used (see attached
template).

¢) The Rapporteur assigns a number and priority taléfect report and introduces it to the
agenda of an upcoming meeting of the PG.

d) The PG evaluates the report and either adoptsaitvesrking item or rejects it. The party,
which submitted the defect report, is notified adaagly.

e) Experts of the PG are assigned to the problem aledtone dates are set.
Outside expertise may be invited to participatea@mopriate.

f)  The PG develops proposals for resolving the protdachsubmits them to the AFSG for
approval.

g) The AFSG approves or rejects the presented prapdsatase of the latter, the subject is
referred back to the PG (step e) or discarded.

h) The PG drafts appropriate text for amendment oBU& AMHS Manual and submits it
to the AFSG for approval.

i) The AFSG approves or rejects the proposed matdmiakse of the latter, the subject is
referred back to the PG (step h).

i)  The proposed amendments to the EUR AMHS Manuapagsented to the EANPG for
approval.

k) Solutions are implemented.

Steps (f) and (h) may run in parallel.
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A.2 Procedure for CP

The same structured procedure, with the exceptiosteps (f) and (g) applies in case of
proposed enhancements to the EUR AMHS Manual oonsistencies in existing EUR

AMHS documentation.

In this case, a change proposal (CP) should be igelnto the PG. The format of the CP is

similar to that of the DR.

(If Doc 9880 documentation is concerned the chamagdrol process set up by ACP and its
Working groups has to be followed (see Attachmeny B

A.3 Template for Defect Reports / Change Proposals

TEMPLATE FOR DEFECT REPORTS / CHANGE PROPOSALS

Title:
Reference:
Originator reference:

Submission date:

Submitting State/Organization:

Author:

Contact Information:
Experts involved:
Status:

Priority:

Document reference:

Description of defect:

Assigned expert(s):

Task history:

Proposed solution:

| lcP__ |

Short, indicative textual name
Number assigned by the PG Rapporteur

Provided by the originator

e-mail, fax, telephone and postal address

Assigned by the PG Rapporteur
Assigned by the PG Rapporteur

Affected section(s) of the EUR AMHS Manual
or its Appendices

Nature of the problem in detail
Reason(s) for requesting changes

Working Papers and Information Papers
Produced on the subject

Including amendments to the text, if feasible
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DR/CP STATUS control sheet

Event

Date

Status

Remark

DR or CP received
submission date

Set to submitted

discussion at
PG/ ...

Set to accepted

Set to rejected

Date for development of
proposals/ solutions

Responsible:

discussion at
PG/ ...

Set to resolved

presentation to
AFSG/ ...

Set to adopted

Set to rejectd

d

Date for development of
amendment to the Manual

Responsible:

discussion at
PG/

Set to approved

presentation to
AFSG/ ...

Set to approved
for application

Additional DATES and comments
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Attachment B:  Amendment Procedure for the detailed Technical

Specifications for Air/Ground and Ground/Ground Data Links

(updated 2008-06-12)

Published in the Report of the twelfth meetingt@ Aeronautical Communications Panel (ACP),

B.1

B.2

Working Group M (WG M) -(Reconstituted), Montre2§-19 June 2008

Introduction

B.1.1 Detailed technical specifications for airignd and ground/ground data link systems
are contained in the following ICAO documents:

ATN/OSI Doc 9880, Manual on detailed technical gfiestions for the
Aeronautical Telecommunication Network (ATN) usin&O/OSI
standards and protocols

ATN/OSI Doc 9705, Manual on technical provisions tfe aeronautical
telecommunication network (to be withdrawn)

ATN/OSI Doc 9739, Comprehensive Aeronautical Tetecwmnication Network
(ATN) Manual (to be withdrawn

AMS(R)S Doc AMSRS, Manual for Aeronautical Mobile at8llite
(Route)_Service

VDL Mode 2  Doc 9776, Manual on VHF Digital Link (M) Mode 2

VDL Mode 3  Doc 9805, Manual on VHF Digital Link (M) Mode 3 (currently not
being maintained)

VDL Mode 4  Doc 9816, Manual on VHF Digital Link (MD) Mode 4

HF data link Doc 9741, Manual on HF Data Link

Amendment Procedure

B.2.1 ACP Working Group M (WG M) will continue toaimtain the material identified in
section B.1.1 as indicated in the terms of refezemgreed in ACP. In this task, the working
group will consider proposals for amending thisenat as a result of ongoing validation of
the detailed technical specifications and expegegained during the implementation of these
systems. Amendments are necessary when a statefriefdrmation in the manuals or their
supporting material, if not corrected, will prevetite system from meeting its stated
operational requirements.

B.2.2 Amendment Proposals will be submitted to A@&rking Group M, preferably in the
format of Table B-2. ACP Working Group M will revieeach amendment proposal and agree
on the changes, to be made to the relevant dettduhical specifications. The amendment
proposals will be distributed to the members of Wy the secretariat through placing the

EUR AMHS Manual Version 6.0

page 89 14/04/11



EUR AMHS Manual ICAO AFSG PG

information on the ACP website. This would alsoldaaall panel members to also consider
the proposals.

B.2.3 Amendment Proposals may be required when:
i. implementation hardships occur, resulting frarthexlule and/or costs;

ii the detailed technical specifications over-sfjeche actual requirements for
achieving interoperability or may unnecessarily stogin implementation or
further development;

i the detailed technical specifications inade@laspecify the actual requirements
for achieving the intended operational capabiljties

iv. ambiguities in the detailed technical specificas result in different
implementations that are not interoperable;

v interoperability discrepancies are discovered.

Note.- Should a State [or a relevant internatiomabanization] identify a safety critical
problem, which might e.g. necessitate groundingiadraft, an ICAQO fast track procedure
should be established. Such a procedure would enablamendment of the SARPs at very
short notice (e.g. 1 - 2 months). A fast track puhae is not expected to be required for
detailed technical specifications.

B.3 Maintenance procedures

B.3.1 The following maintenance procedures apply:

[ interested parties submit an amendment propgsaferably using the form in
Table B-2. The proposal will address aspects reatio the backwards
compatibility of the amendment proposal. The praposill also indicate a
category from Table B-1 and identify a coordinator.

ii the amendment proposals will be placed on thePA®ebsite as soon as
practicable;

i WG M will consider amendment proposals will bebmitted not later than four
weeks prior to a WG M meeting;

iv  the amendment proposal will be reviewed duringetmgs of WG M. If
necessary, a special group will be formed to stddyailed aspects of the
proposal. If the working group cannot complete riégsview, the amendment
proposal will be added to the list of action items.

% the Working Group M will recommend to ICAO on tAmendments necessary;

Vi ICAO will publish regularly the necessary amers to the manuals on
detailed technical specifications and implementatispects.
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Table B-1 Category of an Amendment Proposal (AP)

Category Description

Critical The AP addresses a serious flaw in theuabmntext which either:

a) ifimplemented in an operational system coutghggdize safety in the air
and/or

b) would result in non-interoperability between @®nal systems which
have implemented the amendment proposal and thioieh Wwave not.

Bug The AP addresses bugs in the manuals, whielctaARPs, and/or operational
implementations to be fully compliant with the tewal provisions in the
manuals.

Clarification The AP clarifies an ambiguity or omsiisn in the manuals.

APs in this category are useful but not essentia@rtsure interoperability and
proper functioning of the system.

Minor The AP clarifies or improves the internal s@tency of the manuals, but has|no
effect on implementations.

Editorial The AP corrects one or more editoriatygrographical errors in the manuals,|or
adds detail, which has no effect on implementations

Registration The AP proposes placeholders for dietsvother than those identified in the
manuals.
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Table B-2 Format of an Amendment Proposal (AP)

Title:

AP working paper number and date:

Document(s) affected:

Doc 9880, Manual on detailed technical specific®ip
for the Aeronautical Telecommunication Netwark
(ATN) using ISO/OSI standards and protocols

Doc AMSRS, Manual for Aeronautical Mobile Satelljte
(Route) Service

Doc 9776, Manual on VHF Digital Link (VDL) Mode 2

Doc 9816, Manual on VHF Digital Link (VDL) Mode 4

Doc 9741, Manual on HF Data Link

Sections of Documents affected:

Coordinator:

Coordinators address:

Coordinators Phone:

Coordinators Fax:

Coordinators e-mail address:

Category:

CRITICAL | BUG | CLARIFICATION | MINOR |
EDITORIAL | REGISTRATION

Problem description:

Background:

Backwards compatibility:

Amendment Proposal:

WG-M status:

PROPOSED | APPROVED | PENDING | REJECTED

-END-
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