EUR AMHSManual EUR Doc 020

EUR AMHS Manual

Appendix C

AMHS Testing Requirements

Document Reference: EUR AMHS Manual, Appendix C
Author: ICAO AFSG PG

Revision Number: Version 6.0

Date: 14/04/11

Filename: EUR_AMHS_Manual-Appx_C-v6_0.doc




AMHS Testing Requirements ICAO AFSG PG
Document Control Log
Edition Date Comments Section/pages
affected
0.1 02/09/2005 Creation of the document. all
0.2 25/01/2006 Renaming of the document, Deletibohapter all
2.3 (moved to Manual’s chapter 7)
0.3 29/03/2006 Terminology (ATS Message Handlingvige) all
corrected
1.0 27/04/2006 | Adopted version (AFSG/9)
1.1 14/01/2007 Editorial updates References
2.0 26/04/2007 | Adopted version (AFSG/10)
3.0 24/04/2008 | Adopted version (AFSG/11) — withchiinges
3.1 17/11/2008 Change of references from ICAO D@6%9to all
ICAO Doc 9880, Part 1B,
editorial improvements
3.2 12/12/2008 Incorporation of comments of PG Ni3deting
Addition of the Reference to ICAO Doc 9880, References,
Part 111 5.1.2 Table 4
3.3 11/03/2009 | Update of the referenced documents eferBnces
4.0 02/04/2009 Adopted version (AFSG/12)
5.0 17/06/2010 | Adopted version (AFSG/14) — withchanges
51 25/09/2010 Incorporation of CP-AMHSM-10-001, nioni References
editorial updates
5.2 05/11/2010 Incorporation of CP-AMHSM-10-001{m2 5.1.2, Table 4
6.0 14/04/2011 Adopted version (AFSG/15)
EUR AMHS Manual Version 6.0

Appendix C

page 2

14/04/11



AMHS Testing Requirements ICAO AFSG PG

Table of contents

1 INTRODUCTION ..ottt sttt se st st es s besaeseesessesessesseseesesseseesessaseasesseseesessaseesessanensessnnensessenen 6
1.1 PURPOSE OF THEDOCUMENT ...ttt e e ee et eettttetai s e e s e e e e e e e eeeeteeeestbaba s e e e e e aeaeeeeesbsbban e e e eaeaeaeaaaaaeeeenes 6
1.2 SCOPE OF THEDOCUMENT ...ttt eteitttttiae e e e e e e e e et eeeetbabs e s oo e e e e e et e eeesbebb s e e e e e eaaaeeeeeennnssbabnn e aeeas 6
13 DOCUMENT STRUGCTURE. ...ttt st et e e e eeteeeaettttataa s e e e e e aaaaaaataeeeste b baa i aa o e e e aaaaaeeeessbabsnna e aeaeeaaaaaeeennnes 6
1.4 AACRONYMS. .ttt oottt ettt e oo 4o o4t 2 e e e e ettt ettt b b oo oo e e e e et e e eeetebab e e ae e e e e e e e ee et eeantbabanaa e e e e aeaeeeaeanes 7
2  CONFORMANCE TESTING.....ootiiritireries sttt sttt ettt bbbt be e 8
2.1 L@ |l 1 1V = PRSPPSO 8
2.2 SPECIFIC ASPECTS OPAIMHS TESTING. ....uttiiiieesiitiiieee et sttt eessstteeeaseebteeeeeesasbaeeeaessannaneeeeesannnneeens 9
3 ASSUMED TEST SCENARIO ..ottt st sttt sttt sae et neene 11
3.1 AMHS FUNCTIONALITY OF THE TUT ...ttt ettt ettt s e e e e e st e e e e s nnnnneeas 11
3.1.1 AMHS technical sSpecifications PrOVISIONS ....cccccciuuviiiiiiiiiiiiiiiee e e e e e e e e e e e 11
3.1.2 Implementation SPecific AMHS fEALUIES. ...t 12
3.2 MODELLING OF THE TEST ENVIRONMENT. ...t tteettttettttttttuti e s aeeaeaaeeeeeaeasessassana e aeaaaaaaeessssssnnnnnaaaaens 13
3.3 USEDTRANSPORTSERVICE FORAMHS ... e e ettt e e e e e eeeeaees 14
34 COMMUNICATION WITH THE AFTN .o ettt e e e e e e e e e e eeeannnnnnaaas 15
3.5 POINTS OFREFERENCE FOR TESTING. ....ttuuuateaaaaatetttatstussanaaaaeaaaaaetaeseessssssannnnaaaaaaaaataeeesssssnsnnnnnnns 15
3.5.1 Standardised points Of refErENCE ........cooi it a e 15
3.5.2 Proprietary points Of FEEIENCE ... e e et et e e e e e e e e s e s e e e e eee e 16
4 SUPPORTED SCOPE OF CONFORMANCE TESTING .....cccotviirtrerese et 18
4.1 GENERAL ASPECTS. .. .tttttteetittteteee et auttteeeeesaastteeeessatteteeesaastbeeeeeeeasbbeeeeeeaanebeeeeeeaaaseeeaeeeannbbeeeesesnnsnees 18
4.2 GENERIC TEST CONFIGURATION. .1ttt ttettuttttteeeesauttteeeeessanssseeessaassseeeessansssseesessansssseeeessnnssseeessannsseeees 18
4.3 DEFINITION OF TEST GROUPS......tttttttetitttttteeaaatteeteaesaastseeaessasteseeeeesasssseeaesaanssseeeeesansssseesssasssseeeess 20
4.3.1  SUDMISSION OPEIALIONS ....ceieieeieii e ettt e et e e e e e e e e e e e e e s e e beabeeeeeeeeaaaaeaaaeesaesaaaaannnennrnnes 20
o T I = 10 1S3 (=T g o] oT=T = 1o LT 21
e TC T B =111V Z=T g A o] o 1T = A o] 1 TP 22
4.3.4  GatEWAY OPEIALIONS ....ceeeeeiiei et eeeeaae e e e e et e bt e ettt et eeeeeaaaeaeaaaannnensbbsbbeeneeeeeaaeaaaaaaaaaanaans 23
4.3.5 NamMiNG aNd AOUIESSING ....eeetiiiieeeeei e s oot e bbb ettt et e et aetaaaaaeaaaaaannsnbbesbesbeeeeeaeaaaaaaaaaans 27
4.3.6  AMHS PArGMELEIS ...t eeeee oo e ettt et ettt et e e e e e e e et e eeee et et tbebab e e e e e e aeeeeeeeernnraaan 27
0 T A I - T o o o 1 o SRSt 28
4.4 DEFINITION OF TEST CASES. ... uutttttteeeittttteeeesatteeteeesaastteeaesaastteeeaessattseeeeessatsseeeessinssseeesssnssseeeeesanns 28
5 CONFIGURATION PARAMETERS. ..ottt 32
5.1 AMHS COMMUNICATION ...tttttteeiiititeeeeesaaitteeeeeesanttteeeeesasaeeeaessasssseeeaesasbeseeaeesansseeeeeesannaeeeesannnsseeeas 32
Lot I R N1V o R o] o] o> o1 SRR 32
LT A - Y - Vo [ [ (=TS SR PRRRRR 32
5.2 AFTN/CIDIN COMMUNICATION ..tttttteteeteetaaaaaaaaaaaaaaaaaaasunstsseeaeeeeaaaaaaeasaasasaaaannnssnsbssseneeeeeeaaaasasanss 33
LN R A e I V=T o] o] 1o 1 o] o P PPPPPTURTR 33
5.2.2  LAYEE QUAIESSES ....eeeeeeiieeieee e ettt ettt et et e e e e e e e e e e e e e e e st eebeeeeeeeeeeeeaaaaaaaaeaaeaaaaaaaannnns 33
ST s I N 1 N TR 35
EUR AMHS Manual Version 6.0

Appendix C page 3 14/04/11



AMHS Testing Requirements ICAO AFSG PG

[1]

[2]

[3]
[4]
[5]

[6]

[7]

[8]

[9]

References

ICAO Doc 9880-AN/466: Manual on Detailed Teotali Specifications for the Aeronautical
Telecommunication Network (ATN) using ISO/OSI Stards and Protocols, Part Il —
Ground-Ground Applications - Air Traffic Serviceselbage Handling Services (ATSMHS),
First Edition — 2010Referred to as AMHS technigadfications

ICAO Doc 9880-AN/466: Manual on Detailed Teotali Specifications for the Aeronautical
Telecommunication Network (ATN) using ISO/OSI Staris and Protocols, Part 1l — Upper
Layer Communications Service (ULCS) and Internem@umnications Service (ICS), , First
Edition — 2010

ICAO Annex 10 — Aeronautical Telecommunicatipi®lume II: Communication Procedures
ICAO EUR Doc 005, EUR CIDIN Manual, Fifth Edith (2006)

ISO/IEC 10021-2 — Information technology, Teedmmunication — Message-oriented Text
Interchange Systems — Part 2: Overall architecture

ISO/IEC 10021-4 — Information technology, Tecdmmunication — Message-oriented Text
Interchange Systems — Part 4. Message TransfeerBysibstract service definition and
procedures

ISO/IEC 10021-7 — Information technology, Teoxdmmunication — Message-oriented Text
Interchange Systems — Part 7: Interpersonal Masg&jistem

ISO/IEC ISP 10611-3 — International standardizerofile AMH1n — Message Handling
Systems — Common Messaging —AMH11: Message tra(Rigr

ISO/IEC ISP 12062-2 — International standardizarofile AMH2n — Message Handling
Systems — Interpersonal Messaging —~AMH21: IPM auinte

[10] ISO/IEC ISP 12062-3 — International standaedizprofile AMH2n — Message Handling
Systems — Interpersonal Messaging —~AMH22: IPM nemiénts for message transfer (P1)

[11] SPACE Final Report, Version 1.0, STNA (02/1332)

[12] ISO/IEC 9646-1 — Conformance testing methodgl@and framework — Part 1: General
concept (1994)

[13] ACCESS - Interim Deliverable 4: ATSMHS intesspbility/conformance testing
(16/04/1999)

[14] FIRST — Part 1a: Bilateral Basic Tests, TdahR/1.0 (29/01/2004)

[15] FIRST - Part 1b: Bilateral Extended Tests,t' Fdan Rev. 1.7 (29/08/2005)

[16] FIRST — Part 2: Trilateral Network Tests, TB&Nn Rev. 0.14 (28/07/2005)

[17] EUR Doc 020 — EUR AMHS Manual, Appendix A "Adglviations, Glossary and
Definitions", latest version

[18] EUR Doc 020 — EUR AMHS Manual, Appendix B, Bpean ATS Messaging Service
Profile, latest version

EUR AMHS Manual Version 6.0

Appendix C page 4 14/04/11



AMHS Testing Requirements ICAO AFSG PG

Table of Figures

FIGURE1: AMHS FUNCTIONALITY SPECIFIED BY THEAMHS TECHNICAL SPECIFICATIONS.......covvtieiiieeeiiieeeennnns 11
FIGURE2: ASSUMED OPERATIONAL ENVIRONMENT OF THHEUT ...t et 13
FIGURE3: MODEL OF THE TEST ENVIRONMENT . ....0uuiittuiiiitet et ee et ee et ee et eeeetaeeeeta e e saaaeeetaeesaanesesnaeestaaeannnss 14.
FIGURE4: GENERICAMHS COMMUNICATION SCENARIO AND USEDPOINTS OFREFERENCE FOR CONFORMANCE

L1 =5 11 LT PSRRI

FIGURES: GENERIC TEST CONFIGURATION WITH POINTS OF REFERENCE
FIGURE6: TEST CONFIGURATION‘SUBMISSION’
FIGURE7: TEST CONFIGURATION‘T RANSFER’
FIGURE8: TEST CONFIGURATION‘D ELIVERY”

FIGURE 9: TEST CONFIGURATION'GATEWAY"” —USER MESSAGE FROMMMHS TOAFTN .....oviiiiiiieeeeeeveeee, 24
FIGURE 10: TEST CONFIGURATION'GATEWAY” —USER MESSAGE FROMMFTN TOAMHS ... 25
FIGURE 11: TEST CONFIGURATION‘GATEWAY” —HANDLING OF PROBES.......cuiitiiiiiiiiieeieie e e 26
FIGURE 12: APPROACH FOR DEFINITION OF ESTCASES. . .uuituiitiitiiiiiieiteetteiteet e st e saessase st seas st esaasstsesnessnsasnnns 29
FIGURE 13: CLASSES OF N EGATIVE TESTS niituiituiitiittiteitettettettasss st s st s st sstassasstestassnsssneesnesssnseas 30
FIGURE 14: INFORMATION OBJECTS SUPPORTED BY THAMHS TESTTOOL ...cvuiiiiiiiiiieeieeeeei e eaas 36

List of Tables

TABLE 1: LOWER PROTOCOL LAYERSAMHS COMMUNICATIONS) .eeeiiuiiiiieeeeiiiiineeeessninieeeeeesssssneeeeeessnnnneeeeess 15
TABLE 2: LOWER PROTOCOL LAYERAFTN/CIDIN COMMUNICATIONS) ....vvtvvrrirreeerrerereseeeeeaassessassnennnnnnnnns 16
TABLE 3: APPLICABILITY OF NEGATIVE TESTING FOR TEST GROUPEESTING MATRIX) .vvvveeeeiiiiirineeesiirieneeeesnnnneens 31
TABLE 4: LAYER ADDRESSEJAMHS COMMUNICATIONS) ....uttteieeeesittieeeeesssttteeeeeessnsbsaeeeesessnssseeesessssnseeesessnnes 33
TABLE 5: LAYER ADDRESSEJCIDIN COMMUNICATIONS) ....uttviieeeesittieeeeesaantteeeeeesastseeeaessssnssseeeeesssnssseeesesannes 34
EUR AMHS Manual Version 6.0

Appendix C page 5 14/04/11



AMHS Testing Requirements ICAO AFSG PG

1.1

1.2

1.3

I ntroduction

Pur pose of the Document

The purpose of the document is to define the foneli requirements for AMHS testing
procedures.

Scope of the Document

Based on known principles of testing and generalirptions on an AMHS test scenario, the
scope of testing for an "AMHS Conformance Tesgpscified. Elements of the specifications
are generic test groups and related test configmsat Special attention is given to the
“provocation” of an AMHS implementation with incewet protocol behaviour (“negative
testing”) to analyse its stability (robustnessdin-of-line situations.

Further requirements are specified in terms of igondtion parameters (as number of ATS
Message Servers and AMHS users represented bydegiment) and the components of
AMHS and AFTN information objects to be handled.

In principle, these groups are also valid for iaperability tests. But especially the test groups
dealing with “negative testing” cannot be perfornisdreal systems due to the nature of an
implementation to avoid such exception situations.

Document Structure

Chapter 2is concerned with general aspects of conformansé@nte and identifies the
principal differences to interoperability testingkey elements of the envisaged test
methodology are identified which form high-levefjuerements for an AMHS conformance
testing equipment. References are made to ISO/E® Which provides a general concept of
conformance testing and to deliverables of the AGEEtudy concerning AMHS testing.

Chapter 3deals with the scope of AMHS functions to be ®stad identifies reference points
at AMHS implementations which should be accessibletesting. In addition, the used
transport service for AMHS communications is idéati and the interface with AFTN at the
implemented AFTN/AMHS Gateway is detailed.

Chapter 4defines AMHS test groups for comprehensive conéoree testing of AMHS native
communications and gateway operations with the AFR®&lated test configurations are added
with explanations on sequences of exchanged AMHS® AIRTN information objects. In
addition, principles for definitions of test cas®@® set up including the consideration of so-
called “negative testing”.

Chapter 5specifies the range of parameters values suppdmtéest configurations which
place quantitative requirements on the testing pgent as the number of represented
adjacent ATS Message Servers and handled AMHS &TdNAIsers.

Finally, chapter6 identifies the used AMHS and AFTN test datgpanticular, the elements of
AMHS information objects and their sub-componerds (nessage and message transfer
envelope) to be supported are specified in detail.

EUR AMHS Manual Version 6.0
Appendix C page 6 14/04/11
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14 Acronyms

All items are compiled in EUR AMHS Manual, Appendix"Abbreviations, Glossary and
Definitions" [17].
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Conformance Testing

The chapter provides an introduction to generagetspof conformance testing and identifies
the principal differences to interoperability testi Elements of the envisaged test
methodology are identified which form high-levetjoirements for an AMHS conformance
testing equipment.

References are made to ISO/IEC 9646 [12] and owsavhthe ACCESS study work [13].

Objectives

Generally, conformance testing attempts to detegmivhether a given implementation
matches a specification. The implementation toeséetl is referred to as timaplementation
under test (IUT).A tester provides the IUT with defined inputs asluserves the resulting
outputs. — ISO/IEC 9646-1 [12] provides a genemaicept of OSI conformance testing and
definitions of related key terms.

Note. — According to ISO 9646-1, the term Impleatént Under Test (IUT) refers to
an implementation of one or more OSI protocolsndgiart of a real open system which is to
be studied. The System Under Test (SUT) is theopead system in which the IUT resides. —
In the following, the term IUT is used when refegrto the AMHS implementation to be tested
in consideration that only the AMHS aspects withigiven (real) ATS communication system
are addressed.

ISO/IEC 9646-1 distinguishes three types of stagidad conformance testing:

e Basic interconnection testshat is to determine whether or not there is icieffit
conformance to the relevant protocols for inter@mtion to be possible without
trying to perform thorough testing.

» Capability tests which are used to verify the existence of onenmmre claimed
capabilities of an IUTdtaticconformance requirements).

* Behaviour testsdeal with dynamic conformance requirements, which specify the
observable behaviour of an implementation. Behavtests include tests for valid
behaviour of the IUT for both valid and invalid urg by the tester.

The AMHS testing requirements specified in thisufoent focus orbehaviour testsi.e. test
exercises address implemented AMHS functions inag as they should be useBasic

interconnection testare an appropriate means to check the correcties$est configuration
before starting detailed test exercises.

The discussed AMHS conformance testing relatelabdcope of functions which is typically
implemented in aimternational Communication Centree.

1) AMHS message transfer,
2) AMHS submission and delivery operations with atetAMHS user terminals and

3) intercommunication with the AFTN/CIDIN by meanstbé AFTN/AMHS Gateway.

EUR AMHS Manual Version 6.0
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The interface to the AFTN (CIDIN) is only takenarsiccount in the extent as specified in the
AMHS technical specifications. For example, the A®lHechnical specifications do not

assume AFTN routing by the gateway. — The Basic AM&sage Handling Service is

assumed as the service level supported by the IUT.

The conformance testing equipment acting as pextesyof the AMHS IUT is referred to the
AMHS Test ToolThe AMHS Test Tool provides the IUT with inputecords and evaluates
responses of the IUT.

The specified testing requirements refer to anainfunctionality of the AMHS Test Tool.
Potential future extensions are indicated in thetext of the specified sub-items of the test
tool.

2.2  Specific aspects of AMHStesting

The AMHS (MHS) functions to be tested reside in #pplication layerof the 1SO/OSI
reference model. The underlying layers provide sty communication services, however,
are not primary subject of testing.

In the framework of the ACCESS study [13] two melblogies have been discussed in the
context of AMHS conformance testing:

(a) the testing of complete systems (“black boxes”) and
(b) the testing of individual protocol layers, in padiiar the application layer.

In case (a) only external interfaces which are pérthe IUT are used for access by the
conformance testing equipment. In case (b), orother hand, the IUT has to be “opened up”,
providing access to the layer to be tested. Ferghrpose special software modules have to be
provided within the IUT for control and observatiohthe lower and upper service boundary
at the layer under test (see ISO/IEC 9646-1).

In the end, the ACCESS study recommends for AMH8armance testing that:

» the individual components and protocol layers of (WT not be visible to the
conformance testing equipment;

* access to the IUT by the test equipment is onlystaadard interfaces; and

* human readable terminal interfaces (as the CoRwsition of an AMHS gateway) are
not accessed by the test equipment.

This recommended testing approach forms the basfdinthe functional requirements placed
on the AMHS Test Tool, as follows:

* The AMHS Test Tool will be interconnected with théT's external interfaces as far
as they are standardised by the AMHS technical ifspeieons. Such standardised
interfaces are thAMHS transfer portsand theAFTN/CIDIN interface The IUT is
treated as black box

» Originations and receptions at user terminals ha\ee performed and observed by an
operator who is familiar with the implemented HMFrom that follows that
conformance testing needs certain operator assestat the IUT. (The made

EUR AMHS Manual Version 6.0
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assumptions on interfaces which are available divisual IUTs will be outlined by
means of an IUT model.)

EUR AMHS Manual Version 6.0
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3.1

311

Assumed Test Scenario

AMHS Functionality of the lUT

AMHS technical specifications provisions

The assumption is made that the IUT to be testedigies completely or partially the AMHS
functionality as specified by the Doc 9880, Parlllin support of theBasic ATS Message
Handling Service. Figure 1 identifies the key elatseof the AMHS which are addressed by
the AMHS technical specifications. The figure stabo indicate that the majority of the
AMHS functionality is specified by references te tMHS standard series ISO/IEC 10021 and
the related profile documentation ISO/IEC ISP 106Cdmmon Messaging) and ISP 12063
(Interpersonal Messaging).

AMHS Functions
Basic ATS Message Service

Functional Components System Level Provisions

ATS ATS
Message Message
Server User Agent

AFTN/AMHS
Gateway

Naming &
Addressing

Traffic

Logging

MHS Standard Series ISO/IEC 10021

Figure 1: AMHS functionality specified by the AMB technical specifications

The nucleus of the AMHS is formed by its three tior@al components:

« ATS Message Servagrerforming transfer operations with adjacent ATS Message
Servers (and AMHS gateways) by means of its inhe(®iHS) Message Transfer
Agent (MTA) [5]. In addition,submissioranddelivery operations are performed with
one or more attached ATS Message User Agents. @ptidMHS) Message Stores
(MS) [5] may provide retrieval services for ATS Mage User Agents in connection
with message delivery. — The MTA functions are #jgtin [6].

» ATS Message User Agengmch including a (MHS) User Agent (UA) [5] as key
component. An ATS Message User Agent interactsraside with a (local) AMHS

EUR AMHS Manual Version 6.0
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user interface and accesses on the other siderdhefar level of the AMHS by
performingsubmissioranddelivery operations with the superordinated ATS Message
Server. Communications between ATS Message Usemtdgésiia ATS Message
Servers) are end-to-end and have to comply withRiM: content as specified for the
(MHS) Interpersonal Messaging System (IPMS) [7].

« AFTN/AMHS Gatewaysupporting interworking between users of the AMId&d
AFTN. The gateway includes for operations with thensfer level of the AMHS an
MTA. The mapping functions of the gateway residethe Message Transfer and
Control Unit (MTCU). The operations with AFTN [3}ea performed with the AFTN
components. Exception handling which needs operassistance is moved to the
Control Position.

The above listed functional components are typjcalhplemented in International
Communication Centres performing AMHS message teasisAMHS message submission
and delivery operations with attached AMHS usanieals and intercommunications with the
AFTN. However, an AFTN/AMHS Gateway may be also lempented as stand-alone facility
allowing existing AFTN communication facilities &ss to the AMHS.

In addition, the AMHS technical specifications agkly some aspects relating to the system
level of an AMHS environment. The key ingredieritthe system level of the AMHS are:

* Naming and addressingelating to the unambiguously identification of A8 users
and entities at upper layers protocols as neededdmmunications between AMHS
systems. The specifications are based on MHS OdiReasing and ISO/OSI upper layer
conventions. Examples are: the Common AMHS Addngssscheme, Application
Process Titles and Transport/Session/Presentalinesses.

» Parameterdefine specific AMHS conventions in the framewofktlee MHS standard.
Examples are: The limitation of Receipt Notificatsofor IPMs with theimportance
value “high” and the definition of the ATS-Messdgeader in the IPM body patrt.

» Traffic loggingin functional components in support of messagekingcacross the
AMHS.

The manner of implementation of the above idemifl/@HS functionality in the IUT is
irrelevant for testinglfack-boxview). The above functional outline is used justreference
for the scope of conformance testing to be supddiyethe AMHS Test Tool.

3.1.2 Implementation specific AMHS features
Typically, an AMHS implementation includes featuselich are either beyond the scope of
the technical specifications or seen as local isExamples are: User interfaces (HMI) for
local submissions and deliveries, proprietary ME€eas protocol and provisions for systems
management (including statistics and diagnosticnsea
Such features will not be subject of conformanstinig, however, may be used in support of
conformance testing. Example: IPM submission atllacser terminals for verification of
correct generation of the related P1 message.

EUR AMHS Manual Version 6.0
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3.2

Modelling of the test environment

Figure 2 illustrates the intended operational emnnent of the IUT at the level of messaging:
Via Transfer Ports [6] of the IUT (logical) conniects are established to adjacent ATS
Message Servers which in turn provide connectitgtyn distant ATS Message User Agents.
Local access to the AMHS is offered pAMHS User Terminals attached to the IUT. Via the
AFTN/AMHS Gateway there is a connection to an agiphcAFTN Communication Centre
which in turn provides connectivity ®AFTN stations. — The figures, n, p ands are seen as
configuration parameters of the test configura{see Section 5).

Note 1. — The specification of the AFTN/AMHS Gajeassumes an AFTN link to
only one adjacent AFTN centre to minimise the AHTNctionality in the gateway [1].
However, in typical implementations, the AFTN/AMBS&teway is collocated with AFTN
centre functions supporting connections to a numtfeadjacent centres. This aspect of
multiple AFTN connections is not considered forfoomance testing against the AMHS
technical specifications.

Note 2. — In the European Region, AFTN communicatimake use of the CIDIN
transport service. This is taken into account fenformance testing, however, with the
limitation, that only one CIDIN/AFTN link is estiéiied between the test tool and the IUT
(see Figure 2).

Note 3. — In-depth testing of AFTN and CIDIN capaes of the IUT is not seen as
subject of AMHS conformance testing.

Adjacent Adjacent
AFTN/CIDIN ATS Message
Centre Servers

AMHS AMHS
User (1)
AMHS
User (2)
AN

I p

| ,

| /!

| -

|

|

N User ) BN AMHS AMHS

: \, Communjcation Server (2) \’ -
’ Functions \

I : \

| . . N

| .

|

| -

| '

| \

| Y

| .

AFTN
Stations

ATS Message
User Agents

AFTN/CIDIN

Server (1)

|
|
I
|
\ I
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I
|

'
£
—
z

-

/
AMHS
User (4)
AMHS
User (5)
AMHS
User (m)

Server (n)

Local AMHS
User Terminals |

|
I
|
I
’ |
I
|
I
|
I

Figure 2: Assumed operational environment of thdT

The AMHS Test Tool simulates an operational enviment for the IUT as depicted in Figure
2. Figure 3 shows the corresponding model of teedenfiguration. Th&€OM Interfacesof
the test tool include MTA instances representing theadjacent ATS Message Servers of the
IUT and an AFTN/CIDIN source/sink representing tAETN/CIDIN environment. Other
major functional components of the test tool ameThst Repositorycontaining predefined
test scripts and associated test datayt Script Editofproviding an HMI for specifications of
test scripts and test datagst Log(containing all the exchanged information objeai®)i Test

EUR AMHS Manual Version 6.0
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3.3

Evaluation(performing test evaluations based on the tesag@anst various criteria). THeest
Driver controls the execution of test scripts and enterhanged information objects in the
test log. Finally, the componemest Managemeris tasked with the overall management and
administration of the test tool.

IuT AMHS Test Tool
AFTN/CIDIN
1 Interface
Gateway
Black Box Functions
Test
1 COM :
2 Interfaces Driver
AMHS Transfer
nv
pY
AMHS Transfer
“““““ AMHS - Ports Test Test
1 Submission & Log Repository
A € Delivery
Test Te§t
Evaluation SC!‘Ipt
Local Systems Editor
Management
1) Configuration
parameter Supplementar Test Management

Operator
Interface

Figure 3: Model of the test environment

The IUT is represented in the modelled test configuratibigure 3 by its functional
components which will be subject of testing, i.8MKAS transfer, AMHS submission/delivery
and AMHS gateway functions (cf. Section 3.1). Thelusion of other indicated components
of the IUT (as Systems Management Interface) veiladdressed in subsequent sections.

Then MTA names, the addresses of théATS Message User AgensAFTN stations ang
AMHS User Terminals are considered as configurgtiarameters which are jointly set up in
the IUT and AMHS Test Tool.

Note. — The above outlined functional model inctudle abstract, logical view on the
AMHS Test Tool for the purpose of understandingitibended testing approach. The real
design of the test tool is subject of separate dusuation.

Used Transport Servicefor AMHS

According to the AMHS technical specifications BYIHS communications make use of the
ATN Internet Communications Servigeayer 4). However, there is a common understandin
in the European Region to implement (at least alyfj the AMHS on top of an IP
infrastructure. In terms of communications: The IB@nsport Service of the class TPO will
be provided over a TCP/IP stack by using the cajermre function defined with RFC 1006.
The AMHS communications in the test configuratiolidw this European approach.

Note. — Further extensions of the AMHS Test Togl atso support the ATN Internet
Communications Service (aspect of inter-Regionabaundary centres) and TPO over X.25
(ECG requirement).
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3.4 Communication with the AFTN

The AMHS technical specifications [1] specify fdret AFTN/AMHS Gateway an AFTN
interface by referring to Annex 10, Volume Il [3],e. the (asynchronouspFTN
Teletypewriter Procedurespply. However, in the European Region, typical®FTN
communications make use of the CIDIN transportiservTherefore, the AMHS Test Tool
should support CIDIN communication in connectiothahe “AFTN application” [4].

Note. — Extensions of the AMHS Test Tool may alppat AFTN asynchronous
communications and/or AFTN over X.25.

3.5 Pointsof Referencefor testing

With the black-box view at the IUT, the verificatiof implemented functionality is limited to

test inputs and examinations of resulting respoasasxternal (open) interfaces of the IUT.
Standardised interfaces of the IUT are directheiifsiced by the AMHS Test Tool. At non-
standardised (proprietary) user interfaces of td& bbservations of operator inputs and
displayed information are needed. Example: Origomatof IPMs to be submitted or

presentations of delivered IPMs at local AMHS usterfaces.

Such interfaces of the IUT which are used for confince testing are referred topasnts of
reference In the following, these points of reference vad detailed with reference to Figure
3.

3.5.1 Standardised points of reference

3511 AMHS Communications

The IUT shall offerTransfer Portg[6] for P1 communication witlm adjacent ATS Message
Servers. The lower protocol layers (layers 1 tel8ll be configured as indicated below:

Layer 4 Layer 3 Layer 2 Layer 1
ISO TPO IPva ISO LLC1 10/100 Base T
RFC 1006 (Ethernet)
TCP

Table 1: Lower protocol layers (AMHS communications

The Transfer Ports of the IUT and AMHS Test Toaklsbe physically interconnected via a
LAN (Ethernet).
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3512 AFTN/CIDIN Communications

The IUT should offer a CIDIN/AFTN interface. Thateans, the IUT conveys AFTN-
formatted messages by using the CIDIN transporticer(cf. Section 3.4). The CIDIN
protocol layers are configured as follows:

Layer 4 Layer 3 Layer 2 Layer 1
CIDIN CIDIN X.21/V.11 or
HDLC X.21bis/V.28

Transport Layer| Network Layer (3b),
Network Layer (3a):

X.25 (PVC)

Table 2: Lower protocol layers (AFTN/CIDIN communétions)

Note. — If the IUT supports only AFTN asynchronoosimunications or AFTN over
X.25 the "Extensions" of the AMHS Test Tool habdaaused. The conformance testing is
independent from the physical connection used.

3.5.2 Proprietary pointsof reference

The scope of conformance testing includes subrmisaind delivery operations with local
AMHS user interfacesf the IUT. Notifications for specified out-of-Ensituations shall be
sent to theControl Positionof the AFTN/AMHS Gateway [1]. Further, traffic lIsgenerated
by the IUT during test exercises have to be veatiigainst the AMHS technical specifications
[1] by means of retrieval services provided atlith€'s Operator Positions

The style of input and presentation of test dath@tbove identified three working positions
is seen as a local implementation matter and ésefbre, out of scope of conformance testing.
The inclusion of these working positions in testisdimited to observation and interpretation
of test data.

Below, the three types of working positions aredie in more detail.

3521 AMHS user interface

AMHS user interfaces provided at the IUT allow sigsion of IPMs and Probes and in the
opposite direction delivered IPMs, IPNs and Repbsgse to be brought to the attention of
AMHS users. The style of origination and preseatatf the mentioned AMHS information

objects is seen as subject of implementation. Tedusion of submission and delivery
operations in conformance testing requires obsemntof operator interaction during test
exercises.

Note. — Although the MTS access is seen as an rimpkation matter when
supporting only the Basic ATS Message Handlingi&sreonformance testing shall verify the
correct mapping of originated information objectst@ P1 information objects; vice versa
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delivery operations have to map P1 information otgeonto displayed objects in a correct
manner.

3.5.2.2 Control Position

There is an AMHS technical specifications requiretrte notify the Control Position of the
AFTN/AMHS gateway on specified deviations from tlgateway's normal operations.
Notifications may be issued for the operators imfation only or may require operator
assistance for recovery from an occurred commupitgiroblem. How the Control Position
is implemented is out of scope of the AMHS techinggzecifications. However, the correct
presentation of notifications at the IUT's ContRalsition is seen as subject of conformance
testing. Appropriate observations have to accomganain test exercises.

3.5.23  Accessto systems management functions

Access to IUT's systems management functions byhsneha related working position shall
be possible for:

« Preparation of the IUT for the test configuratiand

« verification of traffic logs generated by the IUTirthg test exercises.
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4.1

4.2

Supported Scope of Conformance Testing

General aspects

The scope of testing covers the (native) AMHS comigations and interoperations with the
AFTN/CIDIN by means of the AFTN/AMHS Gateway. Th&RN/CIDIN interface is tested

for verification of the gateway's capability toéntommunicate with AFTN/CIDIN, however,

is not subject of dedicated conformance testing.

Communication services at lower communication lay@s TCP/IP, X.25, LAN) support the
interconnection between the AMHS system and the AMIFest Tool. In this way, lower
communication layers will be included in the tesblf however, there is no intention
performing lower layer protocol testing.

The following aspects of conformance testing shaltaken into account:

. Protocol testingencompassing intra-AMHS communications (MTS, IPMSd AMHS
to AFTN/CIDIN mappings (and vice versa).

. Functionality testingto ensure the appropriate implementation of AMHiEctionality
and services (as message submission, transferegglincluding the correct mappings
between AMHS information objects and user data madile at users' working
positions.

. Resilience testingparticularly with regard to the stability of arMkS implementation
against external communication failures.

The reference specification for AMHS testing is Besic ATS Message Handling Servase
specified in the AMHS technical specifications [1].

Note. — The incorporation of the Extended ATS Mgsddandling Service shall be
conceptually taken into account in a later extensibthe AMHS testing requirements.

Below, the scope of conformance testing will bec#fp by definitions of generitest groups
and relatedest casesThese definitions should be seen as a base (mmnjrset which do not
exclude testing using other equivalent or exteridetlarrangements.

Generic test configuration

The scope of AMHS functions expected from the IdTdefined firstly by the implemented
AMHS functional components,e. ATS Message Server, AFTN/AMHS Gateway and ATS
Message User Agent and secondly by supplemergirsjlem level provisionas AMHS
naming/addressing, AMHS parameters and AMHS trédigging (see Section 3.1).

Figure 4 places the above three functional compisniena fictitious AMHS communication
scenario with flows of AMHS information objects tveen two {lirec) AMHS users. In
addition, an AFTN/AMHS Gateway supports intercommations with AFTN users (i.e.
indirect users of the AMHS). The position of the gatewajfigure 4 should be seen just as an
example.
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AMH22 AMH22 AMH22 Annex10/11
Submission Transfer Delivery Gateway
Operations Operations Operations Operations

Report Report
Message (IPN) Message (IPN) Probe

ATS Message ATS Message ATS Message AFTN/AMHS
Server Server Server Gateway

| Message (IPM) Message (IPM)
MTS  —1 Probe Probe
Access ? |

Message (IPM, IPN) | AFTN
Report Message

Control
Position
Interface

User Agent User Agent

ATS Message ' | ATS Message

Logical Observation
IPM Connection “Control

|
AMH21 Position*
AMHS
User Interface User Interface
Observation Observation

“Delivery”

“Submission*

1) Implementation matter
Origination  Reception Reception 2) Not specified for the Basic ATS
* IPM * IPN *IPM Message Service
* Probe * Report

@ Point of Reference, i=1...7

Figure 4: Generic AMHS communication scenario anged Points of Reference for
conformance testing

The points of referencd?1 to R7 (in Figure 4) are allocated to the communicatioansrio
according to the principles which have been state&ection 3.5. The pointR1 to R3
correspond to communication interfaces which adrested by the MHS profiles AMH11 or
AMH22, respectively [8], [10]. The exchange of IPMed IPNs between the pair of ATS
Message User Agents is subject of the MHS profiléH21 [9]. Communications at the point
R4 follow the procedures laid down in Annex 10, Volutheas far as applicable for the
AFTN/AMHS Gateway.

The IUT is required to provide the communicationdtions of the ATS Message Server, ATS
Message User Agent and AFTN/AMHS Gateway in anthefr positions indicated in Figure
4. For related conformance testing the IUT is pliade various positions of the
communication scenario (Figure 4) and the AMHS Tiestl performs the functions of the
corresponding AMHS peer entity (entities). The hasg generic test configuration is depicted
in Figure 5. The allocated points of referefteto R7 correspond to them of Figure 4. The
reference point R8 is added for identification leé {UT's systems management interface (see
Section 3.5.2.3).

Note. — In consideration of testing implementatiamfsthe Basic ATS Message
Handling Service no point of reference is allocatethe MTS access.
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4.3

43.1

AFTN/CIDIN
Interface

* 1 AFTN/CIDIN Centre
@ *s AFTN Stations

AMHS Test Tool

Q@O

AMHS Transfer *n ATS Message User Agents

@ @ Ports

*m ATS Message Servers

Systems Control

Management Position
Interface Interface

® @

Figure 5: Generic test configuration with pointsf reference

Note. — In Figure 5 no AFTN user interface is fargpart of the IUT. Such interfaces
are outside of the scope of the specified AMHStifumadity and are placed, therefore, in the
IUT's test environment surrounding the IUT (seeukég2). When testing AFTN/AMHS
Gateway functions of the IUT the AFTN peer entities always represented by the AMHS
Test Tool. The AFTN related user actions shoulpgdséormed by the AMHS Test Tool itself.

Definition of test groups

Generally,test groupsprovide a logical high-level ordering in test sfieations (ISO 9646-
2). Typically, a single test group addresses aiqudar functional area for which an IUT
claims conformance. In the following, AMHS test gps are defined for the purpose of
specification of high-level requirements placedadnPAMHS Test Tool.

Figure 4 identifies four types of AMHS functionafeas to be supported by the IUT:
SubmissionTransfer Delivery and GatewayOperations. These types of AMHS operations
will be constitute a first set of test groups. Aca@ed set of test groups is formed by the
provisions at the AMHS system level as referredinoSection 3.1.1, i.eNaming &
AddressingParametersandTraffic Logging

The defined test groups reflect the external vieth@ IUT's functionality and are independent
of the chosen implementation model. Below, theragfitest groups are handled in detail.

For each of the handled test groups the corresporidst configuration is indicated. These
test configurations are of generic nature. In pecactest configurations may be combined for
study of local interworking between functional adéa an IUT. Example: Combined test
exercises for message submission and local gatimations.

Submission operations

Subject of the test grouBubmissionoperations is the origination dPMs and Probes at
AMHS user interfaces at the IUT and the relatedegation of P1 information objectgor
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transfer to adjacent ATS Message Servers; returRegmbrtsandIPNs have to be displayed at
the IUT in an appropriate manner (see Figure 4).

Figure 6 depicts the test configuration for vedfion of theSubmissioroperations. The test
configuration follows from Figure 4 and Figure 5.

AMHS Transfer Ports
| IuT I AMHS Test Tool

Message(IPM)
or Probe
IPM <
or Probe
AMHS

User Interface Submission

t IPN

Observation
“Submission*

l or Report

Origination Reception

* IPM * IPN
* Probe * Report

Figure 6: Test configuration “Submission”

For testing of th&ubmissiomperations the following actions may be performed:

. At an AMHS user interface of the IUT (referencem&t5in Figure 6) predefined IPMs
and Probes are originated for intended recipiéitte. AMHS Test Tool at the transfer
ports of the IUT R1) verifies the correct generation of the relatecsdégies (IPMs) and
Probes.

. In the opposite direction, the AMHS Test Tool resgi®at the transfer ports of the IUT
(RY with valid and invalid Messages containing IPNpdn IPMs) and Reports (upon
IPMs and Probes). The presentation of valid IPNd Reports is observed at the
originator's AMHS user interfac&b). Invalid responses may effect error notifications
at an operator position of the IUT (fault managethen

Note. — The local rejection of erroneous originagoof IPMs and Probes at IUT's
user interfaces is seen as a local implementatiattanand is, therefore, out of the scope of
conformance testing.

4.3.2 Transfer operations

Subject of the test groupransferoperations is the transfer of P1 information ofgg¢.e.
Message, Report, Probe) by the IUT. Rejected teasf messages and probes have to be
indicated by returning of Non-Delivery Reports (NDRhe test group includes handling of
multiple recipient addresses (multiple dissemimgtiand the expansion of Distribution Lists
(DLs).

Figure 7 depicts the test configuration for vedfion of theTransfer operations. The test
configuration follows from Figure 4 and Figure 5.
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AMHS Transfer Ports

AMHS Test Tool

Message,
Report
or Probe

AMHS Transfer AMHS Transfer

Message,
Report
or Probe

Figure 7: Test configuration “Transfer”

For testing of th@ransferoperations the following actions may be performed:

. The AMHS Test Tool provides the IUT at its transfmrts (reference poirR1 in
Figure 7) with valid and invalid Messages (contagniPMs or IPNs), Reports and
Probes with recipient addresses whichravlocal to the IUT.

. The IUT responds at its transfer por&l) with the output of one or more Messages,
(due multiple dissemination and/or DL resolutioope or more Probes (multiple
dissemination) or just the received Reports. TheH&VITest Tool verifies the expected
IUT behaviour. Invalid information objects generhtey the AMHS Test Tool may
effect error notifications at an operator positafrihe IUT (fault management).

4.3.3 Delivery operations

Subject of the test groupelivery operations is the display of received Messageig)Pat
AMHS user interfaces of the IUT. In addition, tHdTl shall generate Reports (DR, NDR)
and/or IPNs (RN, NRN) according to the requeststaioed in the received Messages and
Probes.

Figure 8 depicts the test configuration for vedfion of thedelivery operations. The test
configuration follows from Figure 4 and Figure 5.
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@ AMHS Transfer Ports

I T I

Message(IPM)
or Probe
AMHS Transfer

AMHS Test Tool

AMHS
Submission

Observation
“Delivery*

AMHS AMHS
User Interface Delivery

Reception
«IPM

Message(IPN)
or Report

Figure 8: Test configuration “Delivery”

For testing of thé®elivery operations the following actions may be performed:

e The AMHS Test Tool provides the IUT at its transferts (reference poirRl in
Figure 8) with valid and invalid Messages (contaniPMs) and Probes, both with
recipient addresses which are local to the IUT.

* The IUT may respond with one or more of the follogvactions:
- Display the received IPM at the appropriate AMHS8rusterface R6),

- Returning a Message (IPN) at its transfer PB) (according to the given
receipt notification requesh the subject IPM,

- Returning a Report (DR or NDR) at its transfer pqR1) according to the
givenreport requestn the subject Message or Probe.

4.3.4 Gateway operations

Subject of the test groupatewayoperations is the bi-directional conversion betw@&&HS
and AFTN user messages and the handling of accgnmgageervice information, i.e. AFTN
service messages (SVC), AFTN SS acknowledgemerfts AGK), AMHS Reports and
AMHS Receipt Notifications. — Cf. AMHS technicalespfications [1] para. 4.2.1.4.

Considering the functional complexity of the AFTNMAIS Gateway, the test group is
logically subdivided in three sub-groups: 1) Flofwiser message from AMHS to AFTN, 2)
Flow of user message from AFTN to AMHS and 3) Harglof Probes. The sub-groups 1)
and 2) include the handling of accompanying serwit@mation.
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4341  User Messagefrom AMHSto AFTN

Figure 9 depicts the test configuration for vedfion of theGatewayoperations for the flow
of a user message from AMHS to AFTN. The test gpmfition follows from the Figure 4 and
Figure 5.

(D AFTNICIDIN Interface
IUT AMHS Test Tool

User Message

SVC “ADS UNKN”
SVC “QTA RPT”
SS ACK

AFTN/AMH
Gateway

Message(IPM)

AMHS
Source

AFTN/CIDIN
Sink

Report(NDR)
Message(IPN)
Message(IPM)

Observation Control
“Control Position AMHS Transfer Ports

Position* Interface

Figure 9: Test configuration “Gateway” — User mesga from AMHS to AFTN

The following actions may be performed with the &y test configuration depicted in
Figure 9:

. The AMHS Test Tool provides the IUT at its transfmrts (reference poirRl in
Figure 9) with valid and invalid AMHS Messages @ning IPMs. The IUT converts
valid AMHS Messages in AFTN user messages whichvelethe IUT at its
AFTN/CIDIN interface R4), invalid AMHS Messages are rejected by the IUThwi
Non-Delivery Reports (NDR) which are returned te tAMHS Test Tool using the
IUT's transfer portsK1).

. The AMHS Test Tool provides the IUT at its AFTN/GND interface R4 with an
AFTN SVC “ADS UNKNOWN?” simulating the detection @n unknown destination
address within the AFTN. The IUT converts the SVADS UNKNOWN” in a Non-
Delivery Report (NDR). In exceptional situationetlsVC “ADS UNKNOWN” is
encapsulated by the IUT in an IPM. The NDR or IRBSpectively, is forwarded to the
AMHS Test Tool via the IUT's transfer porZ).

. The AMHS Test Tool provides the IUT at its AFTN/GNDinterface R4 with an SS
ACK. The IUT converts the SS ACK in an IPN of tlypd Receipt Notification (RN).
In exceptional situation, the SS ACK is encapsdldtg the IUT in an IPM. The IPN or
IPM, respectively, is forwarded to the AMHS Testolwia the IUT's transfer ports

(RYD).
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. The AMHS Test Tool provides the IUT at its AFTN/GNDinterface R4 with an SVC
“QTA RPT” requesting the repetition of an AFTN mags sent before to a specified
AFTN addressee. The IUT retransmits the respecthleTN message via its
AFTN/AMHS interface R4).

For certain out-of-line situations, which may occluring conversions in the AFTN/AMHS
Gateway, the AMHS technical specifications [1] sfyeerror notifications to be forwarded to
the gateway's Control Position. Such notificatibage to be observed during test exercises at
the reference poiR7in Figure 9.

4342  User messagefrom AFTNto AMHS

Figure 10 depicts the test configuration for vedfion of theGatewayoperations for the flow

of a user message from AFTN to AMHS. The test gumétion follows from the Figure 4 and
Figure 5.

@ AFTN/CIDIN Interface
l AMHS Test Tool

AFTN/CIDIN
Source

T

User Message

SVC “ADS UNKN”
SS ACK

Report(NDR)

WESSEGE RN

AMHS
Sink

Message(IPM)

Observation Control

“Co_n_trol Position
Position* Interface

245 AMHS Transfer Ports

Figure 10: Test configuration “Gateway” — User mesge from AFTN to AMHS

The following actions may be performed with the &y test configuration depicted in
Figure 10:

. The AMHS Test Tool provides the IUT at its AFTN/GNDinterface (reference point
R4 in Figure 10) with valid and invalid AFTN user rsages. The IUT converts valid
AFTN user messages in AMHS messages containing WhMesh leave the IUT at its
transfer ports R1), invalid AFTN user messages are handled accorttngpcally
implemented procedures. When the conversion of AR@iNressee indictors fails, the
IUT returns AFTN service messages of the type SXDS UNKNOWN?” to the AFTN
(AMHS Test Tool ) via its AFTN/CIDIN interface (R4)
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. The AMHS Test Tool provides the IUT at its trangferts R1) with a Non-Delivery
Report (NDR) simulating the detection of an unknorecipient address within the
AMHS. The IUT converts the NDR in an AFTN serviceesnage of the type SVC
“ADS UNKNOWN?" which leaves the IUT via its AFTN/CIIN interface R4).

. The AMHS Test Tool provides the IUT at its transfesrts R1) with an AMHS
message containing a Receipt Notification (RN)datng the reception of a SS-priority
message at a specified AMHS recipient. The IUT eotsvthe RN in a SS ACK which
leaves the IUT via its AFTN/CIDIN interface (R4).

For certain out-of-line situations which may occluring conversions in the AFTN/AMHS
Gateway, the AMHS technical specifications [1] sfyeerror notifications to be forwarded to
the gateway's Control Position. Such notificatibage to be observed during test exercises at
the reference poiR7in Figure 10.

4343 Handling of Probes

Figure 11 depicts the test configuration for vedfion of theGateway operations when
receiving a Probe. The test configuration followst Figure 4 and Figure 5.

uT AMHS Test Tool

AFTN/AMHS

Gateway

Report
(DR or NDR)

@

AMHS Transfer Ports L]

Figure 11: Test configuration “Gateway” — Handling@f Probes

The following actions may be performed with the &y test configuration depicted in
Figure 11:

. The AMHS Test Tool provides the IUT at its transfmrts (reference poirR1 in
Figure 11) with valid and invalid Probes.
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435

4.3.6

. The IUT verifies whether it could have effectednsiation in an AFTN user message
by comparing certain parameters in the Probe whii ¢apability of its gateway
function. The IUT generates in dependence on tkaltref the verification either a
Delivery Report (DR) or a Non-Delivery Report (NDRMich is returned to the AMHS
Test Tool via a transfer port (R1).

Naming and addressing

Naming and addressing in the AMHS context relatebé unambiguously identification of 1)

users to a global AMHS and 2) communication ergtitiesiding in the upper layers of the
AMHS communication stack (AMHS technical specifioas [1], 2.5). Focus of conformance

testing is the IUT's capability to handle AMHS agkling schemes for identification of users.
The second aspect is covered by setting up of gordiion parameters in the test
configuration (see Section 5).

The AMHS technical specifications [1] specify tw@en addressing schemes which are
collectively referred to as MF-addressing schentbs: XF-addressing schemand the
Common AMHS Addressing Scheme (CAR®3ference should be given to the latter. In
addition, the technical specifications allow to lempent within an AMHS Management
Domainlocally definedschemes. The AMHS Test Tool supports the XF-addrgsscheme
and the CAAS. (Support of other addressing schenassbe subject of further extensions.)

The use oflirectory namess seen as a local matter when supportindBdEc ATS Message
Handling Service (AMHS technical specifications, [2]2.3.3). Their support by the AMHS
Test Tool may be subject of further extensions mgehe requirements of tHextendedATS
Message Handling Service.

An IUT's capability to handle MF-addressing scheisealready implicitly verified with the
operations related test groups as defined in Sec#b3.1 to 4.3.4. However, for in-depth
testing of implemented addressing features théksitanent of a dedicated test group may be
a suitable approach. Depending on the test purgosgppropriate test configuration may be
selected from them depicted in Figure 6 to Figre 1

Note. — The aspect of a dedicated test groupsriatepth testing of system level
provisions applies also to the two remaining tesugs defined below.

AMHS parameters

The AMHS technical specifications [1] 3.3 specifgamber of operational conventions which
have the nature of parameters from the MHS pointef. These parameters relate to:

* Use of MF-addresses (see Section 4.3.5)
* User data conventions
- Only single body part in IPMs
- la-5 text body (Basic ATS Message Handling Service)

» Use of ATS-Message-Header in the body part of IPB&sic ATS Message Handling
Service)
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4.3.7

4.4

» Restriction of Notification Requests (IPMS) for $ferity messages.

Neither the AMHS technical specifications nor théi® standard with related ISPs include
requirements concerning the minimum size of message be supported by AMHS
implementations. Closing this gap, the SPACE stlidy recommends for the European
AMHS: 1) ATS Message Servers (MTAs) shall suppotha minimum a P1 message length
of 2 Mbytes and 2) ATS Message User Agents (UAg)Isdiccept initially a message-text
length of at least 10 Kbytes (or 64 Kbytes accaydib8]). The AMHS Test Tool should
support testing with these values.

In-depth testing of the AMHS parameters may beqaréd by means of a dedicated test
group. Depending on the test purpose an appropgateconfiguration may be selected from
them depicted in Figure 6 to Figure 10.

Traffic logging

The AMHS technical specifications [1] specify lotegm (30 days) logging requirements for
the various types of functional components of thdHS. The requirements make it possible
to perform message tracing through the AMHS, inipalar when an investigation is needed.
The query of the logged information is seen agallmplementation detail.

Logging requirements are placed on the followingctional components of the AMHS:
* ATS Message User Agent — [1] Section 3.1.3
* ATS Message Server — [1] Section 3.2.3
* AFTN/AMHS Gateway concerning its sub-components
- ATN component — [1] Section 4.2.2.6
- Message Transfer and Control Unit (MTCU) — [1] Satd.1.3
- AFTN component — [1] Section 4.2.1.8-11.
In-depth testing of the traffic logging may be perfied by means of a dedicated test group.
Depending on the test purpose an appropriate tedgigaration may be selected from them
depicted in Figure 6 to Figure 10. Verificationtbé logged information will make use of the

local query and tracing provisions. Access is tgjycprovided at the system management
interface of the IUT (cf. reference poiR8in Figure 5).

Definition of test cases

According to 1ISO 9646-2 &est casecomprises the actions to achieve a specific tegigse.
Each test case normally has a single test purposh, as that of verifying that the IUT has a
certain required capability (e.g. the capabilitystgport certain message lengths) or exhibits a
certain required behaviour when a particular eveoturs (e.g. transfer of submitted
messages). Typically, a set of test cases aimirgya@mmon functional area of an IUT are
arranged to &est group(see Section 4.3).

There may be many criteria for methodical defimsoof test cases (within a test group) to
achieve an envisaged confidence in a particulactiomal area of the IUT. Figure 12 depicts
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proposed two levels of high-order criteria for défons of AMHS related test cases. The
AMHS Test Tool should support conformance testing scope as outlined in Figure 12.

Test Groups

Provisions by Functional Components System Level Provisions

T

Normal Communication (Positive Testing)

Criteria for Test Cases

Figure 12: Approach for definition of Test Cases

In Figure 12 a distinction is made between commatioa requirements which are of general
nature in MHS environments and such which are fipetc AMHS. The first category of
requirements is addressed in the AMHS technicatiBpations [1] just by references to the
MHS standard (ISO/IEC 10021) and related profilewentation (ISPs). No further details
of MHS procedures are provided with the AMHS techhspecifications [1].

In addition, the AMHS technical specifications imdé a number of provisions which are
specific for AMHS. Such provisions may relate t@gkementary functional components (as
AMHS gateways) or specify conventions for which MHifplementations are transparent
(e.g. limited use of natification requests). The B technical specifications specify the
AMHS specific provisions in a “stand-alone” manner.

Note. — An example of the above made distinctiotwdsn specific AMHS
requirements and underlying MHS features are theéH8Mraffic logging requirements: The
traffic logging requirements at an ATS Message Semfer to the last element of the trace-
information (AMHS technical specificatiofif] 3.2.3). The trace-information itself (forming
part of the message-transfer-envelope) is specifid$O/IEC 10021-4, 12.3.1. — It is up to
the organisation which will operate an AMHS systemimit conformance testing to the
technical specifications specific elements or tdeea testing to the referenced trace-
information as defined with the MHS standard.

As second level criteria for definition of test easa distinction is made between normal
MHS/AMHS communications ppsitive testing) and enforcing fault situationseative
testing). Figure 13 details this further logicadl@rng of testing.

EUR AMHS Manual Version 6.0
Appendix C page 29 14/04/11



AMHS Testing Requirements ICAO AFSG PG

Verification of Handling of
Normal Communications Communication Errors

Erroneous

AMHS Parameter MHS Procedure MHS Inf ti Network
Errors Errors niormation Failures
Objects
g Positive tests Content (P2)
IPM, IPN .
e
Negaive tests S DD
Subject of later extension

Figure 13: Classes of “Negative Tests”

The test categories indicated in Figure 13 aredandhe following definitions:

Normal communications (N} The AMHS Test Tool provides the IUT with cortrégputs
and the related responses (behaviour) of the IWilghbe in compliance with the AMHS
technical specifications. It should be noted thatoarect response of the IUT not always
equals to a successful transmission of an AMHSrim&tion object. Example: If the service
elementDL-expansion-prohibitetias been set then a DL expansion will not occur.

Erroneous AMHS parameters (E1} The AMHS technical specifications, Section 3.3
(Parameters), specify a number of specific AMHSvemtions as use of MF-addresses, ATS-
Message-Header, notification requests and singtly lpart IPMs. It should be noted that
violations of such AMHS conventions are not equivaults in the MHS communication.

MHS procedural errors (E2- The AMHS Test Tool does not act in compliancéhvihe
MHS procedures or the arrangements made in thedefiguration. Examples: 1) The IUT is
requested to send a message with a Report reduestyver, the AMHS Test Tool does not
return any Report. 2) The AMHS Test Tool uses #rect address which is unknown in the
test configuration.

Erroneous MHS information objects (E3) That means arguments have not allowed values or
information objects are corrupted. A distinctionmade between the levels of IPMS and MTS:

. IPMS (E31). — IPMs and IPNs sent to the IUT are catrectly encoded (syntax or
semantic errors). Example: Mandatory argumenthénlPM heading are missing or
there is no IPM body attached to the IPM heading.

. MTS (E32), (E33), (E34). — Messages, Reports ambdd sent to the IUT are not
correctly encoded. Example: In a ReportReport Transfer Conterg missing.

Network failures (E4)- Transient interruptions of network connectidasing transmission of
AMHS information objects.
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The AMHS Test Tool supports negative testing of tla¢egories E1, E2 and E31 and E4

(Figure 13).

extensions of the testing requirements if expeeideads to this need.

A given test group may be transparent for one orenmasses of “negative tests”. For
example, transfer operations are transparent foHSMparameter errors (E1) and Content
(IPMS) failures (E31). Table 3 indicates in a foofra matrix the valid interrelations between
defined test groups and classes of negative t8sish a testing matrix may be helpful to

demonstrate the reached coverage of testing fivem get of test cases.

Note. — Negative testing of the categories E32, @8BE34 may be subject of further

Submission | Transfer | Delivery | Gateway | Naming & AMHS Traffic

Ops Ops Ops Ops |Addressing| Parameters| Logging
N X X X X X X X
El X n/a X X X X n/a
E2 X X X X n/a n/a n/a
E31 X n/a X X n/a n/a n/a
E32-E34 X X X X n/a n/a n/a
E4 X X X X n/a n/a n/a

X = valid interrelation; n/a = not applicable

Table 3: Applicability of negative testing for tegtoups (testing matrix)
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5  Configuration Parameters

The generic test configuration depicted in FigureeBds a number of quantitative adjustments
before AMHS Test Tool and IUT are in a positiondommunicate with each other. The
subjects of such adjustments are the valueduofiguration parametershich are inherent in
the test configuration. Configuration parametersatee to the number of established
communication links, number of simulated AMHS anBTA users as well as to addresses
associated with the various layers of communicati@elow the configuration parameters are

specified in the categories of AMHS and CIDIN/AFENmMmunications.

51 AMHScommunication

511 AMHSapplication
* Number of transfer ports: 3
*  Number of AMHS users: 30

Reference: Section 3.2, Figure 2 and Figure 3.

5.1.2 Layer addresses

No. AddressType | AMHStechnical
specifications
IUT AMHSTest Tool
1 Application 25.2.1,25.2.2,
Process Title 2.5.2.3 of Doc
9880, Part Il [1];
2.3.2.2 of Doc
9880, Part Il [2]
2 AE-Qualifier 25.2.4,2525) ATS Message Server: AMS(7)
2.5.2.6 [1]
AFTN/AMHS Gateway: GWB(8)
3 Presentation 2.5.2.7,2.5.2.8, tbd tbd
Selector 2.5.2.9,25.2.10
25.2.11,25.2.12
[1]
4 Session Selector 25.2.7,25.28, tbd tbd
2.5.2.9,25.2.10
25.2.11,25.2.12
[1]
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No. AddressType | AMHStechnical Value
specifications
IUT AMHSTest Tool
5 TSAP 2.5.2.7,25.2.8 tbd tbd
2.5.2.9,25.2.10
25.2.11,25.2.12
[1]
6 TCP Port n/a 102
7 IP Address n/a tbd MTA(1): thd
MTA(2): thd
MTA(3): thd
8 MAC Address n/a tbd MTA(1): thbd
MTA(2): thd
MTA(3): thd
Reference: Sections 3.3 and 3.5.1.1.
Table 4: Layer addresses (AMHS communications)
5.2 AFTN/CIDIN communication
5.2.1 AFTN application
* Number of links: 1
* Number of AFTN users: 30
Reference: Section 3.2, Figure 2 and Figure 3.
5.2.2 Layer addresses
No. Address Type Reference Value
lUT AMHSTest Toal
1 CIDIN Entry (Ae) | [4]6.1.2.1.4.5 thd tbd
CIDIN Exit (AX) [4]5.1.2.7 thd tbd
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2 | X.25DTE [4] 4.2.1.7 tbd tbd

Reference: Sections 3.4 and 3.5.1.2.

Table 5: Layer addresses (CIDIN communications)
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6 Test Data

The test data generated and evaluated in confoem@sting environments with the AMHS
Test Tool comprise (cf. Figure 5):

(1) AMHS and AFTN information objects exchanged betwdgenAMHS Test Tool and IUT.
These information objects are well defined by thdHS technical specifications [1] and
Annex 10, Vol. Il [3], respectively.

(2) AMHS information objects entered and presented MHS user interfaces of the IUT.
Even if these information objects are substantialhecified by the AMHS technical
specifications [1] their appearance at AMHS uségrfaces is specific to a given IUT. In
addition, when entering AMHS information objectsta@n parameters may be handled by
the IUT as defaults and do not appear at userfates at all.

(3) The AMHS technical specifications specify eventbeoreported to the Control Position
of an AFTN/AMHS Gateway. However, the style of rdpg is an implementation
matter.

(4) Traffic log data to be maintained by the IUT areeaped in the AMHS technical
specifications [1], however, their handling andsgr@ation is specific for each IUT.

The correct interpretation of test data of the $yfi8 to (4) needs insight into the IUT's User
Manual.
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AMHS
AMHS SARPs | nformation Objects
Melssage Report Probe
| | e
MTE IPM ﬁ:ontent RTE Cc?r?tgat
| |
IPM IPN DR NDR
IPM IPM E
Heading Body s i !
i ATS-Message- ATS-Message- | i
i Header Text i !
N Y | :
' : :
' ' : Conversionsin
the AFTN/AMHS
: : : Gateway
| ' SVC “ADS SvC
AFTN User Message SS ACK p "
| J | UNKI\|IOWN” QTA| RPT
AFTN
Annex 10 Vol. Information Objects
Note.- Shadowed AMHS information objects are dethilethe level of elements.

Figure 14: Information objects supported by the AMEHTest Tool
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