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Aviation cyber threat landscape
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Ransomware on aviation (global)

2020
One/week

2021
Two/week

Out of 1.260 events
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Risk Management
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Presenter
Presentation Notes
Management can address security gaps in three ways: Management can decide to cancel the project, allocate the necessary resources to correct the security gaps, or accept the risk based on an informed risk / reward analysis.




MITRE ATT&CK : Techniques most commonly used to attack 
aviation
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Top Detection Means

EUROCONTROL/EATM-CERT 9

Top 10 Mitigation Means
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IANS Trainings

• EUROCONTROL has training facilities Luxembourg IANS
• We are planning to expand cyber security trainings with more technical ones
• We are slowly resuming training courses with physical attendance: 

• key for a topic such as cybersecurity
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Available Training at IANS for ATM Security 
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Click here for the full catalog

Conducting an ATM Security 
Risk assessment 
[SEC-RA]

Oversight of Security 
Management Systems in ATM 
[LEX-CYBER]

An introduction to cyber 
security in ATM 
[SEC-CYBER-INTRO]

Cyber security in ATM - Main 
threats and solutions 
[SEC-CYBER]

Introduction to Managing 
Cyber Security in ATM 
[SEC-CYBER-MS]

IANS Security Catalogue

Cybersecurity for operational 
staff 
[SEC-CYBER-OPS]

Presenter
Presentation Notes
Conducting an ATM Security Risk assessment 
Duration: This course takes place over 4 days. You will have 4 virtual sessions. You need to plan 8 hours to complete this course. 
Objectives: Describe ATM Security in its context; Conduct a Security Risk assessment;
Audience: All staff involved in activities with security relevance, i.e. oversight authorities, project managers, operational and technical staff, safety experts etc … 

An introduction to cyber security in ATM 
Duration: This course takes place over 4 days. You will have 8 virtual sessions. You need to plan 12 hours to complete this course. 
Objectives: At the end of this virtual course the student will be able to: - state the scope of ATM cyber security; - list CNS security aspects in the ATM System; - state the current threats and the available EATM-CERT services; - describe how Cyber security incidents can be managed; - list the risks related to emerging technologies 

Oversight of Security Management Systems in ATM 
Duration: This course takes place over 2 days. 
Audience: This course is designed for those working within an NSA and is an optional element of the NSA Training Initiative. It may also be of interest to staff working for other civil or military ATM security regulatory bodies or for ATM service provider organisations. 

Cyber security in ATM - Main threats and solutions :
Duration: This course takes place over 5 days. 
Audience: - all ATM staff who deal with information systems for ATM, including CNS systems and operational data; - ATM staff dealing with security, more specifically cyber security; - Project leaders of cyber-related projects, i.e. CNS and IM; - System managers of ATM systems. 

Introduction to Managing Cyber Security in ATM:
Duration: This course takes place over 4 days. Audience: All ATM personnel (e.g. project managers, systems engineers, operational personnel, regulatory personnel, etc.), without any cyber security knowledge

Cybersecurity for operational staff:
Duration: This course takes place over 2 days. Audience: Mainly operational staff from ANSPs as well as ANSP managers. 


https://trainingzone.eurocontrol.int/ilp/pages/landingpage.jsf?faces-redirect=true


Webinars

• 2 hours or 1h15
• Some on invitation: aviation, cyber, other sectors
• 2020:

• 2020 report on cyber in aviation
• SOC
• Pentest
• MITRE ATT&CK in aviation

• Future:
• Ransomware
• Social engineering
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• 2021:
• How can we build a more cyber-resilient 

aviation?
• 2021 report on cyber in aviation 
• FlyAI – AI for cyber, cyber for AI
• Cyber Threat Intelligence
• Vulnerability management
• Is aviation cyber-resilient enough?



Crisis management exercise: Room42
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Crisis management exercise: Room42
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ENISA Cyber Europe exercises are simulations of
large-scale cybersecurity incidents that escalate
to become cyber crises. The exercises offer
opportunities to analyze advanced technical
cybersecurity incidents but also to deal with complex
business continuity and crisis management
situations.

EACCC CYBER 2018 EXERCICE SCENARIO

 Through getting access to a common
network infrastructure and exploiting
specific vulnerabilities in the surveillance
infrastructure, the perpetrator manipulates
the performance of the ANSP systems in a
way that is not recognizable as cyber-
attack.

 Air Traffic Control (ATC) centers in the
directly affected States running on
approximately XX% capacity reductions due
to performance issues;

 Breaking News from media reports that an
organization is claiming that they have
cyber-attacked these centers and they will
continue with attacks on all other ATC
centers in Europe;

 EACCC to coordinate and share
information

Directly affected states:

BULGARIA
ITALY
MONTENEGRO
SERBIA
THE NETHERLANDS



THANK YOU 

patrick.mana@eurocontrol.int
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