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Agenda

» Cybersecurity in Civil Aviation

» ICAQO’s Work on Cybersecurity & Cyber Resilience

» The Aviation Cybersecurity Strategy and Action Plan
» Major ICAO Initiatives

» Cybersecurity Culture
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Cybersecurity in Civil Aviation

Impact of Technology
( mmmwrw SN

Digitalization is KEY to Civil Aviation
INTEROPERABILITY and Future Development
Across ALL Domains
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Dozens of aircraft VANISI from
air-traffic control radars
sparking HACKING fears
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Airlines under siege from hackers

Cyber Threats are
BORDERLESS,
COMPLEX, and AGILE
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Air France cyberattack: Whao is the Moujahidin
T'eam and why are they waging cyber-jibad?
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REUTERS

BA apologizes after 380,000 customers hit
in cyber attack

Plsand sumas | w4

RavnAir flights in Alaska canceled after cyber
attack
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At leasta dozen RavnAir filghts In Alaska were canceled Saturday following what the company described
as " malietous eyber attack* o 1ts computer nevwork.

passengers, said i d

. which of Alaska, canceled Dashs
aireraft, she said

The cancellations hit at the peak of holiday travel in Alaska, with schools ot and many famlies
traveling 1n the stae oc Qutside.
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Cybersecurity in Civil Aviation

Efforts to address cybersecurity should be:

Consistent

Clear

Harmonized

Trusted

Cross-cutting across aviation domains

In line with global priorities

Coordinated with IT Stakeholders outside
the Aviation Sphere
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ICAO’s Work on Cybersecurity & Cyber Resilience

Civil Aviation Dubai i
Cybersecurity Action . Assembly Resolution
Plan Declaration A40-10

Global ATM ovb .
Operational Assembly Bucharest ybersecurity
Concept Resolution A39-19 Communique Action Plan

e

!! Aviation Cybersecurity

Cybersecurity Guidance
Strategy Material
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ICAO’s Work on Cybersecurity & Cyber Resilience

=  Legal Instruments:
* The Beijing Convention and The Beijing Protocol of 2010
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CONVENTION

SUPPLEMENTARY TO THE CONVENTION FOR THE
SUPFRESSION OF UNLAWFUL SEIZURE OF AIRCRAFT
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ICAO’s Work on Cybersecurity & Cyber Resilience

=  Legal Instruments:
* The Beijing Convention and The Beijing Protocol of 2010
=  Standards and Recommended Practices:
* Annex 17 — Security: Standard 4.9.1 and Recommended Practice 4.9.2
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ICAO’s Work on Cybersecurity & Cyber Resilience

[ICAO  SECURITY & FACILITATION

2021 | THE YEAR OF SECURITY CULTURE

Annex 17 to the Chicago Convention - Security
= Standard 4.9.1

Each Contracting State shall ensure that operators or entities as defined in the national civil
aviation security programme or other relevant national documentation identify their critical
information and communications technology systems and data used for civil aviation purposes
and, in accordance with a risk assessment, develop and implement, as appropriate, measures to
protect them from unlawful interference.

;, = Recommended Practice 4.9.2

Recommendation— Each Contracting State should ensure that the measures implemented
protect, as appropriate, the confidentiality, integrity and availability of the identified critical
systems and/or data. The measures should include, inter alia, security by design, supply chain
security, network separation, and the protection and/or limitation of any remote access
capabilities, as appropriate and in accordance with the risk assessment carried out by its
relevant national authorities.
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ICAO’s Work on Cybersecurity & Cyber Resilience

=  Legal Instruments:
* The Beijing Convention and The Beijing Protocol of 2010
=  Standards and Recommended Practices:
* Annex 17 — Security: Standard 4.9.1 and Recommended Practice 4.9.2
4 =  Assembly Resolutions:
* A39-19 and A40-10 Resolutions on Cybersecurity
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ICAO’s Work on Cybersecurity & Cyber Resilience

ICAO 40t Assembly Resolution A40 — 10: Addressing Cybersecurity in Civil Aviation
= Recognizes that cybersecurity risk can simultaneously affect a wide range of areas;
= Reaffirms the obligations States have under the Chicago Convention;

Highlights the need for global universal adoption and implementation of the Convention on the
Suppression of Unlawful Acts Relating to International Civil Aviation (Beijing Convention) and
Protocol Supplementary to the Convention for the Suppression of Unlawful Seizure of Aircraft
(Beijing Protocol);

= Recognizes the need for aviation cybersecurity to be harmonized; and

Calls upon States to implement the Aviation Cybersecurity Strategy.
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International Cooperation

Governance

Effective Legislation & Regulations

‘ Cybersecurity Policy

Information Sharing

Incident Management & Emergency Planning

Capacity Building, Training, & Cybersecurity Culture
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https://www.icao.int/cybersecurity/Pages/Cybersecurity-Strategy.aspx
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The Cybersecurity Action Plan

= The First edition of the Cybersecurity Action Plan was published in November 2020.
= TLP Green (asp@icao.int to request a copy) + Published on ICAO-NET.

" Provides the Foundation for ICAO, States and stakeholders to work together, and

proposes a Series of Principles, Measures, and Actions to achieve the objectives of
the Cybersecurity Strategy’s seven pillars.

= Develops the Seven Pillars of the Aviation Cybersecurity Strategy into 29 Priority

Actions, which are further broken down into 54 Tasks to be Implemented by ICAO,
tates, and Stakeholders.
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The Cybersecurity Action Plan
Cybersecurity Action Plan (Example)

Priority Outcome Pillar 3: DEVELOP EFFECTIVE LEGISLATION AND REGULATIONS

° Ensure that appropriate regulation and legislation are in place for cybersecurity;
Priority Actions ° Develop appropriate guidelines for States and Industry in implementing cybersecurity related provisions;
Ensure that international legal instruments provide appropriate measure for the prevention, timely reaction to, and prosecution of cyber-incidents.

Traceability to the Traceability in
By Cybersecurity . v Specific Measures/Tasks Maturity Target
Action Plan
Strategy

CyAP 3.1 Member !\lumber of States having ratified Beijing Low
States instruments

CyAP 3.2 ICAO 33 8.3 Analysis of international air law instruments Report and update plan N/A 2020

CyAP 3.3
|

8.4 Member States to ratify Beijing instruments. ongoing

ICAO and Analysis of existing international and national Promote ratification of instruments to

Member 33 8.2 legislation in the cybersecurity field and identify .~ Medium 2022 - 2023
. . L incriminate unlawful cyber acts.

States gaps, including criminal law.

ICAO,
Member Review existing ICAO standards to identify need . .
CyAP 3.4 States and 33 8.1 for potential cybersecurity updates Regulatory gap analysis High 2021
Industry
Create, review and amend guidance material Accented and agreed cvbersecurity euidance
CyAP 3.5 ICAO 3.2 5.4 related to  implementing  cybersecurity mater:ial g 4 Ve High 2021-2022
requirements

15
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ICAO’s Work on Cybersecurity & Cyber Resilience

=  Legal Instruments:
* The Beijing Convention and The Beijing Protocol of 2010
=  Standards and Recommended Practices:
* Annex 17 — Security: Standard 4.9.1 and Recommended Practice 4.9.2
o OAC’W* =  Assembly Resolutions:
* A39-19 and A40-10 Resolutions on Cybersecurity
=  Procedures & Guidance Material:
* Procedures for Air Navigation Services — PANS
* Doc 8973 (Restricted) — Aviation Security Manual
* Doc 9985 (Restricted) — ATM Security Manual
* Aviation Cybersecurity Strategy
* Cybersecurity Action Plan
e Using Traffic Light Protocol
e Cybersecurity Culture in Civil Aviation (Under Development)
e Cybersecurity Policy Guidance (Under Development)
Capacity Building

2021 | THE YEAR OF SECURITY CULTURE
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Major ICAO Initiatives

= Foundations of Aviation Cybersecurity Leadership and
Technical Management

v’ Partnership between ICAO and Embry-Riddle
Aeronautical University

v" 10 Half-Days of virtual learning


Presenter
Presentation Notes
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M a] O r I CAO I n It | at |ve s ¢ Cybersecurity governance and oversight

e Cybersecurity risk management and assessment
¢ Managing supply chain risk

¢ Information sharing

¢ Staff awareness and training

¢ How technology underpins all aviation systems ¢ Organizational resilience and incident response
¢ Interdependencies between aviation safety, security, and cybersecurity
¢ Why and how adversaries attack systems

¢ Identifying and scoping cybersecurity critical systems in aviation

* Regulatory and legal considerations of aviation cybersecurity

¢ The importance and value of aviation cybersecurity culture

Dayl Day2 Day3 Day4d

¢ Building a Cybersecurity Strategy

* Tabletop Cybersecurity Incident Exercise
» Combining Leadership & Technical Aspects
> Aviation-Based Scenario

+ Identity and access management »> Brings all Course Elements into Practice

¢ Data Security
e System Security
Resilient networks and systems
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Major ICAO Initiatives

=  Planned Sessions

v’ First Session: 4 — 8 & 11 — 15 October 2021 (Central European Time)
Conducted

v Second Session: 6 — 10 & 13 — 17 December 2021 (Eastern Time)
In Class
= Link to Course

v' https://www.enrole.com/erau/jsp/course.jsp?categoryld=5586BD00&co
urseld=SGC-1101
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Major ICAO Initiatives

= Foundations of Aviation Cybersecurity Leadership and
Technical Management

= Managing Security Risk in ATM
= Cybersecurity Oversight (Under discussion)
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Major ICAO Initiatives
= Secretariat Study Group on Cybersecurity — SSGC
= Research Sub-Group on Legal Aspects
= Working Group on Airlines and Aerodromes
= Working Group on Air Navigation Systems
= Working Group on Cybersecurity for Flight Safety
= Ad-hoc Working Group on Cyber-Attack Scenarios
= Task Force on Cybersecurity Action Plan & Guidance Material

=  Trust Framework Study Group — TFSG

= Trust Reciprocity Operational Needs Working Group
= Digital Identity Working Group
= Global Resilient Aviation Interoperable Network Working Group

= Several ICAO Panels
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Major ICAO Initiatives

EAR OF SECURITY

Concerned
ANC Panels

Trust
Framework
Within
Panel
Structure
of ANC

Cybersecurity

Committee

Cybersecurity
Panel

Concerned
ATC Panels
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Major ICAO Initiatives

ICAO Year of Security Culture (YOSC) - Objectives:

= To encourage the aviation industry to think and act in a security-conscious
manner

= To raise security awareness in aviation operations - achieving a balance of
security, safety, facilitation and the passenger experience

To promote an effective and sustainable security culture, as a critical core
value endorsed from top management: “security is everyone’s responsibility”
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Major ICAO Initiatives

Cybersecurity Culture: pr CYBERSECURITY

= Humans are the weakest link in the cyber ‘ L -
chain, but also the first line of defense against EVERYONE MUST
cyber threats. SHARE THE

= Cybersecurity Culture is a cornerstone to
protect civil aviation against cyber threats.

RESPONSIBILITY
«

ICAO is incorporating Cybersecurity Culture in the Activities of the Year of
Security Culture to promote and support the development and implementation
of a Robust aviation Cybersecurity Culture that will support the efforts for a
Cyber-Secure and Resilient Civil Aviation Sector
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Digitalization is ESSENTIAL for the Growth of the Civil Aviation Sector
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North American
Central American
and Caribbean
[NACC) Office
Mexico City

South American
[SAM) Office
Lima

ICAD
Headquarters
Montréal

Western and
Central African
[WACAF) Office
Dakar

European and
North Atlantic
[EUR/NAT) Office
Paris

Middle East
[MID) Office
Cairo

Eastern and
Southern African
[ESAF) Office
Nairobi

Asia and Pacific
|APAC) Sub-office
Beijing

Asia and Pacific
(APAC) Office
Bangkok
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