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SOURCES OF SAFETY INFORMATION _

SAFETY OCCURRENCE REPORTING
/ SYSTEMS

@ ACCIDENT / INCIDENT INVESTIGATIONS
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SAFETY DATA CAPTURE & PROCESSING SYSTEMS (SDCPS)

FRAMEWORK FOR STATE SAFETY PROGRAMMIE (SSP)

2. Risk MIANAGEMENT 3. SAFETY ASSURANCE

HazaRDS |DENTIFICATION AND o 3 SDCPS =
SAFETY RiISK ASSESSMENT J (STATE) .

MANAGEMENT OF SAFETY
RISKS

(PROVIDER) |
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Safety Assurance

Planned Changes
{SRM Trigger)

System
Analysis
(2a)

System
Operation

Safety Risk Management
and Safety Assurance

; Identify Data
Specrﬁg Hazards Acquisition
Information (2b) & Process

Analyze
Safety Risk
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Data
Analysis

Potential Hazard or
Ineffective Controls
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Accepted System
Assessment
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Evaluate
Proposed
Controls
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Rizk Not Accepted

Caontrol
Safety Risk
(2e)
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Coding
Taxonomy

Safety
Screening

Internal Investigation:

Systematic process whereby all of the possible causes of an
adverse event are evaluated and eliminated until the
remaining causes are identified as applicable to that
investigation

Internal
Investigation
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Event Classification & Categorization Safety Screening

Inflight collision or near collision with tervain, water, or obstacle without indication of
loss of control.

Classify the event in terms of the ADREP Lsage ot

* CFIT 15 used only for occurrences dunng awrborme phases of fhght

Aviation occurrence categories. ' ﬁ%mmmﬂmwm
Several types may apply to same event * G oo dring e et Mkl Combiions (40 o Vi

AviaTioN OCCURRENCE CATEGORIES

+  Includes mstances when the cockpat crew is affected by visual diusions or degraded
visual environment (e.g . black hole approaches and helicopter operations m brownout or
whiteout conditions) that result in the awcraft being flown under control into terrain,

DEFINITIONS AND Usace NoTES water, or obstacles.

‘orisser 1 a0y » [ control of the areraft is Jost (induced by crew, weather or equipment failure), do not
use this category; use Loss of Control - Inflight (LOC-T) instead.

+ For an occurence involving mtentional low altitade operations (e g, crop dusting, aeial
work operations close to obstacles, and Search and Rescue (SAR) operations close to
water of ground susface) use the Low Altirde Operations (LALT) code instead of CFIT.

* Do not use thas category for occumences mvolving intenhonal fhght mbotoward terrain
Code all collisions with obstacles during take-off and landing vader TOL. Code all
suicides under Secunty Related (SEC) events.

s Do not use thas category for oocumences imvolvng rumway undershoot/'overshoot, whach
are classified as Undershoot Overshoot (USOS)

+ Includes flving indo femain dunng transition wio forward faght
. kahmm,ﬂhkm&rwmhndmgm:uqt‘ﬂm&

occurrence myvolves fivimg mbo terram without indication of loss of control dunng
transition into forward flight.

| | "
&I > Xﬁ \‘:““:& EE;
> n
TOC] MAC RI RE RAMP

CFIT
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Risk Classification _

Risk severity
Risk
Based on the severity and likelihood estimation, risk index e e s (R ol Mol R
is mapped as a single plot (severity vs probability) in the risk e 5| BA | B8 | 8¢ | e | 88
matrix. O
Occasional 4 4A 4B &40 4D &E

. . Remcte 3 3A B ac 3D 3E
Best practices to be applied are: :

mprovavie 2 | 2A 28 | 2¢ | 2D | 2E
» Plot into matrix corresponding to worst credible mprobabe 1 [ 1A | 18 | 1C | 1D | 1E

scenario

» Event Risk Classification developed by ARMS
methodology

> Risk assessment tools

27 November 2018 9
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Risk Classification

O Airline risk management solutions (ARMS) is a methodology aimed to produce a useful and
cohesive operational risk assessment method for airlines and other aviation organizations.

L Event Risk Classification (ERC) is an arms deliverable, aimed at the preliminary review of
reported events in terms of prioritization and a risk allocation.

L ERC value based on the answer to two questions:

* Q1 looks to identify the accident outcome that is of most concern when this type of event occurs.

* Q2only considers remaining barriers to estimate the probability of further escalation into the most
credible accident outcome

O ERC application is a 4x4 matrix, where risk estimation corresponds to the area of intersection of the two
guestions

27 November 2018 10
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ARMS Event Risk Classification

It can be applied to all safety data which describes individual events.
This step called Event Risk Classification (ERC): The objective is

twofold:

 First, to understand what was the risk involved in a specific
historical event and;

1 Second, being able to treat a large number of events through their
cumulated risk rather than only counting numbers of events.




ICAO  UNITING AVIATION

ERC-a matter of three steps

EVENT Risk CLASSIFICATION (ARMS)
Question 2 WORST CREDIBLE

\hat was the effectiveness of the remraining | Question 1 ACCIDENT CRITERIA
barriers between this event and the most If this event had escalated into an
credible acdident soengrio? acdident outcome, what would have

Effective  Limited Meﬂecﬁ\e been the most credible autcame? Typical accident scenerios

Loss of contrdl, mid air collision,
M Loss of aircraft or muitiple | |uncontroliabie fire on board, expiosions,

iieg (3 or more) total structural failure of the aircraft
collision with temain

1 or 2 fetaties, mutiple f W REMBNING
[Maior Accider]  seriousinjuries, mejor | |97 SPeeTERRALGliSion, maor EFFECTIVE BARRIERS
Othearat | [MEuenceinknes
damege 3! INCLUDING THE ONE
Minor Injuries | Minor injuries, minor damege | Pushiack accident, minor weather THAT STOPPED THE
or damege to arcraft damage ESCALATION

outcorme ocor operationdl consequences (e dversion,
ddlay, indvidual sickness)

; Any event which could not escalate into
No acd wa anacadert, even if it may have

RISK
- Investigate immediately and take action. ESTIMATION AND
WEIGHT
- Investigate or carry out further Risk Assessment

—> Use for continuous improvement (flows into the Database).

27 November 2018 12
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EVENT RISK CLASSIFICATION- Example

An A320 aircraft experienced an almost total

loss of thrust in both engines after Q].. Potential accident outcome in this case is a catastrophic
encountering a flock of birds and was accident (most likely outcome)

subsequently ditched on the River The aircraft

had departed about 2 minutes before the in-
flight event occurred QZ: total loss of thrust in both engines subsequently ditched on the

river. Decision-making of the flight crewmembers and their crew

The 150 passengers, including a lap-held child, resource management during the accident sequence and a/c was

and 5 crewmembers evacuated the airplane via equipped for an extended overwater flight. Barriers were minimal

the forward and over wing exits. One flight
attendant and four passengers received serious
injuries, and the airplane was substantially
damaged.

Coesmen 1

I this evert Pad ascaated nio an
i . what wouks have

been tha most

Extanes (3 or move]

a o [Frahbash acc e, mircr veadhe
= darage e fwcae

[Rrs wvant whizh coukd s macaata Pis.
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What are we achieving?

e Rapid risk assessment of aviation occurrences

 Focusing proactive activities such as trend monitoring and research
investigation

e |dentifying low frequency and high risk occurrences

e Documenting all likely situations that increase risk
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What are we achieving?

e ERC will produce a numerical Risk index value for each event

e Summing together the event risk values from different events gives cumulative
event risk value which can be very useful in identifying threats and safety issues

e Graphical “risk picture” for occurrence type

e Pick out high risk occurrences at glanced



GPWS / TAWS alerts (By Risk Group)

What we can do with ERC?
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What we can do with ERC?

100,0

10,0

Average ERC Risk Index (logarithmic scale)
| e
o

=

10 100 1000
Number of occurrences (logarithmic scale)
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EVENT Risk CLASSIFICATION ‘KRWIS’

Developing =i Ao Ak Trgrwport Mpnsgemers

Et_,——q Thes s & gusdeine o cptemae e Event Rk Classfcation for common
1= _a:-”_] ‘wveres in T Ax Barkn ARMS Tool

. Ploane note Al Sanaartiied scoxbert Clooms, remErng Barre—s and
CiaRACRONG below Should b (e 10 D (LS1 3 Guideine. Ackimonal
baemiens oF anceer

— -
R COu MOl #aCHe 10 M0 MOOdent @ praded

Eesmrmimg .

52
__ig

Index

Common Event Title
Bird Strike
Cabin Crew Reduced
Cracked Windshield
EGPWS Warning
Flap Asymmetry / Flap Disagree
in Aviation Organisations Fuel Spillage
Hard Landing
Laserpointer Altack
Level Bust
Lightning Strike
Developed by the ARMS Working Group, 2007-2010 Long Flare / Late Landing
Loss of Cabin Pressure
Low Fuel Status
Overspeed Warning
Rejected Take Off
Stall Warning
Tail Strike
TCAS RA
Unstable Approach / Late Landing Configuration
Windshear Warning

|

The ARMS Methodology for

Operational Risk Assessment

e - - T T T T T S S I R R Y

available information at Skybrary / ARMS
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WHAT? WHY? WHAT NOW?
HOW?

O Facts are the evidences found (what happened?)

O Analysis explains why the facts were there and how
they turned into the outcome (why and how
happened?)

O Safety actions indicate what to do to avoid future
repetitions (what now?)

27 November 2018
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'FACTS GLOSSARY

Something that happens at a specific point or points in time

_ Something that exists for a period of time rather than occurs

at a specific point in time (state, situation or circumstance)

Safety Factor Eventor condition that increases safety risk

Safety factor that, if it had not occurred or existed at the
relevant time, then the occurrence would probably not
have happened

Safety factor that is a characteristic of an organization or a
system, rather than a characteristic of a specific individual,
or characteristic of an operational environment at a specific
point in time

27 November 2018 21




ICAO  UNITING AVIATION

ANALYSIS

O Structured process to determine which events and conditions were safety
factors, with an emphasis on determining contributing safety factors (for
occurrence investigations) and safety issues

O It is important that the investigation identifies what happened before trying to
identify why it happened.

O The process of developing a sequence of events will achieve this goal, but it
also helps to do the following:

* review available information about the occurrence in a structured manner

e identify potential relationships between events

e identify gaps and discrepancies in the collected data

e understand the nature of the occurrence and the aspects to consider when conducting
interviews and collecting other types of data

e identify occurrence events and individual actions associated with the occurrence, which
provides a platform for the safety factors analysis

27 November 2018 22
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ANALYSIS

Sequence of events: there are different ways of
graphically presenting a sequence of events, the most
common are:

» Events chart showing each event as a rectangular box,
with the time and title in each box. arrows connect
each box in a sequence.

» Timeline chart depicting the events and showing the
duration between events

» Gantt chart showing each event on one line, with a
graph showing the start point and end point

27 November 2018
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Sequence of Events- Example

O During a previous flight, our aircraft suffered a “brake anti-skid” failure which
was deferred according MEL.
In the following flight, during approach, we found (unexpectedly) a snow storm and wind

a
shear.

QO The flight turned unstable, however i recovered the control and continued with the
a

approach.
After touchdown, braking action was partially applied, however the runway was covered
by snow and the aircraft started to slide towards a runway excursion resulted i

l l | » €

Brake anti-skid u/s and deferred by MEL

Unexpected snow conditions

Safety Factors
. Condition

. ContributingSafety Factor Un-stabilized Decision to Braking Runway
Approach Land action Excursion

27 November 2018 24
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Safety Actions

U structured process to facilitate the design of the safety action by relevant units
or organizations

U Safety action: tasks that organizations and individuals do in response to the
identification of safety issues in order to prevent accidents and incidents.

U depending on the “ownership” of the risk, there are several types of safety actions:

v’ For organizations that “own” the risk, safety actions are integrated in the cycle of safety risk
management and change management (mitigations)

v’ Organizations that do not own the risk (e.g: a CAA or an AIB) may raise safety recommendations
to address specific safety issues.

e Safety recommendations focus on stating the problem without identifying specific solutions (that
is the role of the organization that owns the risk)

27 November 2018
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"SAFETY SCREENING- Example

O During a previous flight, our aircraft suffered a “brake anti-skid” failure which
was deferred according MEL.

O In the following flight, during approach, we found (unexpectedly) a snow storm and wind
shear.

O The flight turned unstable, however i recovered the control and continued with the
approach.

O After touchdown, braking action was partially applied, however the runway was covered

by snow and the aircraft started to slide towards a runway excursion resulted i

ICAO Metrics & RCS ARMS ERC
Severity: Major Q1 Major
Likelihood Occasional Q2 Not effective
Risk Index 4C (Tolerable) Risk Index 500
Safet Schedule performance of a safety Safety Investigate immediately and take
Y assessment to bring down the risk index to Acti . action
Action: the low range if viable ction:

27 November 2018 26
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U Barrier Failure Analysis (BFA) is one of the various analysis methods available in incident XP

O By applying BFA, the performance of barriers can be assessed during an incident investigation.

U the BFA supports in particular (complex) incident investigations that are characterized by a variety of
events that went wrong.

1 PRIMARY / S =
IMMEDIATE CAUSES Q - H = H o = - H
S ; -~
WHAT HAPPENED? ;| N/ ‘\ o
f \\ - IMMEDIATE IMMEDIATE
SECONDARY / ] CAUSE CAUSE
Basic causes [ / ‘ 3 3
WHY HAPPENED? Cs BasIc BAsIC
u’ \_ 1 CAUSE CAUSE
" 1
TERTIARY / d Sao 1 ‘ MANAGEMENT MANAGEMENT
ORG CAUSES SYSTEM FACTOR SYSTEM FACTOR
ApPLICABLE ORG. PROCESSES
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BARRIER FAILURE ANALYSIS (BFA)

BFA

MAIN CAUSE — EFFECT BARRIERS: FAILED,

RELATIONSHIPS MISSING, UNRELIABLE,
EFFECTIVE

a =
==

Barrier Barrier

Immediate Cause
Basic Cause

Management
System Factor

Immediate Cause
Basic Cause

Management
L System Factor

ADREP BASED

27 November 2018 28
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Barriers Assessing

Unstabilized Loss of Control
l Approach with l = during Landing = Runway Excursion l
Snow in RWY Run

Go Around Anti Skid System
- _
il _

27 November 2018
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Linking with Bowtie

Outputs lessons
learned to

Provides input to

27 November 2018
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| Key Points to remember
Conclusion

O Safety reports need to be reviewed through safety screening process so that there
can be an adequate action

O Risk classification provides with the basis to decide upon the type of action to follow

O Internal investigation is the process oriented to identify contributory safety factors
and safety issues

O ‘Safety action’ is the term used to describe the things that organizations and
individuals do in response to the identification of safety issues in order to prevent
accidents and incidents.

O Linking hazard analysis with internal investigation provides an added value to the
SMS processes:
0 strengthens hazard detection through bow tie updating
0 provides an indication of barrier reliability

27 November 2018 31
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