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Introduction

With the continuous evolution of ATM systems and the interconnectivity
enhancements throughout the region it is essential to ensure that adequate cyber
security measures are in place.

As per the Annex 17, Doc 4444 and as per MIDANPIRG 16/26 decision the ATM Data
and Security Action Group (ADSAG) was established with the UAE taking the lead for
the Mid region to develop, in co-ordination with the other states, a security baseline
for the various systems in use.

As part of this security initiative 7 Minimum Security Baseline (MSB) documents
were created which cover the various technologies and systems in use within our
industry.
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These documents were presented in WP 12 at this year’s CNS SG/8 and are currently
under review by the members of the ADSAG.

The MSB’s will then be presented at the MIDANPIRG 17 for review and
endorsement.

As a further enhancement to the MSB’s an online portal, known as the ATM Data
and Cyber Security Portal, has been developed by the UAE to allow ANSP’s and other
stakeholders to report cyber events as well as share knowledge and information on
cyber security incidents.
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ATM Data & Cyber Security Portall

e This prototype portal is not intended to be a comprehensive solution for cyber
security but rather a platform where cyber events can be logged, information
related to cyber attacks shared and discussions held on various cyber topics on
the forum.

* To ensure this is not abused by outside users, access will be restricted to
approved ANSP/industry users only.

e Access will be requested via a template provided on the website and once
approved, we will provide the user credentials to the respective applicant.

e Usage of the portal will be monitored to ensure user compliance and prevent
misuse of the portal.

e This prototype portal will be undergoing testing and enhancements, based on
feedback from users until Q1 2019.
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ATM Data & Cyber Se/curity Portal

e This portal has been developed from scratch and is fully customizable.

 We will be hosting the site on a dedicated, secured server at SZC and access and
site issues can be reported to the adcs@szc.gcaa.ae.

* The address for this portal is https://www.adcsportal.ae

 The planned implementation date for the portal will be will be in conjunction with
MIDANPIRG 17 decision.
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ADCS Portal

UNITED ARAB EMIRATES
GENERAL CIVIL AVIATION AUTHORITY

Home Page
———
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ATM DATA AND CYBER SECURITY PORTAL

No user logged in —
Read only mode

Home Fonum List of Incidents: About

Dashboard view of the
various reported

Top 6 REPORTED INCIDENT TYPES
attacks/events

4 4

6

Cookies and Macros Eackdoor Attacks Adware Attacks
View Details [+] ew Details ] View Details [+] View Details [+] View Details (]
Category wise reported incidents report Last & reported incidents
¥ ID  Attack type Details
35 Database Attacks Email Checking Incident
34 Cookies and Macros Metwork &amp; Systems Attacks -I:Ii
2 33 DMNS Poisoning Email Checking Incident
H
32 DNS Poisoning Email Checking Incident
30 Database Attacks test
29 Database Attacks test Detail
P8 34 i R Quick access for -
2 2
R i % ; : é 3 i 28 Database Attacks @S %" Eamp; *(|_+{PO&quot; LK last 8 reported -De,.‘i
g £ E & 7 z 2 =
i3 2k - events
] 27 Database Attacks asdf
Attacs e
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ADCS Portal — Registration Page

W———— UNITED ARAB EMIRATES
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ATM DATA AND CYBER SECURITY PORTAL
[ Reqister ] [Log in ]

Home Farum List of Incidents

O Welbome Guest! To enable alf features please Login or Register.

FORUM  ACTINETOPKS  SEARCH  HELP LOGIN  REGISTER

ATM Data and Cyber Security Portal = Register New User

Register Naw User

Account
User Name: |7|
Emallddress: [ |
Haome Page - |7|
Company Name : |
Company Phone: |
Passwaord
Password: | |
i i Confinm Password: | |
- User Mame is required. ——
- Email is required. secstty Questirs | '
- Company Mame is required. security Answer: | |
- Password is required. Searltylmage: : g
- Confirmed password is required. ~olynPebl/ .
- Security question is required. Generats New Image
- Security answer is required. Enter TheLewters From The Securty mages (|
[E=TOT Aiready Signed Up? Click Sign In to login your account.

Py Py |
Thls page Was gEnEtDd 1 0T Soadi.
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ADCS Portal — Registration Process

€ - 0|8 S https,//www.adcsportal.com/frmconfimation

* Application submitted.

e A verification email is then
sent to the user for
approval.

* Once the user approves
the link an email is sent to

the ADCS Admin for final
approval. Thank You!
¢ Once approved by ADCS Thank you for your ATV Data and Cyber Security Portal registration applicafion. Your application has been received and is under review. You shall receive: an emall upon completion of this request.

. . [7you cannot find the email in your inbox, kindly check your spam o junk email folder
Admin the user receives an : JOUTROL AR Checyouspamer)

email notification and the
account is active.
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ADCS Portal — User Login
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ATM DATA AND CYBER SECURITY PORTAL
[ Register][LogIn ]

Hame: Farum List of Incidents About

O Weloome Gursst! To enable all features please Login or Register

FORUM  ACTWETOPICS  SEARCH  HELF LOGIN  REGISTER

( ATM Diata and Cyber Securty Portal » Login |

\Jzar Name or E-Mall Address: | |

Fazword: | |

M Remember me

Register Instead & new Liser

Pty Pley |
Ths page Wi gersratind In q.cod sezsads,
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ADCS Portal — Home Page & User Login
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ATM DATA AND CYBER SECURITY PORTAL

User logged in \NNelccmeszcadmin![Log out]

List of Incidents About

Report Incident

Submission of incidents
and the forum are available
when user is logged in.

Top & REPORTED INCIDENT TYPES

4

Backdoor Aftacks

View Details [+ ] View Details View Details (2] View Details o
Category wise reported incidents report Last & reported incidents:
ID Attack type Details
36 Database Attacks Email Checking Incident
34 Cookies and Macros Network &amp; Systems Attacks
z 33 DNS Poisoning Email Checking Incident
z ¢ .
32 DS Poisoning Email Checking Incident Prete
30 Database Attacks test
29 Database Attacks test
23 Database Attacks 1@E5%" &amp;*()_+H{PO&quot;: LK
27 Database Attacks asdf
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ADCS Portal — Submission of an Incident

INCIDENT REPORTING FORM

MNote! ANl fislds are mandatory to input!

Authority Name
Submitted by

Date of incident

Target application

Attack Details

Attack Impact Select Impact ~

Attack Remedy Setect Remedy -~

Remedy Details

I you were able to prevent the attack. kindly elaborate how and what made it possible for you 1o prevent it?

MSG/6, Cairo, Egypt 3 — 5 Dec 2018

GEMERAL INFORMATION

Type of attack

Time of incident

INCIDENT DETAILS

Source country

Target OS

Attack status

IMPACT DETAILS & REMEDY

Attack Cause

PREVEMTION DETAILS

LESSOMS LEARNT

Select Attach Type

Select Country

Select OS

Select Status

Select Cause

~

\

Incident reporting form.
The more information that is
added the more robust and
comprehensive the database
will be.
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ADCS Portal —List of Incidents

Home Forum Report Incident List of Incidents About

Uniuedt Arah Emirawss

SuB CATEGORIES WISE ALL REPORTED INCIDENTS

GENERAL INFORMATION . .
chCategories < Incident List form.

List of Incidents

View all Rported incidents

Metwork & Systems Attacks <

Web & Application Attacks <

Database Injections <
Human Factors <
Spam and Phishing <
Z'Useful links <

REPORTED INCIDENTS

ID  Awthority Name Incident date Target resource Attack status Attack type Detail

36 Email Checking Incident 302018 Email Checking Incident Prevented Database Attacks m
34  Email Checking Incident 27109/2018 Network Samp; Systems Attacks Impacted Cookies and Macros m
33 Email Checking Incident 29/09/2018 Email Checking Incident Impacted DNS Poisoning m
32  Email Checking Incident 29/09/2018 Email Checking Incident Impacted DNS Poisoning m
30 teset 18/09/2018 test Prevented Database Attacks m
29 feset 25/07/2036 test Impacted Database Aftacks m
28 @#5%MEampH)_+HPOSquot; LK 30M1/2017 @453 &amp;*()_+}{PO&quot; LK Impacted Database Attacks m
27 teset 19/09/2018 1112 Prevented Database Attacks m
26 GCA 05/09/2018 ABC Impacted Browser Aftacks m
25  Trigger the incident into forum 28092018 Test Incident for Email Check Impacted Cookies and Macros m
1234
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ADCS Portal —Forum Dashboard

=

]lﬁ* (\-} iy

uii",, ‘,‘f_';‘lgi;u

A e
v, g7 -

Uniuact Arab Eminates.

Loggedinas: smadmin 2 1 O @

ATM Data and Cyber Securtty Portal

)

© ShoutBox

Forum Moderators

= Network and System Attacks

= Metwork & System Amacks
| = Jriortvini i i tiiiein

Surrant thme: nogas AWML Your last wisit Morday, Mo 25, 2o Biogmo AN

Topics Posis Last Post

Test o7-1o-2ane @E

Submitted Incident
automatically added to "

—  Web and Application Attacks

o Weeb B Applcanon Attacks
W ver o appicanion Atacks

= e oo < forum and will be s v
- e available for further ' o EE
;:—T;‘ discussion ) ) o

—  Spamand Phishing

[~ it e & v

ks 2 forums 2z read | fas resd (0| semen sees £

- by fahim ! Artacks)

Emall Checkang incdent by fahim (Database injections)

+ active uzer. s member for last 5 manutes
t MOST umers ever caline Was 3 0N 10,7/ 2078 1:47:00 PRL
szcadmin

Detailed view portal
forum showing topics
summary for each
category and statistics
for the same

2 months 2go @ &

2 monthz agc @

Riss Foes [ ssam Feea B

There are 4 posts In 2 topics In 5 forw
& Lastpost 2 months ago by fahm.
70 wwe have = regirersd members.

The newwest mamber Is fahim.

-Newllusﬁ -MnNeanEﬁ -Fonrnux:ken
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ADCS Portal — Incident Discussion Page
[ ATM Data and Cyber Security Portal = Database Injections » Database Injections » Email Cheddng Incadent
Post Reply Delete Topic Lock Topic Move Topic Tag as favorite

Email Checking Incdent - Emaif Checking Incident (Share -] [Options ~ |

<< Previous Topic Next Topic>»>

fahim - #1Posted 2 months ago Muli-Quote

Email Checking Incident

Discussion posts for submitted
incidents

a

[ Rank: Member ]

Groups: Approved
Joined: 102 /2018
Posts:1

fahim~ #2 Posted: 2 months 3o
quick reply
1;
Comments posted

by various users

[ Rank: Member ]

Groups: Approved
Joined: 102 /2018
Posts:1
[=
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ADCS Portal — Post Comment

R R Q‘ UNITED ARAB EMIRATES
LSS e e q}(/ GENERAL CIVIL AVIATION AUTHORITY

ATM DATA AND CYBER SECURITY PORTAL

‘Welcome szcadmin! [ Log Out ]

List of Incidents

Loggedinas: soadmin 2 B ) @

FOMSA  SEARCH  MEMBERS TEAM @ HELF  ADMIN  HOST  MODERATE

[ ATm Cyber » Thoms = Dk » Email Checking Incident = Postareply 1

‘ Create Poll l

Post a reply

Font Color| Default :||chs:ze. Default_:h

Post comments on selected topic /
incident

a

Options:
[5#] 1z this tople parsistent? (Parsistent toplcs are not pruned)
[] wwatch this topic and receive notifications of activity via e=mail?

ILasT 40 PosTs (In reverse order)

Fahim Posted: = months ago
quick reply
fahim Posted:  months ago

email Checking Incldent
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ADCS Portal Enhancéments

 An updated and more comprehensive forum
 More robust backend configuration
 Updating of submitted tickets by the respective user.

 Other suggestions..

MSG/6, Cairo, Egypt 3 — 5 Dec 2018 17



w v allglh 1hild ols 1§ igmll &‘
GENERAL CIVIL AVIATION AUTHORITY =

Conclusion

;j’h;‘."}%:ﬂi{
ANy
[ ot )

 The ADCS Portal is available online and states are urged to
register and provide feedback on additional enhancements.

* The use of this portal is to share knowledge in conjunction
with the MSB’s and will ensure a far more robust and secure
data connectivity within the region.

* Thereis no 100% secure cyber solution available however
having the best possible processes and diligence in place will
greatly improve our resilience to attacks and ensure safe air
navigation services within the MID region.
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