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Main Outcomes from A40

e A40-14: Aircraft disinsection & vector control methods

e A40-15: Combatting human trafficking

e A40-16: Continuing ICAO policies related to facilitation


Presenter
Presentation Notes
At the recently concluded 40th Session of the ICAO Assembly, held in Montréal from 24 September to 4 October 2019, three resolutions were adopted by the Assembly. 

These were: Resolution 14/1 on Mitigation of the spread of disease through, inter alia, aircraft disinsection and vector control methods, and the importance of CAPSCA (Collaborative Arrangement for the Prevention and Management of Public Health Events in Civil Aviation) for implementation;
Resolution 14/2, on Development and implementation of facilitation provisions — combatting human trafficking; and,
Resolution 14/3, the Consolidated statement on continuing ICAO policies related to Facilitation.
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Main Outcomes from A40 Annex 9: work Programme for 2020-2022
Priorities Expected Outcomes
Non-compliance with SARPs  a) Assist State compliance, through the Annex 9 EFOD Compliance
Checklist;

b) Develop a new format for FAL Regional Implementation Seminars
focusing on APl and PNR;
c) Develop with the support of the Global Aviation Training (GAT) office, an
Annex 9 training package.

Responses to new and a) Develop PNR SARPs;

emerging issues b) Set u.p a FALP working group on trafflckm‘g in person; and
c) Consider how to manage the use of multiple travel documents by
passengers during air transport.

Advances in technologies Examine the possible need to include SARPs in Annex 9 vis-a-vis FAL-

related asiects of Remoteli Piloted Aircraft Sistems iRPASi.


Presenter
Presentation Notes
The 40th ICAO Assembly, endorsed proposals for the Annex 9 work programme for the next triennium, that is 2020 to 2022. The table in this slide shows the three priorities recommended, and their associated expected outcomes. It is planned that a new series of regional implementation seminars be held, with a focus on API and PNR. As usual, one such seminar will be organized for the MID Region. 
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Main Outcomes from A40 ICAO TRIP: work programme for 2020-2022

Priorities Expected Outcomes

Monitor the level of implementation of the ICAO TRIP Analysis of the corresponding online Compliance Checklist in the EFOD system of
Roadmap TRIP-related Annex 9 SARPS

Enhance recognition of ICAO leadership on the ICAO TRIP Improved service delivery to States through international cooperation on TRIP-
Strategy related activities
Development of capacity building and assistance Management of the assistance projects

Promotion of the ICAO TRIP Strategy by a wider Symposia and regional seminars, workshops on APl / PNR;
distribution of the guidance material

Development of training material The training courses will cover both Annex 9 related matters and the ICAO TRIP
Strategy

ePassport Standard Roadmap Development of an ePassport Standard Roadmap

Development of the Doc 9303 Compliance Scheme ISO technical specifications and establishment of a list of accredited laboratories
regarding these tests outsourcing

Cost benefit analysis (CBA) template Assessment tool for States willing to implement ABC gates

Passenger Data exchange: Advance Passenger Information Increased outreach to States on APl and PNR data programmes through

(API) and Passenger Name Record (PNR) data collaboration with WCO, IATA, UNOCT, CTED and other partners


Presenter
Presentation Notes
Follow-up of the ICAO TRIP Implementation Roadmap for Member States
Increase the number of ICAO PKD participants
Assistance to States for the completion of Machine Readable Passport (MRP) implementation as and when required
Development of specifications for Inspection Systems & Tools, incl. ABCs
Increase outreach to States on passenger data exchange programmes, namely API, PNR, and the use of the INTERPOL SLTD database for checking passports during border controls through collaboration with international organizations
Enhance the recognition of ICAO leadership on the ICAO TRIP Strategy
Develop and update guidance material for each of the TRIP elements on a continuous basis
Promote and ensure wider distribution of all TRIP guidance materials
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Main Outcomes from A40 ICAO PKD: Programme for 2020-2022

Priorities Expected Outcomes

The operational role of ICAO Assuring uninterrupted PKD operations, by acting as a trust agent and exercising due
diligence on an ongoing basis to maintain the integrity of the digital certificate.

ICAO Master List Developing a new ICAO Master List service that will provide States with a
“one-stop shop” for the validation of all ePassport information, to support the
global interoperability of ePassport validation

Increasing Active Participation - Increasing active use of the PKD at border controls, with the support of the
new Border and Aviation Engagement subgroup of the TAG/TRIP;
- Expanding the activities of the PKD to exchange additional certificates, and
enabling commercial entities to access the PKD data

Promotion Ensuring compliance with ICAO standards and specifications by increasing
States participation in the PKD through promotion via workshops, seminars
and symposia


Presenter
Presentation Notes
The 40th Assembly also agreed on the work programme for the ICAO PKD for the next triennium, as reflected in this slide.
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ICAO Strategic Objectives 2020-2022

Security & Facilitation

Enhance global civil aviation security and facilitation. This
Strategic Objective reflects ICAQO's leadership in aviation
security, facilitation and related border management

maltters.


Presenter
Presentation Notes
ICAO’s security-related work initially focused on developing Standards and Recommended Practices (SARPs) for inclusion in Annex 17. Over the years, its work in the field of aviation security broadened and today is essentially carried out in three inter-related areas: policy initiatives, audits focused on the capability of Member States to oversee their aviation security activities, and assistance to States that are unable to address serious security deficiencies highlighted by ICAO audits. Security audits are performed under the Universal Security Audit Programme, which is managed by the Aviation Security Audit (ASA) Section. Short-term or urgent security-related assistance to States is facilitated by the Implementation Support and Development (ISD) Programme, which is managed by the ISD-Security Section, and longer term project assistance is available from the ICAO Technical Co-operation Bureau.
 
ICAO’s other activities in the field of aviation security include efforts to improve the training of security personnel. In addition, ICAO provides support for regional security initiatives with the aim of strengthening aviation security globally. 

ICAO is also concerned with the facilitation of international air transport, which involves the efficient clearance  of passengers, crews, baggage, cargo and mail across international boundaries without unnecessary delays. Facilitation matters are managed by the Facilitation Section. Three separate programmes fall under the Facilitation: Annex 9 and the ICAO Traveller Identification (TRIP) Strategy that includes all aspects of the Machine Readable Travel Document (MRTD) Programme, including the ICAO Public Key Directory (PKD).
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Annex 9 related developments

« Amendment 27 to Annex 9 — Effective 21 October 2019:
— Unaccompanied minors travelling by air
— Single Window for passenger data transfer (From RP to a Standard)
— Trafficking in persons (New RP 8.47)

« Recommendations of Passenger Name Record Task Force (PNR-TF)
on new/revised SARPs relating to PNR reviewed by the Air Transport
Committee (ATC) in October 2019


Presenter
Presentation Notes
Amendment 27 to Annex 9 – Facilitation was adopted by the Council in May 2019. It became effective on 21 October 2019. The Amendment concerns issues such as - 
the transport of unaccompanied minors by air 
the passenger data single window for API and PNR data transmission
two recommended practices on the important topic of Trafficking in persons. The first recommends that States should take measures to ensure that procedures are in place to combat trafficking in persons. The second recommends that States should take measures to ensure that relevant airport and aircraft operators’ personnel are provided with awareness training on trafficking in persons.

A very important discussion is underway on Standards and Recommended Practices relating to Passenger Name Record (PNR) data. The Air Transport Committee established, earlier this year, a PNR Task Force to review and revise, if necessary, the existing SARPs in Annex 9 on PNR data transfer. In December 2017, the UN Security Council, in its resolution 2396, mandated the use of PNR by States to combat, inter alia, terrorism and the travel of Foreign Terrorist Fighters. The resolution also urged ICAO to develop provisions on the collection, use, and protection of PNR data. The current ICAO exercise addresses, as well, this request by the Security Council. The Air Transport Committee reviewed the recommendations of the Task Force on 25 October of this year.	
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Traveller Identification Programme (TRIP) Strategy
The way forward

Importance to comply with ICAO Standards or to notify Differences when it is not possible
States need to ensure that their travel documents are fully interoperable
Number of International Passengers expected to double in the next 20 years with increased
number of security threats
Focus on improving both Aviation Security and Travel Facilitation for passengers to have a
secure & pleasant experience through a risk-based & efficient border management process.
Effective collaboration among various governmentagencies [y
Efficient Cooperation between international organizations.
Challenges ahead:

* harmonization of intelligence and data sharing;

» shiftto a secure digital process; and

e ensure data privacy.
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Traveller Identification Programme (TRIP) Strategy

New and Updated Guidance Materials

ICAO TRIP Revised Implementation roadmap for Member States (New)

Guide on Evidence of Identity (New)

Doc 9303 Machine Readable Travel Documents (updated 7t Edition)
Guide for Circulating Specimen Travel Documents (New release)
Guidance on Migrating CSCAs (New) |
Guide for Best Practice Guidelines for Optical Machine Authentication (New)

The Implementation Steps of Advance Passenger (API) System (New)

Passenger Name Record (PNR) information (New)

http://www.icao.int/Security/FAL/TRIP/Pages/Publications.aspx
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Traveller Identification Programme (TRIP) Strategy

The UN Countering Terrorist (UNCT) Travel Programme

UNITED NATIONS -
OFFICE

F ColiTenTemoms A global multi-year capacity-building

_ . initiative to assist Member States to

UN Countering Terrorist Travel Programme detect FTFs by using APl and PNR data

Launched on 7 May 2019 in New York in
the presence of the UN and ICAO SGs

Coordinated by UNOCT and
implemented in partnership with CTED,
ICAO, UNODC and OICT, as well as
INTERPOL, through an ‘All-of UN’
approach
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Traveller Identification Programme (TRIP) Strategy
Key areas of implementation of the UNCT Travel Programme

1. Legislative

Assist Member States to strengthen their national legislative frameworks to regulate the
collection, transmission, use, retention and sharing of passenger data in compliance with
international human rights standards

2. Operational

Provide training and other capacity-building to support the operationalization of the PIU e.g.
mentorship, exchange visits, sharing of best practices and lessons learned

3. Air Carrier Engagement

Assist beneficiary Member States in securing the provision of bulk API/PNR data from airlines
to their PIUs in accordance with ICAO standards and recommended practices (SARPs)

4. Technical

Deploy and install the UN ‘goTravel’ software system on the servers of beneficiary Member
States and provide the necessary maintenance support
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Public Key Directory (PKD)
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Presenter
Presentation Notes
The PKD is all about e-passports.
e-Passport contain an embedded electronic chip that stores a country specific digital security feature, known as a digital signature. Information on the chip, in turn, is only useful if it can be validated quickly and securely by using a country public key. 
The ICAO PKD is a cost-effective system for sharing public keys required to authenticate e-Passports, enabling centralised sharing of keys rather than the bilateral exchanges that would otherwise be needed. 
Established in 2007, the PKD enhances security by enabling the secure verification of ePassports by border control authorities. It provides a mechanism for the secure and timely distribution of public keys and related information required for authentication.

ePassport issuing States should participate in this cost-recovery venture as it is the most secure and reliable single global platform currently available, and that will enable States to take full benefit of ePassport investments.
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Legend

- iAPI in force (total: 16)

. . . - APl in force (total: 51)
APl is an Annex 9 Standard applicable since 23 February 2018

Source: IATA
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PNR in force
[ | PNRAuthorized not in force

Source: IATA
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Status of MID States contribution:

- FAL Panel: Egypt, Qatar, Saudi Arabia, UAE

- TAG/TRIP: Egypt, Iraq, Qatar, Sudan, UAE

- FAL Point-of-Contact: all 15 MID States
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PKD participation status in the Mlddle East: 6 out of 15 States

i T T g
b, ! cmgtéw Arab Replbhc

‘rab Jamah riva Kuwait.
Bal
R Saudi Aabia Qatar
.

United Arab E mirates

Oman


Presenter
Presentation Notes
Six of the ICAO MID Region countries are members. Member States are urged to join the PKD because of the importance of enhancing cross-border security and air transport facilitation.
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Traveller Identification Programme (TRIP) Strategy

Use of Automated Border Controls (ABCs) gates

Automated Border Control deployed per Region (Status end of Movember 2015)

70

250 0 ‘ l l Saspon Annex 9 Recommended Practices
» - 1 1 RP: States to consider

[ ]

200 nv,\e & & ﬁ" rad & introduction of ABC system
L‘L—;g m Airports * RP: States using ABCs
— Use PKD to validate eMRTDs
>0 States — Biometric matching against
0 — holder of document
01/05/2019 01/05/2019 — Query INTERPOL’s SLTD
World MID Region database

Source: IATA, May 2019


Presenter
Presentation Notes
Availability of ABCs increased to reach in May 2019 from 179 airports in 60States to  234 airports in 69 States.
In the APAC Region from 33 Airports in 11 States to 61 airports in 12 States and 1 non-State entity
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Traveller Identification Programme (TRIP) Strategy

APl implementation status: MID States

APl is an Annex 9 Standard applicable since 23 February 2018

Status of APl in MID region: 7 States
API : 1 State - Lebanon
iIAPI : 6 States: Bahrain, Kuwait, Oman, Qatar, Saudi Arabia,
United Arab Emirates


Presenter
Presentation Notes
API : 1 country Lebanon
iAPI : 6 countries: Bahrain, Kuwait, Oman, Qatar, Saudi Arabia, United Arab Emirates 
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Traveller Identification Programme (TRIP) Strategy

Status of PNR implementation: MID States
(currently, PNR is not mandatory; RP only)

Lebanon, Qatar, Saudi Arabia, United Arab Emirates

Source: IATA


Presenter
Presentation Notes
Lebanon, Qatar, Saudi Arabia, United Arab Emirates 
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Action by the meeting

to recommend that MID States to:

1. implement all the Annex 9 Standards and especially those related to the ICAO TRIP Strategy, such as
removing all non-Machine Readable Passports from circulation; reporting stolen, lost and revoked travel
documents in the INTERPOL SLTD database; issuing MRCTDs compliant with Doc 9303 specifications; and
implementing an API system;

2. ensure that their respective Annex 9 compliance checklists (CC) are duly completed in the Electronic
Filing Of Differences (EFOD) system;
3. establish a National Air Transport Facilitation Programme (NATFP) and associated Committees in

accordance with the relevant Annex 9 Standards, 8.17 and 8.19;

endeavour to provide ICAO with specimen passports to be used for reference and training purposes;

4
5. implement the ICAO TRIP Strategy roadmap;

6 commit to set up robust civil registration systems to support issuance of reliable eMRTD; and
-

endeavour to join the ICAO PKD as a means to authenticate travel documents in order to facilitate
passengers’ clearance and neutralize the activities of cross-border criminality


Presenter
Presentation Notes
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SAVE UPCOMING ICAO TRIP EVENTS
16" TRIP Symposium March 31 - April 2, 2020
T H E 17" TRIP Symposium May 25 - May 28, 2021

D E 18" TRIP Symposium March 29 - March 31, 2022
A I S *Dates are subject to change

For more info please contact mcrf@icao.int
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Thank You, Merci, Gracias
Cnacunbo, Spasiba

) S& Shukran
B iit, Sie Sie
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Thank You
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