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Item 1: Welcome & Introduction

Speaker: Muna Alnadaf (ICAO-MID)



Meeting Notes

Keep Mic muted

Unmute your mic only 
when invited to speak  

Switch off camera if 
the quality of 

Internet is not good 

Meeting is recordeduse “Raise hand” or 
chat box if you wish 
address question or 

comment
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Group Photo
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Wednesday, 10 November 2021

Time (UTC) Topic Speaker

11:00 – 11:15 Welcome & Introduction Muna

(ICAO MID)

11:15 - 12:00 NewPENS – A general introduction

 A common procurement agreement for managed IP transport 
services

 A governance
 A contractual framework
 Key concepts & figures (users, geographical coverage) 
 Q&A

Nathalie 

Moedersheim

(EUROCONTROL)

12:00 – 12:30 The NewPENS Operating Model

 Policies (accession handling), People (roles and responsibilities), 
Processes and tools

 Q&A

Geert Pierlet

(British Telecom)
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Wednesday, 10 November 2021

Time (UTC) Topic Duration

12:30 – 12:40 Break        

12:40 – 13:10 The NewPENS architecture 

 an introduction to key technical concepts and work practices
 Q&A

Jonathan 

Newman

(British Telecom)

13:10 – 13:40 Cyber Security & EATM CERT Patrick Mana

(EUROCONTROL)

13:40 – 14:00 Wrap-up & Closing Nathalie

Muna
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MIDANPIRG/18 (Online, 15-22 February 2021)

The meeting noted that in spite of several coordination meetings with the CRV service provider (PCCW), the

running cost of the CRV Project is very high and does not meet the objective of the project in having cost-effective

solution. The meeting agreed that alternative means to establish Regional IP Network should be explored, in

particular through discussion with EUROCONTROL to join the European PENS project. Accordingly, the meeting

agreed to the following MIDANPIRG Conclusion:

MIDANPIRG Conclusion 18/37: Alternative Solution to Establish MID IP Network

That, the ICAO MID Office, with the support of concerned Sates, initiate discussions 

with EUROCONTROL, in order to explore the possibility of joining the PENS project as                 

an alternative solution for establishing a MID IP Network.

Background on MID IP Network
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Follow-up to MIDANPIRG Conclusion 18/37

 ICAO MID Regional Office and the chairmen of CNS SG & MIDAMC STG, initiated discussions 

with EUROCONTROL through correspondences and virtual meeting, and it was agreed that as a 

first step, a list of interested States to join the New PENS would be sent to the Service Provider 

(British Telecom) to check the technical possibility of providing connectivity service and discuss our 

request with the New PENS governance body. 

 Followup State letter Ref. ME 3/2.2.1 – 21/084 was sent on 2 June 2021, requesting States yo

confirm their interest to join the New PENS (letter of intent/agreement in principle subject to further 

consultation with concerned parties) and provide the ICAO MID Regional Office with the 

coordinates of the IP Network equipment room.

Background on MID IP Network
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Follow-up to MIDANPIRG Conclusion 18/37

 8 States confirmed their intent to join the New PENS (Bahrain, Egypt, Jordan, Lebanon, Kuwait, 

Oman, Saudi Arabia, and UAE).

 A  NEW PENS Webinar to be conducted to inform the MID States about the technical and 

institutional frameworks of the IP Network Project (NEW PENS). And provide an overview of the 

New PENS Project operating model, architecture, governance and key concepts.

Background on MID IP Network
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Next Speaker 

Ms. Nathalie Moedersheim

Head of the PENS Management Unit - EUROCONTROL

She is an engineer in electronics and signal processing, later, she specialized in telecommunications with a 

focus on the development and delivery of managed network services. Nathalie joined EUROCONTROL in 

2006 bringing expertise in the procurement and management of outsourcing solutions. She started 

collaborating on PENS as service level manager early 2010 with a primary objective to establish robust 

service management practices. She was appointed as Head of the PENS Management Unit in 2017 and led 

the transition programme from PENS to NewPENS.
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ITEM 2 - NewPENS - A General Introduction

 A common procurement agreement for managed IP transport services (WAN)

 A governance

 A contractual framework

 Key concepts and figures (users, geographical scope)

 Q&As

Speaker: Nathalie Moedersheim (EUROCONTROL – PMU)

ICAO-MID – NewPENS Webinar – November 10, 2021



(New)PENS – The Pan-European Network Service

 (New) PENS is an international ground/ground

communication infrastructure jointly implemented

in 2018 by EUROCONTROL and Europeans ANSPs

 The successor to PENS (first generation) – deployed in

Europe in 2009
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 A Pan-European collaboration framework



(New)PENS – The Pan-European Network Service

 Evolves with technology & business 

requirements

 Addresses a wide range of ATM 

Stakeholders 

 Differentiated services

 Pay per Use

 Up to 99,999% availability

 Cybersecurity precautions
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A Robust IP-transport infrastructure for exchanging 

critical and common ATM information, reliably, securely 

and safely in a cost-efficient manner



(New)PENS Building Blocks
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NewPENS Contract with BT
Via EUROCONTROL/Direct

(Managed Services)

Common Procurement Agreement (CPA)
= Code of Conduct, Governance & Charging Scheme

NewPENS Governance & Collaborative 

Framework

Common Procurement for end-to-end managed (IP transport) network services (WAN)

Contractual Element Contractual Element

Operating Model



PENS – Some History

 2006-2007: the context

 EUROCONTROL and a number of ANSPs understood the need and assessed the feasibility and 

benefits for an international IP Network Service

 The Single European Sky (SES) was developing interoperability rules

 New EATM services were emerging, requiring a communications network

 The contract to provide EAD network services was expiring in June 2008

 The contract to provide network services for NM (former CFMU) was expiring in 2009

 An opportunity to create a single comprehensive network to meet the needs of both 

EUROCONTROL and the ANSPs of the EUROCONTROL Member States

 EUROCONTROL was requested to conduct a Common Procurement on behalf of interested 

ANSP

 Directive of the EUROCONTROL Permanent Commission 07/70 - 24 October 2007
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PENS – Some History

 Call for Tenders published in November 2007

 Contract awarded to SITA for 8,5 years, ending on 7 June 2018 – later extended for 2 years 

to accommodate the transition to the second generation contract (NewPENS)

 In May 2013

 17 ANSPs and EUROCONTROL have joined PENS

 More ANSPs wanted to join and the transport of NM related data such as AFTN and EAD but also 

ATS messaging carrying flight information was seen beneficial

 The geographical area for PENS needed to be extended to other States within the ICAO 

EUR/NAT Region and bordering States

 Directive of the EUROCONTROL Permanent Commission 13/81 – 12 July 2013
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Preparing for the second generation of PENS Contract 

(NewPENS)

 Lessons learnt – A success story

 Multi-stakeholder governance – user driven service

 Technology Drivers for Change – NewPENS should be designed to

 Provide true scalable multi-stakeholder support

 Provide differentiated service levels

 Call upon standard telco(s) feature sets

 Provide an architecture which allows for end-to-end control & ownership

 Build an architecture able to accommodate new and more ATM services

 Opportunity to open to the wider ATM community (civil/military ANSPs, CSPs, meteo

providers, industry partners…..)
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NewPENS Procurement Timeline
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Transition from PENS to NewPENS

 First 6 months

 Service management framework setup 

(people, process, tools) and acceptance

 Core site deployment and acceptance

 Infrastructure acceptance tests formalised 

and agreed (basic (service providers responsibility) 

and extended (PENS User responsibility) )

 Flow migration scenarios formalised and 

agreed

 NewPENS infrastructure deployment was 

initiated in April 2018 and completed Q1 

2020

 All communications were transparently

transferred from PENS to NewPENS in the 

course of June 2019-May 2020  (~200 service 

flows for NM/EAD, ~625 ANSP data and voice flows)
2 years

From PENS to NewPENS
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Key Figures

 Service Scope

 IP data-communication (largest 

deployment base)

 Voice communication (development 

ongoing)

 Some legacy (e.g. XOT)

 Public Internet (EUROCONTROL 

only)
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 Geographical Scope

 42 Countries of the ICAO EUR/NAT 

region and bordering countries

 116+ Service Delivery Points 

(SDPs)



(New)PENS Governance & Collaborative Framework
A User Driven Multi-Stakeholder Governance
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NewPENS Governance

 2 boards (PEB, PSB)

 1 advisory body (PUG)

NewPENS Operations

 A PENS Management Unit  

 A PENS Technical Centre

 A Service Provider (BT)

Working together with the

EUROCONTROL Network

Manager as part of the

Collaborative Decision Making

Process



PENS Decision Making
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 Each board has a Chair and Vice 

Chair

 Decision is normally by consensus

 A voting procedure is foreseen as -

exception mechanism - at the 

highest level 

 PEB usually meets twice a year or 

upon request

 PSB meets on a quarterly basis



PENS Implementation (RUN)

 Advisory body to PSB

 Support the PMU with:

 Coordinating the implementation of PENS

 Ensuring the robustness of PENS common operating practices

and their continuous improvement

 The monitoring and follow-up of BT performances

 Facilitate adoption of common solutions and their implementation at local

level through practice sharing

 Contribute to PTC documentation review – provide input regarding

suitability of proposed solutions against technical constraints/practices at

local level

 Support the technical on-boarding of new PENS User
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Permanent

PENS Management Unit (PMU)

Pooled Resources from PENS 
Governance Members

On-demand

PENS Technical Center
(PTC)

PENS Implementation

Quarterly

PENS User Group

Technical Staff

 Support the NewPENS Governance in the

execution of their tasks

 Provide secretarial support to governance

meeting

 Under the guidance of the NewPENS

Governance

 Orchestrate the implementation and

operations of PENS

 Monitor and supervise the

performance of the NewPENS

Contract

 Supervise the implementation and

continuous improvement of common

operating practices and toolset

 Administers the NewPENS Contract

 Provides (administrative) support

functions required in scope of contract

execution and support to the

NewPENS Governance

P
M

U

 Responsible for the engineering and technical

design of PENS

 Provide expertise to support:

 the NewPENS Governance with

preparing future evolution of PENS

 the PMU with the implementation and

operations of PENS

 Perform pre-operational testing of new service

types using the PENS lab e.g. conducting proof

of concept for new service type, checking new

functionalities before they are implemented on

the wider network

P
T

C

Service Provider(s)

Selected Legal  
Entity (ies)
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The NewPENS Contract with BT

 Awarded to BT in April 2018 as outcome to a common procurement procedure

 Managed IP transport services (WAN)

 Maximum duration: 10 years – full lifecycle from deployment, to operations and support then exit phase 

including decommissioning

 The NewPENS Contract foresees:

 Audit right on the services sourced to BT

 Access to service level engagements between BT and their subcontractors

 Benchmarking clause

 Confidentiality clause

 Central ATM aware NewPENS Service Desk 

 Extensive service management obligations

 Support to safety provisions

 Wide range of service levels 

 Extensive performance and monitoring tooling – document management system – worflows….

 Comprehensive reporting  (to serve as input to National Safety Authorities)
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The (New)PENS Technical Service Catalogue

 The Technical Service Catalogue is at the 

heart of the Contract and built from:

 Architecture and design specifications

 Security features specifications

 Security management specifications

 Management and tooling specifications

 The Technical Service Catalogue offers an 

important number of options avoiding locked-

down solutions for the future

 The Technical Service Catalogue is 

associated to a corresponding price lists

NewPENS Service Catalogue
(SC)

FTS
NewPENS - III-A-2

Security Features
(SEC)

NewPENS - III-A-2a

Security Management

NewPENS - III-A-5

Management and Tooling

NewPENS - III-A-4

NewPENS Overview

NewPENS - III-A-1

Architecture & design
(ARC)

NewPENS - III-A-3

/TSC/

/ARC/ /SEC/

/SCM//MGT/
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(New)PENS – Charging Scheme
Pay Per Use Principle

Shared among all PENS users

on basis of agreed Global

Sharing Key (GSK)

Shared among all PENS users

on basis of agreed Global

Sharing Key (GSK)

• User specific costs

• Site Sharing Key allows to

distribute costs between users

sharing common infrastructure

elements

NewPENS Operating Costs (i.e. PMU & PTC)

Common to all PENS Users

Service Management, tooling and 
NewPENS Service Desk

Common to all PENS Users (setup & recurring)

NewPENS Site & Features

User Specific (setup & recurring)

In
fr

as
tr

u
ct

u
re

 C
o

st
s 

(B
T)

Invoiced by 

EUROCONTROL

Invoiced by the 

Service Provider
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• Circuit costs are geographically

dependent

• Most cost units are common to all PENS

Users (e.g. routers, VPN activation……)



Pre-requisites to becoming a (New)PENS User

 The requesting Party must be in scope of Directive N°15/88 dated 21.5.2015 of the 

EUROCONTROL Permanent Commission

 Proposed Use Case(s) must be formally approved by the NewPENS Governance

 Core principle – What is not explicitly allowed by the NewPENS Governance is prohibited

 The accession request to PENS must be formally approved by the NewPENS Governance

 Also, from requesting Party perspective, CBA to be considered
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How does one practically become a (New)PENS User

1. Pre-requisites to becoming a PENS User are fulfilled

2. Contractual/Legal 

 Become a party to (sign) the Common Procurement Agreement and,

 Become a signatory to the NewPENS Contract with the Service Provider (by accession 

amendment)

3. Order your connectivity to PENS / Order your PENS site

4. The Service Provider deploys the site then hands it over to the requesting Party after 

successful completion of basic acceptance tests (community defined and agreed)

5. Optional (strongly recommended): The requesting Party has then two weeks to perform 

extended acceptance tests (community defined and agreed) before the site is formally accepted.

6. Upon formal acceptance of the site the requesting Party becomes a PENS User and is 

ready to establish connectivity over PENS in accordance with approved used cases.
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Q&As
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ITEM 2 - (New)PENS Operating Model

 (New)PENS Service Management Framework

 The Service Provider Organisation for NewPENS

Speakers: Nathalie Moedersheim (EUROCONTROL – PMU)

Geert Pierlet (BT)
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(New)PENS Service Management Framework

 To efficiently direct, manage, monitor and evolve the Pan European Network Service a 

comprehensive Service Management Framework (SMF) was put in place (ITIL v3 based)

 This SMF aims to provide the necessary organisational capabilities (i.e. resources, 

processes, functions and tools) to allow NewPENS to fulfil its business objectives and 

achieve the required levels of services.

 The direct benefits expected from the framework include:

 Consistency of approach across all NewPENS users

 Common policies and standards

 Common service management processes, working practices and procedures

 Operational efficiency

 Streamlined communications between all parties involved

 Ability to progressively achieve end-to-end service management.
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Embedding Service Provider Organisation in the 

(New)PENS Service Management Framework
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CONTINUOUS IMPROVEMENT
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Some Key Processes and Functions
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INCIDENT MANAGEMENT PROBLEM MANAGEMENT

REQUEST FULFILLMENT

(minor changes)
CHANGE MANAGEMENT

(major changes)

RELEASE MANAGEMENT

(Forward Schedule of Change 

with Planned Works)

CAPACITY MANAGEMENT
OBSOLESCENCE 

MANAGEMENT
INVENTORY MANAGEMENT

ESCALATION MANAGEMENT

SERVICE LEVEL 

MANAGEMENT
NewPENS Service Desk DESIGN & ARCHITECTURE
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The BT Client Partner Team
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BT’s Service Management Organisation for NewPENS
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BT’s Worldwide Support Organisation
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BT’s Service Desk for NewPENS



 Dedicated to a limited number of customers because of requirements on:

 Customer’s business awareness (e.g. ATM awareness)

 Responsiveness

 Technical & Communication skills

 Providing 7/24/365 support

 Background: bachelor or master’s degree

 Good communication skills in English, both verbally and in writing (selection criteria)

 Low attrition (<10%)

 Trendsetter for other BT helpdesks

BT’s Service Desk for NewPENS
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Common Tooling – BT’s MyAccount Portal

 PENS User interface for

 Incident Management

 Request Management for minor changes 

(Request fulfilment) and major changes 

(Change management)

 Documentation Management, incl. 

training

 Inventory Management

 Network Performance Management
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Common Tooling – BT’s My Account Portal
Incident Management Application
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Common Tooling – BT’s My Account Portal
Performance Management Application
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NewPENS Service Level Agreement
An extensive sets of Key Performance Indicators

 A-SDP SDP Availability 

 A-SL Single Line Availability

 A-VPNC VPN Connection Availability 

 A-LAN SDP LAN Availability 

 A-H2S-P Hub to Spoke VPN Path Availability 

 A-P2P-P Peer to Peer VPN Path Availability 

 A-IP SDP Internet Path Availability 

 A-I-DNS Internet DNS Availability 

 PL-VPNC VPN Connection Packet Loss 

 J-VPNC VPN Connection Jitter 

 NRT-VPNC VPN Connection Network Response Time 

 NL-P2P Network Latency for Point-to-Point Connections

 NJ-P2P2 Network Jitter for Point-to-Point Connections

 NFL-P2P Network Frame Loss for Point-to-Point Connections

 NRT-IC Internet Connection Response Time

 ANRT-CHMI Application Network Response Time for CHMI

 OABF-SC Observed Access Beta Factor - Single Core

 OABF-DC Observed Access Beta Factor - Dual Core

 RCT-VPNC VPN Connection Re-Convergence Time

 MTRC-NS Network Services Maximum Time to Recover 

 MTRP-NS Network Services Maximum Time to Repair 

 CCCL Contract compliance with the contractual landscape

 BSC Balanced Score Card

 RD-OT Reports Delivered on time

 RD-RFT Reports Delivered Right First Time

 SQD-OT Standard Quotes delivered on Time

 SQD-RFT Standard Quotes delivered Right First Time 

 CQD-OT Complex Quotes delivered on Time

 CQD-RFT Complex Quotes delivered Right First Time 

 CR-OT Change Requests Completed on Time

 CR-RFT Change Requests Completed Right First Time

 SR-OT Service Requests Completed on Time

 PEW-OT Planned Engineering Work Announced on Time

 MTAC Maximum Time to Answer a Call

 NCDI Number of Configuration Database Inconsistencies 

 NMC-USI NMC User satisfaction index

 ERUD Exit repository is kept-up to date

 YNEI Yearly Number of Errors in the Invoices
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ITEM 3 - (New)PENS ARCHITECTURE

 An introduction to key technical concepts and work practices

 Q&As

 EATM Network and Cybersecurity

 Q&As

Speaker: Jonathan Newman (BT)
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(New)PENS Architecture – Key Concepts

 (New)PENS SDP (Service Delivery Point)

 One or more network devices that 

provide one or more (New)PENs User(s) 

with a connection to (New)PENS

 (New)PENS Location

 The physical premises in which one or 

more (New)PENS SDPs are located

 (New)PENS VPN

 Separates traffic flows and routing 

information from one-another on a 

shared network infrastructure

 (New)PENS VPN Connection

 Is a connection from a (New)PENS 

SDP to a (New)PENS VPN
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(New)PENS Architecture – Key Concepts

 Sharing of Network Resources 

(physical or logical e.g.):

 (New)PENS VPNs

 (New)PENS SDPs

 Access circuits to a (New)PENS Location

 CPE LAN Interfaces within a SDP
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(New)PENS Architecture – Key Concepts

 Private vs. Public Network Services

 Service offerings separately orderable via the (New)PENS Technical Service Catalogue

Private Network

 provided through MPLS 

IPVPN-like services or 

secure tunnelling over 

Internet

Public Network

 public Internet access 

service
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(New)PENS Architecture – Dedicated Point-to-Point 

Connection

 Point-to-point links between 2 NewPENS SDP’s in separate locations

 Guaranteed end-to-end bandwidth

 MPLS technology is not allowed
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 Private IP connectivity

 Multi-VPN subscription model

 Built on a managed MPLS-VPN platform.
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 Each ANSP chooses its own connectivity scope and options
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The (New)PENS VPNs

 The ‘ANSP Backbone’ VPNs – most also offer a Test environment.

 MSG OPS / MSG TST (messaging – FMTP, AMHS)

 SUR OPS / TST (radar / surveillance)

 DataLink (access to SitaForAircraft ATN / ACARS services)

 Voice OPS / TST (ANSP IP voice)

 SWIM/SESAR

 B2B OPS / TST (e.g. LARA)

 NM VPN - Network Manager 

 EAD VPN (European AIS Database)

 Some EUROCONTROL-specific VPNs

 Most VPNs allow any-to-any connectivity, some are hub-and-spoke.

 Each VPN offers an agreed Class-of-Service profile.
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(New)PENS Architecture – Management VPN

 NewPENS is a fully managed service.

 BT monitors its routers, switches and other devices.

 Various monitoring tools using SNMP, IP SLA...

 Most monitoring is via a separate NewPENS VPN called BT Management.

 Via this dedicated VPN, BT can:

 Interrogate devices

 Update configurations or software

 Receive alarms

 Send test traffic

 Perform troubleshooting

 BT also offers read-only SNMP and VTY access to the customer.
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(New)PENS Architecture – Key Service Characteristics

 Pre-defined per-VPN behavior

 Topology

 Classes of service

 Catalogue-based service options

 Resilience options

 Routers and switches

 Access capacity

 VPN mix and capacities

 Features

 LAN presentation type
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 NewPENS is accessed via a Service Delivery Point (SDP)

 Access line(s), router(s), LAN switch(es)

 Multiple catalogue options

 Two main types:
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 Not protected

 Not common

 Typically 99.6% available

 Protected – active/standby

 Uses one / two BT “POPs”

 Typically 99.99% available

(New)PENS Architecture – Main SDP Types
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 Cisco ISR4K family (other options exist).

 ISR4331 

 Up to 300Mbps total in+out

 Single PSU

 ISR4431

 Up to 1000Mbps (total in+out)

 Dual PSU capability

 Both expandable

 NIM-ES2-8, NIM-2GE…

 Both accept SFP modules to support fibre.
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(New)PENS Architecture – Routers
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 Cisco Catalyst 2960X-24TS-L.

 24 x 10/100/1000 Ethernet ports + 4x SFP 

uplinks

 No expansion slots

 Forwarding rate (64-byte L3 packets): 

71.4Mpps

 Single PSU

 Currently only provided for NM VPN
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(New)PENS Architecture – Switches



(New)PENS Architecture – Capacities

 Typical access line capacities

 Standalone ANSP 2Mbps - 100Mps

 Standalone NM 2Mbps – 10Mbps

 Shared SDP 10Mbps – 100Mbps

 Typical VPN capacities 64kbps – 2Mbps

 Capacities are chosen by the ANSP according to need.
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(New)PENS Architecture - Features

 Each VPN has a fixed, dedicated capacity.

 Depending on type, each VPN can have:

 IPv6 capability

 Fast Convergence

 IPv4 multicast

 Different DSCP Class-of-Service bundles

 ‘Backdoor Resilience’ between multiple SDPs

 Each VPN can be presented

 on dedicated Ethernet or trunked LAN ports

 on copper or fibre

 via BGP peering or Hot-Standby Routing Protocol
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(New)PENS Architecture – Security - VPNs

 The use of MPLS-VPN technology across BT’s private platform makes each VPN 

fundamentally an isolated network.

 Access lines are private Ethernet services (whether BT or third party)

 Each VPN is a shared environment with defined connectivity rules.

 Routes are filtered to match the permitted connectivity.

 ANSPs need to take measures to secure their own infrastructure from the activities of other 

connected sites.

 DL VPN breaks out to SitaForAircraft via a firewalled NNI.
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(New)PENS Architecture – Security – Internet and Firewalls

 The VPNs do not have Internet breakout.

 Three Standalone-NM VPNs use IPSec-over-Internet for secondary access.

 No ANSP connectivity is exposed to the Internet.

 EUROCONTROL uses separate Internet service 

 BT uses managed firewalls to separate any Internet-exposed hardware from its management 

VPN.

 All firewalls are managed and monitored for events from BT’s Madrid cybersecurity control 

centre.
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Q&As
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ITEM 4 - Cybersecurity and the EATM CERT

 EATM Network and Cybersecurity

 Q&As

Speaker: Patrick Mana (EUROCONTROL – EATM CERT)
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https://www.eurocontrol.int/cybersecurity
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MUAC
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Regional sectorial (ATM) CERT:

combine cyber and domain expertise
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EATM-CERT: catalogue of services
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Security Assessment

Alerts & Warnings

Incident Response

Cyber Threat Intelligence

6868ICAO-MID – NewPENS Webinar – November 10, 2021

file://HHBRUNA16/pmana$/Private/Centralised Services/CS 6/CS 6.7/EATM-CERT/EATM-CERT Services v1.0.docx


EATM-CERT services

1. Penetration test (EUROCONTROL services & products + Aviation stakeholders)

2. Bank transfer scams via email

3. Credentials leaks detection

4. Sensitive document leaks detection

5. Cyber Threat Intelligence (CTI) and feeds for aviation

6. Quarterly cyber threat landscape report for senior management

7. Annual report “cyber in aviation”

8. Support to incident response / Artefacts analysis

9. TLP:WHITE CTI tools – raising awareness

 Cyber events map, tweeter 

10. Vulnerability scanning of Aviation Stakeholders

11. IOC Scanner

12. Training exercises (table-top & technical)  - EACCC-CYBER22

Soon

1. Phishing awareness campaigns

2. Test of Anti-DDOS solutions
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Report is 

TLP:GREEN

~200 events

~1.260 events

EATM-CERT 2021 report on cyber in aviation 
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=once a week

1 Bn$/y

all

EATM-CERT 2021 report on cyber in aviation 
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EATM-CERT 2021 report on cyber in aviation 
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Ransomware in aviation (global)

74

2020

One/week

2021

Two/week

Out of 1.260 events
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Fraudulent websites impersonating airlines

https://c.golddiggergames.be

/9661/61283

Ryanair

http://www.com-cana.com/?Anniversary-dUMwH

Qantas Airlines

http://www.singạporeair.com/free-tickets/ 

Singapore Airlines

http://www.easyonefly.com

easyJet

http://www.aa.com-flightus.com

American Airlines

7676ICAO-MID – NewPENS Webinar – November 10, 2021

https://c.golddiggergames.be/9661/61283
https://c.golddiggergames.be/9661/61283
http://www.com-cana.com/?Anniversary-dUMwH
http://www.singạporeair.com/free-tickets/
http://www.easyonefly.com/
http://www.aa.com-flightus.com/


Fraudulent websites impersonating airlines

Financial impact in 2019: ~1Bn$ (IATA)
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Fraudulent websites
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MITRE ATT&CK : Techniques most commonly used to attack 

aviation
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List of APTs targeting aviation
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APT 1 APT 2 APT 3

APT 10 APT 14 APT 18

APT 20 APT 27 APT 29

APT 33 APT35 APT 37

APT 39 APT 41 APT15

Axiom Berserk Bear Cleaver

Conference Crew DNSpionage Equation

FIN6 FIN7 FIN11

HangingGarden Ke3chang Leafminer

Leviathan Longhorn Lucky Cat

Molerats MuddyWater Ocean Buffalo

Patchwork Pioneer Kitten Razor Tiger

Roaming Tiger TeleBots Tropic Trooper
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Top Detection MeansTop 10 Mitigation Means
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Surprise

• For APT targeting aviation, only 75% of 

techniques have Mitigations Means

• 25% of the techniques are very 

hard/impossible to mitigate

• Detection is vital

EASY
75%

Hard/Not 
Possible

25%

MITIGATION POSSIBILITY
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Q&As
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ITEM 5 - Wrap-up and Closing

Speaker: Muna Alnadaf (ICAO)

ICAO-MID – NewPENS Webinar – November 10, 2021


