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In order to manage the ANS Cyber Security issues in the MID Region and
assist/guide States in improving ANS systems’ cyber resiliency; the meeting
agreed that the ADSAG be renamed as ANS Cyber Security Working Group
(ACS WG)

MIDANPIRG Decision: MIDANPIRG DECISION 17/38: ANS CYBER SECURITY
WORKING GROUP

That, the ATM Data Security Action Group be renamed ANS Cyber Security
Working Group (ACS WG) with Terms of Reference as at Appendix 6.2X.

. Cybersecurity Table Top Exercise

AMMAN, JORDAN | 24-27 OCTOBER 2022



=

)

%3 [ICAO  UNITING AVIATION

“i‘ﬂ-

In accordance with the MIDANPIRG Procedural Handbook (ICAO MID
001), each Group is expected to review and update, as deemed
necessary, its Terms of Reference (TORs) and to decide on the dates and

venue of its next meeting
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Air Navigation Services Cyber Security Working Group (ACS WG)

1. TERMS OF REFERENCE (TOR)

a) promotes cybersecurity awareness throughout the ANS
community;

b) develop consolidated ANS cyber security plan in the MID
Region;

c) develop a comprehensive understanding of the cyber
vulnerabilities across the ANS systems, and develop policies,
proactive approaches and measures to protect the ANS System;
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d) encourage collaboration and exchange between States and other
stakeholders for the development of an effective and coordinated Regional
framework to address the challenges of cybersecurity in civil aviation;

e) review and update the content of the ADCS Portal and provide
suggestions for improvement;

f) review and monitor cyber security incidents related to ANS, their causes,
resolutions and development of defenses for future prevention; g)
collaborate with relevant ICAO Groups and International Organizations to
address ANS Cyber Security; and

h) provide regular progress reports to the CNS SG and MIDANPIRG
concerning its work programme.
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2. COMPOSITION

a) ICAO MID Regional Office;

b) MIDANPIRG CNS Sub Group Chairpersons;

c) Members appointed by the MIDANPIRG member States; and

d) other representatives, who could contribute to the activity of the Working
Group, could be invited to participate as observers, when required

State letter will be circulated to request group members nomination
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2023 Work Programme
Dae  levemtte |iocation

14-16 February AIDC/OLDI Workshop Cairo

28 Feb — 2 Mar Civil-Military Cooperation Workshop Cairo

6-9 March GANP & NANP Workshop Cairo

24-25 April MIDAMC STG/8 Amman
25-27 April CNS SG/12 Amman

8-12 May Safety Oversight ANS Inspectors Course Cairo

14 — 18 May MIDANPIRG/20 & RASG-MID/10 Muscat
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28 Aug -8 Sep

November

1 day back to back
with the previous

20 Nov - 15 Dec

WRC23 Preparatory Workshop + FSMP TBD
WG/17

Cybersecurity & Resilience Symposium Doha
ACS WG/2 Doha

WRC23 Dubai
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Date and venue of next meeting

The meeting is invited to agree on the dates and venue of the second meeting of
the ANS Cyber Security Working Group (ACS WG/2)
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Horth Bmerican
Esstern sod
Southern African  Asizand Pacific  Asis and Pacific
[ESAF] Office |APRE) Sub-otfice  |APAL) Céfice
Mairabi Beding Banghuk
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