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Subiject: Second Meeting of ANS Cyber Security Working Group (ACS WG/2)
(Doha, Qatar, 9 November 2023)
Action required: Reply not later than 10 October 2023
Sir,

I have the honour to inform you that the Second meeting of the Air Navigation Services
Cyber Security Working Group (ACS WG/2) will be held in Marriot Marquis Hotel, Doha, Qatar,
on 9 November 2023 back-to-back with the Cybersecurity & Resilience Symposium from 6-8
November 2023. The Meeting will be kindly hosted by Qatar Civil Aviation Authority (QCAA). Your
Administration/Organization is kindly invited to participate in this meeting.

The Provisional Agenda of the meeting and the Terms of Reference for the ACS
Working Group are at Attachments A and B, respectively. Your comments on the attached Provisional
Agenda, including any amendment you may wish to suggest, would be appreciated.

The Bulletin of the meeting that includes administrative arrangements for the meeting,
and other useful information for participants, and the Hotel List will be provided at a later stage.

The ACS WG/2 meeting will review the outcome of the Cybersecurity and Resilience
Symposium and develop a Survey to establish how MID States progressed with the implementation of
the MID Region Cybersecurity Action Plan. The meeting will also discuss the feedback received
regarding the enhancement of the ADCS portal and recommend appropriate action(s).

The list of ACS WG/2 members is at Attachment C. Please review and update as
deemed necessary. For the continuity of the Group work, it is strongly encouraged that your State’s
delegates includes the ACS WG member(s).
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I would appreciate if you could, as soon as possible, preferably not later than 10
October 2023, confirm the participation of your Administration/Organization giving the names and
contact details of your delegate(s), by submitting the Nomination Form at Attachment D to the
following email address (icaomid@icao.int) with copy to (malnadaf@icao.int) and
(RAissaoui@icao.int) .

Accept, Sir, the assurances of my highest consideration.

&

for/ Mohamed Abubaker Farea
Regional Director
ICAO Middle East Office

hg/MN
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ATTACHMENT A

Second Meeting ANS Cyber Security Working Group
(ACSWG/2)

(Jordan, 9 November 2023)

PROVISIONAL AGENDA

Agenda Item 1: Adoption of Provisional Agenda
Agenda ltem 2: Review of MIDANPIRG/20 Conclusions related to ACS WG
Agenda Item 3: MID Region Cybersecurity Action Plan

- Cybersecurity implementation survey
- ADCS portal
- ANS Cybersecurity capacity building activities

Agenda ltem 4: Future Work Programme

Agenda Item 5: Any Other Business



ATTACHMENT B

Air Navigation Services Cyber Security Working Group
(ACSWG)

1. TeERMS OF REFERENCE (TOR)

a)
b)
c)

d)

f)
9)

h)

promotes cybersecurity awareness throughout the ANS community;
develop consolidated ANS cyber security plan in the MID Region;
develop a comprehensive understanding of the cyber vulnerabilities across the ANS

systems, and develop policies, proactive approaches and measures to protect the ANS
System;

encourage collaboration and exchange between States and other stakeholders for the
development of an effective and coordinated Regional framework to address the
challenges of cybersecurity in civil aviation;

review and update the content of the ADCS Portal and provide suggestions for
improvement;

review and monitor cyber security incidents related to ANS, their causes, resolutions and
development of defenses for future prevention;

collaborate with relevant ICAO Groups and International Organizations to address ANS
Cyber Security; and

provide regular progress reports to the CNS SG and MIDANPIRG concerning its work
programme.

2. COMPOSITION

a)
b)
c)
d)

ICAO MID Regional Office;

MIDANPIRG CNS Sub Group Chairpersons;

Members appointed by the MIDANPIRG member States; and

other representatives, who could contribute to the activity of the Working Group, could
be invited to participate as observers, when required.



ACS WG MEMBERS

ATTACHMENT C

State Name Title Email Tel./Mob.
i i igati Tel: +973 17321187
Bahrain | Mr. Yaseen AlSayed (CNS) SD;;(;‘;[T?; Alr Navigation y.alsayed@mitt.gov.bh Mob:  +973 39520025
Senior Safety Oversight ahmedabdelwahab02@yahoo.com
Egypt Mr. Ahmed Abdelwahab Mohamed EI | Inspector/ Communications, ahmed.abdel- Mob.: +201144007328
Marady Navigation and Surveillance- wahab@civilaviation.gov.eg
ATSEP Engineer
. Senior Aero ICT Expert . . Tel.:  +9821 63148100
Iran Mr. Alireza Khodadoost P khodadoost@airport.ir Mob.:  +989133128568
Iraq
. Chief of AFS Engineering Yasser. zayyad @carc.qov.jo Tel.  +64892282
Sordan Mr. Yaser Mustafa Issa Ziad Division -2ayy -gov.J Mob.:  +962 795787882
: AFS Engineer . Tel..  +4892282/3263
Mrs. Lina Abu Awwad lina.abuawwad @CARC.GOV.JO Mob:  +962796714942
Kuwait Mr. Hassan Al-Attar ha.alattar@dgca.gov.kw
Lebanon
. . . . fghubbar@gmail.com Tel.: +21821 5630277
Libya Mr. Fadel Ageli Ghubbar Chief of AFS Unit fadel.ghubbar@caa.gov.ly Mob:  +218925076599
Oman
Mr. Salman Abdulla Alansari Electronic Technician Salman.abdulla@caa.gov.qga Tel.. +97455053303
Qatar - -
. Electronic Equipment . Tel.:  +97444705060
Mr. Khalid Mubarak Al Muftah Consultant Khalid@caa.gov.ga Mob:  +97455551266
Safety & Aviation Standards i
Mr. Abdullah Mohammed Albathi Secto): abalbathi@gaca.gov.sa Mob.:  +966554185190
Saudi . . ESD-Automation Engineering . Tel.:  +966126848313
Arabia Mr. Faisal A. Alzahrani Supervisor fzahrani@sans.com.sa Mob.:  +966541341000
IT & Cyber Securit .
Dr. Majed Rajab Consult);mcy Y M_m751@hotmail.com Mob.:  +966554566899
Sudan

Syria
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. Senior Specialist — ANS Tel.:  +97125996865
Mr. Chaudhary Shahzad Liagat Engineering Shahzad@szc.gcaa.ae Mob.:  +971566036001
UAE Director-Communication, Tel.:  +97125996860
Mr. Yousif Al Awadhi Navigation, Surveillance yawadi@szc.gcaa.ae Mob.: +971564188799
Systems
Yemen Director of CNS Mob:  +967 734127863

Mr. Ezat Faiq Abdullah Fadhel

ezat.alhamody@gmail.com
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ATTACHMENT D

INTERNATIONAL CIVIL AVIATION ORGANIZATION
MID REGIONAL OFFICE

SECOND MEETING OF ANS CYBER SECURITY WORKING GROUP (ACS WG/2)

(Doha, Qatar, 9 November 2023)

NOMINATION FORM

1. Name in full:
Mr. / Mrs. / Ms. (as should appear in the official listing and name tag)

2. Title or Official Position:

3. State/Organization:

4. Mailing Address:

5. Telephone Number:

Mobile Number:

E-mail:

6. Hotel

D 1T 1[0 |11 L] £~ SO

After completing, please send to ICAO MID Office at the following e-mail address: (icaomid@icao.int) with
copy to malnadaf@icao.int and RAissaoui@icao.int.

-END -
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