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Analysis Scope – Eve nt De finition
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The  analys is  utilize d thre e  datas e ts : Inc ide nt Data Exchange  (IDX), Flight Data Exchange  (FDX), and NOTAM information he ld by the  IATA. The  
analys is  cove rs  the  time  pe riod of J anuary 2022 to De ce mbe r 2022.
Incident Data Exchange (IDX)
The  analys is  re ve ale d 524 GNSS/GPS jamming or s us pe c te d inte rfe re nce  re ports  from  12 ope rators  in the  MENA re gion and adjace nt s tate s  
gathe re d through the  Inc ide nt Data Exchange  (IDX) from J anuary 2022 to De ce mbe r 2022. A total of 462 re ports  of GNSS inte rfe re nce  we re  
e xc lude d from the  analys is  be caus e  the  e xac t location of the  inc ide nt could not be  de te rmine d for flights  that de parte d from or arrive d in the  
MENA re gion.
Flight Data Exchange (FDX)
The  analys is  als o utilize d data from the  Flight Data Exchange  (FDX) to e xtrac t a  total of 162,654 ‘GPS s ignal los s ’ e ve nts  from 54 ope rators  in 
the  MENA re gion and adjace nt s tate s  from J anuary 2022 to De ce mbe r 2022. This  is  68.5 % of all GPS Signal Los s  Eve nts  in FDX databas e  in 
2022. The  Total Eve nt Count around the  world was  237,489.

NOTAM (FAA SWIFT Portal)
In addition to the  above  datas e ts , 66 GNSS inte rfe re nce  NOTAMs  we re  e xtrac te d from the  NOTAM archive  is s ue d ove r MENA State s  from 
J anuary 2022 to De ce mbe r 2022, s ource d from the  FAA SWIFT Portal.
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GPS Signal Loss Hot-Spots
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• The  chart dis plays  
164,577 re d dots , 
e ach re pre s e nting a  
s ingle  ‘GPS Signal 
Los s ’ e ve nt in the  
MENA re gion.

• This  highlights  the  
ne e d for incre as e d 
aware ne s s  and 
proac tive  me as ure s  
to  addre s s  GPS 
Signal Los s  is s ue s  in 
the  re gion.



GPS Signal Loss Near Airports
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• This  chart de pic ts  flights  in the  MENA 
re gion that have  e xpe rie nce d ‘GPS 
Signal Los s ’ during de parture  or arrival 
ne ar airports .

• The  30 NM radius  c irc le  around the  
airport was  us e d to de te rmine  the  
vic inity.

• Re d dots  within the  airport are a 
indicate  whe re  the  inte rfe re nce  
occurre d, while  gre y dots  re pre s e nt 
e ve nts  that occurre d outs ide  the  
airport are a or during the  c ruis e  phas e .

• The  inte ns ity of the  re d color re fle c ts  
the  fre que ncy of the  e ve nts .

• Cairo Inte rnational Airport has  the  
highe s t numbe r of e ve nts  ne ar the  
airport.



GNSS /GPS Spoofing /Location
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GNSS /GPS Spoofing 
Fake  GPS s ignal (s poofe d) give s  the  FMS the  indicat ion it  is 60nm off  t rack
• IRS failure  follows  rapidly
• No re liable  on board navigation – ATC ve c tors  re quire d
Aircraf t  types af fected so far:
• Gulfs tre am G650
• Boe ing 777, 747, 737
• Bombardie r Global Expre s s
• Bombardie r Challe nge r 604, 650
• Embrae r E190
• Embrae r Prae tor 600, Embrae r Le gacy 650
• Das s ault Falcon 8X
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GNSS Spoofing 

The  s poofing re ports  are  as  alarming for two reasons: 
• the  s ophis tication of the  me thodology, and
• the  unexpec ted “infec tion” of the  IRS. (May update  the  IRS 

with bad data) 
• FMS and IRS have  only be e n de s igne d to  cope  with a 

los s  of GPS s ignal, and not an inte ntional s poofe d s ignal.
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Current Status

• Highes t Leve l of Reports  in MID Region
• Lack of NOTAM update s
Next Steps
• State  Engage me nt NOTAM 
• IATA/ICAO MID – EUR Mtg with State s
• De ve lop guidance  mate rial  to  inc lude  on how to de al with 

s poofing 
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Thanks  You 
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