
ATM SG/9 me e ting   
Sharm El She ikh ,Egypt

14-16 Nove mbe r 2023

GNSS/GPS Inte rfe re nce
MENA Re gion 2022-2023 (J an-Aug)

14 Nove mbe r 20231





14 Nove mbe r 20233



Background 
• The  GPS s ignal is  a  low powe r 

s ignal. It is  comparable  to  the  
power emit ted by a 60W light-
bulb locate d more  than 20,000 
km away from the  s urface  of the  
e arth.

• GPS L1 fre que ncy band (1575.42 
MHz +/-10 MHz), 

• GNSS spoof ing
Some  of the  known RFI s ource s  are  
re porte dly capable  of e mitting 
s ignals  that mimic GNSS signals
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Analysis Scope – Eve nt De finition
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The  analys is  utilize d thre e  datas e ts : Inc ide nt Data Exchange  (IDX), Flight Data Exchange  (FDX), and NOTAM information he ld by the  IATA. The  
analys is  cove rs  the  time  pe riod of J anuary 2022 to De ce mbe r 2022.
Incident Data Exchange (IDX)
The  analys is  re ve ale d 524 GNSS/GPS jamming or s us pe c te d inte rfe re nce  re ports  from  12 ope rators  in the  MENA re gion and adjace nt s tate s  
gathe re d through the  Inc ide nt Data Exchange  (IDX) from J anuary 2022 to De ce mbe r 2022. A total of 462 re ports  of GNSS inte rfe re nce  we re  
e xc lude d from the  analys is  be caus e  the  e xac t location of the  inc ide nt could not be  de te rmine d for flights  that de parte d from or arrive d in the  
MENA re gion.
Flight Data Exchange (FDX)
The  analys is  als o utilize d data from the  Flight Data Exchange  (FDX) to e xtrac t a  total of 162,654 ‘GPS s ignal los s ’ e ve nts  from 54 ope rators  in 
the  MENA re gion and adjace nt s tate s  from J anuary 2022 to De ce mbe r 2022. This  is 68.5 % of all GPS Signal Los s  Eve nts  in FDX databas e  in 
2022. The  Total Eve nt Count around the  world was  237,489.

NOTAM (FAA SWIFT Portal)
In addition to the  above  datas e ts , 66 GNSS inte rfe re nce  NOTAMs  we re  e xtrac te d from the  NOTAM archive  is s ue d ove r MENA State s  from 
J anuary 2022 to De ce mbe r 2022, s ource d from the  FAA SWIFT Portal.
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Monthly ra te  tre nds  for the  FDX ‘GPS Signal Los s ’ e ve nt and  Eve nt Count

GNSS/GPS Interference Trend 2022
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Avg. 32.56



Monthly ra te  tre nds  for the  IDX GNSS Inte rfe re nce  e ve nt and Eve nt Count

• The number of reported GPS Signal Loss events in the IDX data is significantly lower than in the FDX data.
• This may be due to the fact that these events are not mandatory to report, and they have become so common that they are no longer considered abnormal or 

worthy of reporting.
• Additionally, many reports that mentioned GNSS interference were not included in the analysis because the exact incident location could not be determined 

with the information provided in the report. As a result, the actual number of GPS Signal Loss events may be even higher than reported in the data.

GNSS/GPS Interference Trend 2022
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GNSS/GPS Interference Trend (Jan22-Aug.23)
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MENA rate 107.57 Global 30.34

2023 -+81K
"GPS Signal 
Loss Due to 
GNSS RFI:



GNSS/GPS Interference Trend
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• EUR – MENA route s  exhibit 
s ignificantly highe r rate s  of 
‘GPS Signal Los s ’ events  
compared to  othe r regions .

• The  event rate  is  
approximate ly 400 pe r 
1,000 flights , indicating 
40% of FDX flights  
expe rienced ‘GPS Signal 
Los s ’ events  on the s e  
route s

FDX Eve nt Rate  pe r De parture  – Arriva l Re gion Combination
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Distribution of GPS Signal Loss by FIR
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GPS Signal Loss Hot-Spots
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• The  chart dis plays  
164,577 re d dots , 
e ach re pre s e nting a  
s ingle  ‘GPS Signal 
Los s ’ e ve nt in the  
MENA re gion.

• This  highlights  the  
ne e d for incre as e d 
aware ne s s  and 
proac tive  me as ure s  
to  addre s s  GPS 
Signal Los s  is s ue s  in 
the  re gion.



GPS Signal Loss Duration
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• This  box plot vis ualize s  the  dis tribution of 'GPS Signal Los s ' e ve nt durations  acros s  the  FIRs  in the  MENA re gion
• To be tte r dis play the  ce ntral te nde ncy and s pre ad of the  data, any outlie rs  with abnormally high value s  we re  re move d.
• On ave rage , the  duration of GPS Signal Los s  e ve nts  is  14.5 minutes. The  lowe r 25% of e ve nts  have  a duration of 2.5 minutes or less, 

while  the  uppe r 25% of e ve nts  have  a duration of 21.2 minutes or more. The  me dian duration of GPS Signal Los s  e ve nts  is  6.0 minutes, 
indicating that half of the  e ve nts  las te d s horte r than 6.0 minute s , and half las te d longe r.



GPS Signal Loss Near Airports
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• This  chart de pic ts  flights  in the  MENA 
re gion that have  e xpe rie nce d ‘GPS 
Signal Los s ’ during de parture  or arrival 
ne ar airports .

• The  30 NM radius  c irc le  around the  
airport was  us e d to de te rmine  the  
vic inity.

• Re d dots  within the  airport are a 
indicate  whe re  the  inte rfe re nce  
occurre d, while  gre y dots  re pre s e nt 
e ve nts  that occurre d outs ide  the  
airport are a or during the  c ruis e  phas e .

• The  inte ns ity of the  re d color re fle c ts  
the  fre que ncy of the  e ve nts .

• Cairo Inte rnational Airport has  the  
highe s t numbe r of e ve nts  ne ar the  
airport.



GPS Signal Loss Near Airports
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CAI BEY AMM EBL AQJ DMM AHB IKA KWI DXB SHJ JED SSH DWC AUH BAH RUH ISU BGW HBE TBZ MCT NJF DOH BSR GIZ SYZ TUU
Arrival 13803 439 498 262 30 95 151 132 60 66 74 18 44 31 16 29 16 9 10 4 1 6 4 3 1 1 0 1

Departure 9295 1119 789 866 140 64 0 19 30 23 13 34 7 19 25 8 13 11 8 7 10 2 3 0 0 0 1 0

• The  bar chart and table  
dis play the  fre que ncy of 
‘GPS Signal Los s ’ e ve nts  
during de parture  or arrival at 
airports  in the  MENA re gion. 

• Cairo Inte rnational Airport 
s tands  out as  having a 
s ignificantly highe r 
fre que ncy of e ve nts  
compare d to othe r airports . 

• This  diffe re nce  is  c le arly 
s hown in both the  bar chart 
and table .
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GNSS Spoofing Baghdad FIR /New Threat is 
e me rging Location
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GNSS Spoofing /Location

14 Nove mbe r 202316



New variety of GPS spoofing (LLBG)
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https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgroup.us2.list-manage.com%2Ftrack%2Fclick%3Fu%3Db75fb5761dc5600b058300642%26id%3Db597e052e1%26e%3Dfd3468bc83&data=05%7C01%7Cfaqirj%40iata.org%7C69d3f54b37cf49de3ab208dbd44305d5%7Cad22178472a84263ac860ccc6b152cd8%7C0%7C0%7C638337156563785410%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=2XXKTeK%2F4YHk8RTXrsEapT4iSPzEPx9VVXajGu0P%2B68%3D&reserved=0


GNSS Spoofing 
• Fake  GPS s ignal (s poofe d) give s  the  FMS the  indicat ion it  is 60nm off  

t rack
• IRS failure  follows  rapidly
• No re liable  on-board navigation – ATC ve c tors  re quire d
Aircraf t  types af fected so far:
• Gulfs tre am G650
• Boe ing 777, 747, 737
• Bombardie r Global Expre s s
• Bombardie r Challe nge r 604, 650
• Embrae r E190
• Embrae r Prae tor 600, Embrae r Le gacy 650
• Das s ault Falcon 8X 14 Nove mbe r 202318



GNSS Spoofing 

The  s poofing re ports  are  as  alarming for two re as ons : 
• the  s ophis tication of the  me thodology, and
• the  unexpec ted “infe c tion” of the  IRS. (May update  the  IRS 

with bad data) 
• FMS and IRS have  only be e n de s igne d to  cope  with a 

los s  of GPS s ignal, and not an inte ntional s poofe d s ignal.
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Recommended Procedure – e nte ring ris k are a

1. Che ck e nroute  FIR NOTAMs  for any GPS s poofing advice  (in time  this  will 
like ly be  publis he d)

2. Cockpit Pre paration: Pe rform full IRS alignme nt if e nte ring known are a 
with GPS s poofing ris k

3. Be  aware  of typical s e ns or hie rarchy for FMS pos ition: GPS, the n IRS, 
DME/DME, VOR/DME, DR.

4. Cons ide r de -s e le c ting GPS s e ns or input if option available .
5. Re vie w diffe re nce s  be twe e n GPS J amming and GPS Spoofing.
6. Pe rform time  che ck and s e t corre c t time  on pe rs onal de vice  or watch.
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Thank you.

faqirj@iata.org
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