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Setting the scene

From the ICAO resolutions to the ICAO
strategy and action plan
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Global Operational ATM
concept

IHLG - Civil Aviation
Cybersecurity Action Plan
15t SARP in Annex 17

A39-19

SSGC

Aviation Cybersecurity
Strategy — A 40-10
TFSG

Cybersecurity Action Plan —
1st Edition

O

Overview of
milestones
achieved
and future
developments

Cybersecurity Action Plan -2nd Edition
A 41-19: Establishment of:

= the Ad Hoc Cybersecurity
Coordination Committee (AHCCC)

= Cybersecurity Panel (CYSECP)

= Trust Framework Panel (TFP)

First two meetings of the CYSECP
First meeting of the TFP
First meeting of the AHCCC



ICAO’s Work on Aviation Cybersecurity — International Legal Instruments
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PROTOCOL

SUPPLEMENTARY TO THE CONVENTION FOR THE
SUPPRESSION OF UNLAWFUL SEIZURE OF AIRCRAFT
THE STATES PARTIES TO THIS PROTOCOL.,
DEEPLY COMCERMED about the worldwide escalation of unlawful acts against civil aviation;

RECOGNIZING that new types of threats against civil aviation require new concerted efforts. and
policies of cooperation on the part of States; and

BELIEVING that in order to betier address these threats, it is necessary i adopt provisions
supplementary to those of the Convention for the Suppression of Unfawfil Setzure of Aircraft
signed at The Hague on 16 December 1970, 1o suppress unlawiul acts of scizure or exereise of
control of aircraft and 10 improve its effectiveness;

HAVE AGREED AS FOLLOWS.

Article 1
This Protocol supplements the Convenrion for the Suppression of Unfaefild Seizure of Aircraf, signed
at The Hague on 16 December 1970 (hereinafter referred 1o as “the Convention™).
Article 11
Asticle 1 of the Convention shall be replaced by the following:
“Artiele 1
1. Any person commits an offence if that person unlawfully and intentionally seizes
or exercises control of an aircraft in service by force or threat thereod, of by coercion,
ar by any other form of intimidaion, or by any technalogical means
L Any person also commits an offence if that person

{a)  makes a threat 10 commit the offence set forth in pamgraph 1 of this Article;
or

by undawfully and intentionally causes any person to receive such a threat,

under circumsiances which indicate that the threat is credible,

The Beijing Protocol (2010)

Governments’ Adoption of the Beijing Instruments is an Important

DETERRENT of Cyber-Attacks Against Civil Aviation




ICAO’s Work on Aviation Cybersecurity — Assembly Resolutions 5

A41-19: Addressing Cybersecurity in Civil Aviation

Global Adoption Beijing instruments
; National, regional and global
Cooperation !
States and Industry RESOLUTIONS
ADOPTED BY THE ASSEMBLY
Implementation ICAO strategy and action plan

Governance @ Define responsabilities ASSEMBLY — 415{ SESSION

Montréal, 27 September—7 October 2022

PROVISIONAL EDITION
OCTOBER 2022

ATION

INTERNATIONAL CIVIL AVIATION ORGANIZATION

Risk management framework,
cybersecurity culture ...
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https://www.icao.int/aviationcybersecurity/Documents/A41-19.pdf



https://www.icao.int/aviationcybersecurity/Documents/A41-19.pdf

Standards & Recommended Practices 6
Annex 17/
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Pt s International Standards
w | ICAO and Recommended Practices
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Aﬂ nEX 17 to the Convention on International Civil Aviation

Aviation Security

Safeguarding International Civil Aviation
against Acts of Unlawful Interference

Twelfth Edition, July 2022

INTERNATIONAL CIVIL AVIATION ORGANIZATION

Standard 4.9.1

Each Contracting State shall ensure that operators or entities as defined in
the national civil aviation security programme or other relevant national
documentation identify their critical information and communications
technology systems and data used for civil aviation purposes and, in
accordance with a risk assessment, develop and implement, as
appropriate, measures to protect them from unlawful interference

 Recommended Practice 4.9.2

Recommendation— Each Contracting State should ensure that the
measures implemented protect, as appropriate, the confidentiality,
integrity and availability of the identified critical systems and/or data. The
measures should include, inter alia, security by design, supply chain
security, network separation, and the protection and/or limitation of any
remote access capabilities, as appropriate and in accordance with the risk
assessment carried out by its relevant national authorities



The Aviation Cybersecurity Strategy :

International Cooperation

Capacity Building,
Training, &

Cybersecurity
Culture

Governance

Security and Facilitation Strategic Objective

Aviation Cybersecurity Strategy

Incident
Management &
Emergency
Planning

October, 2019

Effective Legislation
& Regulations

INTERNATIONAL CIVIL AVIATION ORGANIZATION
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Information Sharing _ _
Cybersecurity Policy

https://www.icao.int/aviationcybersecurity/Pages/Aviation-Cybersecurity-Strateqy.aspx



https://www.icao.int/aviationcybersecurity/Pages/Aviation-Cybersecurity-Strategy.aspx

The Cybersecurity Action Plan s

Second Edition

ICAO AVIATION SECURITY AND FACILITATION

%' N Ll(r)s\;celi:g;c;nzglzjgllshed n g published in January
bl 2022
Cybsrseourity Aotion Eian Provides the Foundation
Available on ICAO Public for ICAO, States and
Website + stakeholders to work
together

PRI RER2 £ Develops the 7 Pillars of the Aviation Cybersecurity
Strategy into 32 Priority Actions, which are further
broken down into 51 Tasks to be implemented by

ICAO, States, and Stakeholders

https://www.icao.int/aviationcybersecurity/Pages/Cybersecurity-Action-Plan.aspx



https://www.icao.int/aviationcybersecurity/Pages/Cybersecurity-Action-Plan.aspx

Cybersecurity Governance Structure ;

Ad-hoc
Cybersecurity
Coordination
Committee
(AHCCC)

ANC ASC

Concerned :::rs:ework Concerned
ANC Panels Panel ATC Panels
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ICAO Aviation Security Resources — Capacity Building 10
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Foundations of Aviation

Cybersecurity Leadership and
Technical Management

Aviation Cybersecurity Oversight In cooperation with

3-day course | Classroom & In-company training, or
4-day course | Virtual training (5-hour daily sessions)

v ICAD TRAINAIR PLUS COURSE
¥ Imerpret the 6 steps of the UK CAA's Cybersecurity Oversight Process for Aviation fee'o
+  Leam how 1o conduct a critical systeme scoping exercise
Cybersecurity has become an essential component ¥ Explore the synergies between SMS and SeMs

of a safe, secure and resllient aviation system

Service Rating 457 reviews

https://www.enrole.com/erau
/isp/course.jsp?categoryld=55
86BD00&courseld=SGC-1102

https://caainternational.com
/course/icao-aviation-
cybersecurity-oversight/

: ICAO AVIATION SECURITY AND FACILITATION



https://www.enrole.com/erau/jsp/course.jsp?categoryId=5586BD00&courseId=SGC-1102
https://www.enrole.com/erau/jsp/course.jsp?categoryId=5586BD00&courseId=SGC-1102
https://www.enrole.com/erau/jsp/course.jsp?categoryId=5586BD00&courseId=SGC-1102
https://caainternational.com/course/icao-aviation-cybersecurity-oversight/
https://caainternational.com/course/icao-aviation-cybersecurity-oversight/
https://caainternational.com/course/icao-aviation-cybersecurity-oversight/

Doc 8973 — 11

Aviation Security —

Manual

Cybersecurity Doc 9985 — ATM
Policy Guidance Security Manual

Published Documentation

Cybersecurity Aviation
Culture in Civil Cybersecurity
Aviation Strategy

H % ICAQ  AVIATION SECURITY AND FACILITATION

Using Traffic Cybersecurity https://WWW.icaO.int/aViationCVberS
Light Protocol Action Plan ecurity/Pages/Guidance-
material.aspx



https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx
https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx
https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx

g_n.n \,,,%

ICAQ AVIATION SECURITY AND FACILITATION

vy

%
%,
Ty,

Cybersecurity Panel’s ongoing Work Programme

Analysis of
Potential Need
for Aviation
Cybersecurity
Provisions in
the Annexes to
the Convention
on International
Civil Aviation

WG on
Cybersecurity
Threat & Risk

(WGCTR)

Cybersecurity
Panel
(CYSECP)

WG on
Cybersecurity
Guidance Material
(WGCGM)
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Cyber Threat & Risk Assessment Methodology & Scenarios

Cyber Threat Categories

Document on Methodology and global cyber threat
& risk landscape (Global Cyber Risk Considerations)

Aviation Cybersecurity Terms Glossary

Principles for Integrating Aviation Cybersecurity in
SSP/NCASP

Cyber incident Reporting

Cyber Information Sharing

Cyber Incident Response & Recovery & Coordination with

Organizational Emergency Response/Crisis Management
Plans
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Setting the scene
Air Navigation & Safety Considerations

Mike GOODFELLOW

Technical Officer, Globally Interoperable Systems

Air Navigation Bureau

13
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Cyber in Air Navigation and Safety

o Critical enabler of ANS and other systems

* Important considerations for legacy systems
e Bandwidth limitations

e Lack of authentication/encryption

e Upgrade cycle and costs

e Purpose-focused

14
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Satellite Communications Cabin links accessible to

passengers (Cabin Wifi, plugs on
(SQTCOM) cabin seats, FAP, Bluetooth._.)

= Aircraft - Ground links (ACARS,

o HF, VHF, SATCOM:; GPS, ILS...)

= with in-flight access
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ﬁ Aircraft - Ground wireless links GateLink
= (Gatelink, GSM, Wifi, WiMax...)
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S Maintenance & Industrial systems

< (PMAT, Portable Data-Loader, troubleshooting

equipment, USB keys, ITcards...)

O Maintenance &

I Supply chain Engineering Centre Hangar e

O (Transit of Software from e =
— Supplier to Manufacturer...) /”
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Areas of cyber work

* Navigation Systems
e GNSS Interference
e SBAS Authentication

e Communications
 ATN Security
e Air/ground links

e RPAS
e C2 Links
e UTM

e SWIM

 Meteorology

e ATM

e FF-ICE

e Connected Aircraft
* Licensing

e Personnel

e Operations

e Digital Trust
e |dentity Management
e Information Assurance

16
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