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N Setting the scene
From the ICAO resolutions to the ICAO 

strategy and action plan

Aviation Security Policy Section, Chief
ICAO 

Sonia HIFDI 
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2005

2016

Aviation Cybersecurity 
Strategy – A 40-10
TFSG

2020

Cybersecurity Action Plan -2nd Edition

A 41-19: Establishment of:

 the Ad Hoc Cybersecurity 
Coordination Committee (AHCCC)

 Cybersecurity Panel (CYSECP)

 Trust Framework Panel (TFP)

2022

First two meetings of the CYSECP

First meeting of the TFP

First meeting of the AHCCC

2023

Overview of 
milestones 
achieved

and future 
developments

Global Operational ATM 
concept

A39-19

2019

Cybersecurity Action Plan –
1st Edition

2014

2017
SSGC

IHLG - Civil Aviation 
Cybersecurity Action Plan
1st SARP in Annex 17
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Governments’ Adoption of the Beijing Instruments is an Important 
DETERRENT of Cyber-Attacks Against Civil Aviation

The Beijing Convention (2010)

ICAO’s Work on Aviation Cybersecurity – International Legal Instruments

The Beijing Protocol (2010)
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Beijing instrumentsGlobal Adoption

Risk management framework, 
cybersecurity culture …Others

National, regional and global 
States and IndustryCooperation

ICAO strategy and action plan Implementation

Define responsabilitiesGovernance

ICAO’s Work on Aviation Cybersecurity – Assembly Resolutions
A41–19: Addressing Cybersecurity in Civil Aviation

https://www.icao.int/aviationcybersecurity/Documents/A41-19.pdf

https://www.icao.int/aviationcybersecurity/Documents/A41-19.pdf
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Standard 4.9.1 
 Each Contracting State shall ensure that operators or entities as defined in 

the national civil aviation security programme or other relevant national 
documentation identify their critical information and communications 
technology systems and data used for civil aviation purposes and, in 
accordance with a risk assessment, develop and implement, as 
appropriate, measures to protect them from unlawful interference

Recommended Practice 4.9.2 
 Recommendation— Each Contracting State should ensure that the

measures implemented protect, as appropriate, the confidentiality,
integrity and availability of the identified critical systems and/or data. The
measures should include, inter alia, security by design, supply chain
security, network separation, and the protection and/or limitation of any
remote access capabilities, as appropriate and in accordance with the risk
assessment carried out by its relevant national authorities

Standards & Recommended Practices
Annex 17
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The Aviation Cybersecurity Strategy

https://www.icao.int/aviationcybersecurity/Pages/Aviation-Cybersecurity-Strategy.aspx

International Cooperation

Governance

Effective Legislation 
& Regulations

Cybersecurity Policy
Information Sharing

Incident 
Management & 
Emergency 
Planning

Capacity Building, 
Training, & 
Cybersecurity 
Culture

https://www.icao.int/aviationcybersecurity/Pages/Aviation-Cybersecurity-Strategy.aspx
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The Cybersecurity Action Plan

https://www.icao.int/aviationcybersecurity/Pages/Cybersecurity-Action-Plan.aspx

First Edition published in 
November 2020

Second Edition 
published in January 
2022

Available on ICAO Public 
Website

Provides the Foundation 
for ICAO, States and 
stakeholders to work 
together

Develops the 7 Pillars of the Aviation Cybersecurity 
Strategy into 32 Priority Actions, which are further 
broken down into 51 Tasks to be implemented by 
ICAO, States, and Stakeholders

https://www.icao.int/aviationcybersecurity/Pages/Cybersecurity-Action-Plan.aspx
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Cybersecurity Governance Structure 

Council

ANC

Concerned 
ANC Panels

Trust 
Framework 
Panel

Ad-hoc 
Cybersecurity 
Coordination 
Committee 
(AHCCC)

ASC

CYSEC Panel AVSEC Panel

ATC

Concerned 
ATC Panels

Ex-TFSG Ex-SSGC
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ICAO Aviation Security Resources – Capacity Building

https://www.enrole.com/erau
/jsp/course.jsp?categoryId=55
86BD00&courseId=SGC-1102

https://caainternational.com
/course/icao-aviation-
cybersecurity-oversight/ 

https://www.enrole.com/erau/jsp/course.jsp?categoryId=5586BD00&courseId=SGC-1102
https://www.enrole.com/erau/jsp/course.jsp?categoryId=5586BD00&courseId=SGC-1102
https://www.enrole.com/erau/jsp/course.jsp?categoryId=5586BD00&courseId=SGC-1102
https://caainternational.com/course/icao-aviation-cybersecurity-oversight/
https://caainternational.com/course/icao-aviation-cybersecurity-oversight/
https://caainternational.com/course/icao-aviation-cybersecurity-oversight/
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https://www.icao.int/aviationcybers
ecurity/Pages/Guidance-

material.aspx

Published Documentation

Doc 8973 – 
Aviation Security 

Manual

Doc 9985 – ATM 
Security Manual

Aviation 
Cybersecurity 

Strategy

Cybersecurity 
Action Plan

Using Traffic 
Light Protocol

Cybersecurity 
Culture in Civil 

Aviation 

Cybersecurity 
Policy Guidance

https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx
https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx
https://www.icao.int/aviationcybersecurity/Pages/Guidance-material.aspx
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WG on 
Cybersecurity

Guidance Material
(WGCGM)

WG on 
Cybersecurity
Threat & Risk

(WGCTR)

Cyber Threat & Risk  Assessment Methodology & Scenarios

Cyber Threat Categories

Cybersecurity 
Panel

(CYSECP)

Analysis of 
Potential Need 

for Aviation 
Cybersecurity 
Provisions in 

the Annexes to 
the Convention 
on International 

Civil Aviation

Document on Methodology and global cyber threat 
& risk landscape (Global Cyber Risk Considerations)

Aviation Cybersecurity Terms Glossary

Principles for Integrating Aviation Cybersecurity in 
SSP/NCASP

Cyber incident Reporting

Cyber Incident Response & Recovery & Coordination with 
Organizational Emergency Response/Crisis Management 
Plans

Cyber Information Sharing

Cybersecurity Panel’s ongoing Work Programme
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Setting the scene
Air Navigation & Safety Considerations

Technical Officer, Globally Interoperable Systems
Air Navigation Bureau

Mike GOODFELLOW 
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Cyber in Air Navigation and Safety
• Critical enabler of ANS and other systems

• Important considerations for legacy systems
• Bandwidth limitations
• Lack of authentication/encryption
• Upgrade cycle and costs

• Purpose-focused
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Aviation Ecosystem
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Areas of cyber work
• Navigation Systems

• GNSS Interference
• SBAS Authentication

• Communications
• ATN Security
• Air/ground links

• RPAS
• C2 Links
• UTM

• SWIM

• Meteorology
• ATM

• FF-ICE
• Connected Aircraft

• Licensing
• Personnel
• Operations

• Digital Trust
• Identity Management
• Information Assurance
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Thank You
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