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In an era where most of the
world's air traffic s
managed digitally, the
security of our skies is
fundamentally tied to the

integrity of our cyber

infrastructure.
But with increasing
digitization comes

ttps:/\www.collinsaerospace.com/

heightened vulnerability.
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The intricate relationship between

® . :
Air Navigation Services and cybersecurity.

® Unpacking the current threat landscape

The imperative role of Security Operations Centers
? (socs)

@ Case Study: UAE ACC SOC Implementation

@® Challenges in Implementing SOC
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The intricate
relationship between | | +54ay's interconnected and digital era, the realm of
Air Navigation Services : .. . :
. Air Navigation Services (ANS) has experienced
and cybersecurity ,
unprecedented advancements, enabling safer and

more efficient airspace management.
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The intricate
relationship between
Air Navigation Services
and cybersecurity

»Manual processes and paper strips to advance
automation

> Traditional Voice communication to CPDLC

»transition from ground-based radar systems to
satellite-based systems

» Performance-based Navigation (PBN)

»From traditional point-to-point to National and
Global IP Links
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The intricate

relationship between | 3 Remote Operations: Advanced cameras and
Air Navigation Services sensors allow air traffic controllers to manage air

and cybersecurity traffic at airports from a remote location, reducing
the need for physical infrastructure and allowing for
centralized control of multiple airports.

»Digital Enhancement: Digital towers use
augmentation, such as overlaying flight data on
screens, to enhance Vvisibility and situational
awareness for controllers.

»From post-processing to Real-time analytics &
Advanced traffic flow management.
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The intricate

relationship between | 5 |nterconnected Global Systems:
Air Navigation Services

and cybersecurity SWIM (System Wide Information Management): A
global initiative that facilitates the exchange of air
traffic management data in real-time across various
stakeholders. This seamless data sharing enhances

operational efficiency.
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The intricate

relationship between : : : .
Air Navigation Services As ANS becomes increasingly reliant on digital

and cybersecurity platforms and communication systems, the

imperative to protect these systems from cyber
threats has never been more paramount.
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Unpacking the current
threat landscape In cybersecurity, attackers have a structural

advantage: they need to find only one exploitable

Cyber attack come in

many forms and with weakness across an organization. This means
attackers have less ground to cover than a defender
and the attacker can often adapt faster than
organizations can defend or recover

Global Cybersecurity Outlook 2023 — World Economic Forum

different motivations.
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Unpacking the current . L . .
hreat landscane >Data Interception: Unauthorized interception of communication
threa P between pilots and air traffic controllers can lead to

misinformation and jeopardize safety.

» GPS Spoofing: Malicious entities might manipulate GPS signals to
, e provide inaccurate positioning data to aircraft or air traffic
different motivations. management SystemS.

»Ransomware Attacks: Critical systems could be held hostage b
malicious software that encrypts data until a ransom is paid,
disrupting operations.

»Denial of Service (DoS) Attacks: These attacks aim to overload
and incapacitate specific networks or systems, potentially causing
significant disruption in air traffic management.

» Phishing Attacks: These can be used to gain unauthorized access
to systems by tricking ANS personnel into revealing credentials or
downloading malicious software.

Cyber attack come in
many forms and with
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Unpacking the current

threat landscape »System Sabotage: Intentional introduction of faults or

malfunctions in air traffic management systems, potentially
Cyber attack come in leading to significant disruptions or accidents.

many forms and with

_ . » Malware Infection: Malicious software designed to infiltrate,
different motivations.

damage, or gather information from systems, which can
compromise operations and safety.

» Unauthorized Access: Unapproved entry into critical systems can
allow malicious actors to alter data, mislead controllers, or
compromise safety protocols.

»Insider Threats: Disgruntled employees or those with malicious
intent from within the organization can pose a threat by abusing
access or providing sensitive information to external entities
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The imperative role of
Security Operations
Centers

The ever-evolving landscape of cybersecurity threats,
even in specialized fields like air navigation services,
necessitates advanced monitoring and response
mechanisms. Despite being predominantly closed

networks, the complexities of these systems can still
present vulnerabilities.
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The imperative role of
Security Operations | »>Continuous Monitoring: Real-time observation of

Centers network activities to identify any unusual patterns.
_ »Threat Detection: Utilizing advanced tools and
Core Functions of SOCs intelligence to detect potential security threats.

in Air Navigation
»Incident Analysis: Understanding the nature, impact,
and source of a detected incident.

»Response Coordination: Taking appropriate actions to
mitigate the detected threat.

»Recovery & Lessons Learned: Post-incident actions to
restore normal operations and implement lessons to
prevent future occurrences.
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Case Study:
UAE ACC SOC
Implementation

CNS System
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Challenges in _
Implementing SOC »Lack of Industry Standards: Pre-defined use cases

and frameworks are built against traditional IT
infrastructure.

> Closed networks: closed networks do not have
automatic updates.

» Custom application integration: Understanding the
specialized application API’s and logs.
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Conclusion The strength of our air navigation's cybersecurity is

not determined by individual efforts but by the
collective vigilance of all stakeholders. A unified
front, where information regarding threats,
vulnerabilities, and best practices is openly shared, is
crucial. Collaboration transcends borders and makes
our global airspace more resilient against cyber
threats.
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THANK YOU
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