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Impact of Al on the Aviation Industry

Banna Al-Naimi, Operational Technology Security Analyst
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Cyber-Security Attacks in Aviation Industry

Malware attack
Istanbul, Turkey

Shutting down of British airways data A cyber-incident
passport control breach of about that involved the
system at the 380,000 customers’ attacker accessing
departure terminals, personal and stealing
leading to the delay identifiable company data,
of many flights. information. which were later

leaked online.
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Flight planning Baggage handling Weather forecasting Predicative maintenance
and tracking
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SYMPOSIUM

Al Lifecycle
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Data Data . Verification and Model .
Acquisition Prepration Moddiing validation deployment Uperakion
: ga:a gtore * Exploring e Feature engineering | Model e Packaging * Maintain
A Ra s Data wrangling ® Algorithm selection evaluation » Runtime s Repair
* Cleaning * Model training ® System environment * Update
ML Pipeline * Imputation * Model selection Validation * Optimisation * Monitoring
‘ = Normalization and o = = M
scaling

* Dataset composition
® Data splitting
* Labelling
¢ Other transforms
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Scenario: Weather predication Al system

Get access to the system Corrupting predications

Feeding false information Receiving inaccurate information




CYBERSECURITY |PROTECTING AVIATION
AND RESILIENCE FROM CYBER ATTACKS

SYM POS I U M DOHA, QATAR | 6 - 8 NOVEMBER 2023

THANK YOU




	Impact of AI on the Aviation Industry
	Slide Number 2
	AI Applications in Aviation
	AI Lifecycle
	Scenario: Weather predication AI system
	Slide Number 6

