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GNSS Background 
• GNSS spoofing
Some of the known RFI sources are reportedly capable of emitting signals that 
mimic GNSS signals
• GNSS Source of Interference

• Personal Privacy Devices
• GPS repeaters
• TV broadcast stations malfunction
• Occur in conjunction with military operations and/or  Military  force Protection, 

– Counte r-unmanned airc raft s ys tems  (C-UAS) meas ure s ,
– Protec tion of s enior le ade rs hip 
– Protec tion of c ritical infras truc ture
– counte rmeas ure s  agains t GPS guided offens ive  weapons
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Analysis Scope – Ge ographic  Scope
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List of FIRs (Flight Information Regions)
In alphabe tical orde r of FIR Code

IATA MENA States : 
Afghanis tan, Alge ria, Bahrain, Egypt, Iran, Iraq, J ordan, Kuwait, 
Le banon, Libya, Morocco, Oman, Qatar, Saudi Arabia, Sudan, Syria, 
Tunis ia, UAE, Ye me n
Adjacent States included in this analysis : 
Türkiye

© GeoNames, Microsoft, TomTom
Powered by Bing

DAAA Alge ria OIIX Iran, Is lamic  Re public  of

DTTC Tunis ia OJ AC J ordan

GMMM Morocco OKAC Kuwait

HECC Egypt OLBB Le banon

HLLL Libya OMAE Unite d Arab Emirate s

HSSS Sudan OOMM Oman

LTAA Turkiye ORBB Iraq

LTBB Turkiye OSTT Syrian Arab Re public

OAKX Afghanis tan OTDF Qatar

OBBB Bahrain OYSC Ye me n, Re public  of

OEJ D Saudi Arabia



GNSS RFI – AN Conf Outcome s
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GNSS RFI In Flight MENA



Location Trend
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GNSS RFI Takeoff and Climb MENA



Location Trend
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GNSS RFI Approach MENA



GNSS RFI Recorded events
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GNSS RFI Recorded events  2023 GNSS RFI Recorded Events  (J an-J un 2024



Signal Loss Occurrence Phase of Flight



GPS Signal Loss Occurrence Duration
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GNSS RFI – Safe ty Ris k Mode l (SRA)
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GNSS RFI - SRA

16 De ce mbe r 202414

AIRLINES - Mitigation Measures 



GNSS RFI – SRA (cont'd)
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ANSPs - Mitigation Measures 



GNSS RFI – SRA (cont'd)

16 De ce mbe r 202416

 FIRs affected by jamming and spoofing 
(updated on July 5, 2024).

 EASA Recommendations and mitigating 
measures for different stakeholders.

The bulletin is addressing GNSS RFI including:

https://www.easa.europa.eu/en/domains/air-operations/global-navigation-satellite-system-outages-and-alterations#FIRs%20affected
https://www.easa.europa.eu/en/domains/air-operations/global-navigation-satellite-system-outages-and-alterations#FIRs%20affected


• Entering Risk Area
o Check enroute FIR NOTAMs for any GPS spoofing advice
o Cockpit Preparation: Perform full IRS alignment if entering known area with GPS 

spoofing risk
o Be aware of typical sensor hierarchy for FMS position: GPS, then IRS, DME/DME, 

VOR/DME,
o Consider de -selecting GPS sensor input if option available.
o Review differences between GPS Jamming and GPS Spoofing.
o Perform time check and set correct time on personal device or watch.
• Crew to notify Air Traffic Control whenever GNSS RFI events are 

experienced and notify respective aircraft and avionic OEMs
• Airlines to develop procedures and training based upon information  
       received from OEM & CAA.
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Recommended Procedure – Entering Risk Area



Recommendation 
•    State s

• to  re port cas e s  of GNSS radio fre que ncy inte rfe re nce  to  ITU.
• to  e ns ure  & maintain ade quate  DME Infras truc ture  and DME bas e d PBN 

proce dure s
• to  maintain ne ce s s ary MON of Nav Aids  & s e condary s urve illance  radar 

infras truc ture .  (inc luding VOR, ILS Cat I/II/III and DME).
• to  fac ilitate  or de ploy as  appropriate  re al-time  monitoring and de te c tion 

s olutions  for GNSS RFI, 
• is s ue  NOTAMs  on GNSS RFI e ve nts  in a  time ly manne r
• to  e s tablis h and e ns ure  appropriate frequency regulations are in place and 

maintaine d to  prote c t allocate d GNSS fre que nc ie s  from harmful inte rfe re nce .
• to  e ns ure  contingency /back up procedures (conve ntional route s ) are  

e s tablis he d in coordination with ANSPs  and airs pace  us e rs
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Thank you.
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