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Air passenger traffic has surpassed 2019 level for all regions
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Civil Aviation still remains an attractive target for terrorists

Fatal terrorist attacks in 2023 (all types) AUls against civil aviation
S— | = 57 AUIs in 2022
\""’“\ * e ae = 60 AUIs in 2023
1%\\%(%;8’;"" ] o 8 on aircraft in flight
Ry \ o 13 on aviation facilities (e.g. airports)
. ?U > o 1 unlawful seizure
| j% %! Y o 1 aftack using aircraft as weapon
&k S o 37 attacks as others
Source (left) : Global terrorism Index 2024 (by Institute for Economics & Peace) M a‘d:rEf%\ 0
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Constant update of ICAO Risk Context Statement (RCS)
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ACI Regional Aviation Security Committee

38 committee members, representing over 130 individual airports
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ACI survey: top risks for airporis
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Perpetrators are constantly looking for the weakest link
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Landside attacks becoming frequent in ihe pas’r decade

Brussels (201 6) Shanghai(2017) Fort Lauderdale (2017)
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ICAO strengthened landside security in July 2017

(New) 4.8.1 (standard)
.... shall ensure that landside areas are identified

(Upgrade) 4.8.2 Recommendation (Standard)
....shall ensure.... security measures in landside areas are established....

(Upgrade) 4.8.3 Recommendation (Standard)
....shall ensure coordination of landside security measures...........




ACI also reacted swiftly to the rising landside threats

DL TUL 120
M 54™ masting of the ACI World Governing Board
M Montreal, 25 Septeraber 2016 Resolution APAC/12.02

Agends fiem 9.4,
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Call for Airports to Consider Strengthening Landside Security

Adopted by the 12* ACI Asia-Pacific Annual Assembly
AIRPORTS COUNCIL 11 April 2017, Doha
INTERNATIONAL

The Tweifth Assembly of the Asia-Pacific Region of Airports Council Intemational, convened on this
eleventh day of April 2017, in Doha, State of Qatar,

*  Current aviation security measures inly ity cted area,

the “airside”, to safeguard aircraft operations;
*  Many airports are important international gateways and therefore symbolic of the country’s
2 12

*  The threat of terrorist attacks against the landside of the airport, especially the check-in area
and the arrivais hall, does exist;

. rgrega visitors and
causing massive damages to 3irport equipment and facilities,

* The airport operator, as the landiord or manager of the passenger terminal and other landside
facilities, has a duty of care to the passengers, visitors and employees using these facilities
and is well positioned to play a coordinative role in raising security culture and alertness
amongst its tenants and other users of the airport;

Noting that:

* TheicAO for E ; y is exp
2 Standard appiicable in 2017, and

Recalling that:

®  The resolution adopted by the 26® Assembly of ACI World on 27 September 2016 in the city
of Montréal, Canada, calls for 3 “common sense approach” to enhancing landside security and
for airports to work with regulators to identify 3 range of fiexible measures such as explosive-
detection equipment, dog teams and behavior detection program;

Collectively resolve to:

* Consider enhancing landside security by establishing programs for employees working at the
airport to identify and report suspicious activities on the landside, building a good security
culture and raising security alertness amongst them,

®  Consider landside security in the design of future expansions of existing terminal buildings and
the construction of new buidings, and

® Strive to facilitate with i and to
2void mass congregations in the check-in area.
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Landside Security

HANDBOOK

on 3 proper nsk assessment b colbdacention with ARUP

ACI| World Resolution
(adopted in 2016)

ACI Asia-Pacific Resolution
(adopted in 2017)

ACI Landside Security Handbook
(published in 2018)
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Comprehensive approach developed for landside risk

mitigation

Threat and intelligence
sharing
Risk analysis

Building design

Physical presence of

Prevention Public awareness Rglaacivtval)'loieﬁs:gn patrols
Staff training : P P 9 Communication
Cloar shocation of Terminal and flow design
responsibilities
Behavior detection, Well lit areas. aood Monitoring, CCTV, patrols,
Detection security culture, public oo de' 9 - overt and covert
awareness and reporting Sig screening, canines
Communication
Response and Crisis management Evacuation routes, design processes, evacuation
recovery processes, training, to limit impacts procedures, business

communication

continuity and contingency
plans
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More advanced solutions are deployed for landside security
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Security robot Crowd monitoring tools ~ ANPR & road
blocker system

Autonomous Patrol Car.

Joyidis Hirsr Autonomous Patrol C3

| bperating at airport’s restricted area

Advanced CCTV with Autonomous patrol Body camera PIDS
behaviour analysis car
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Besides, airports are doing more to train up its people
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Dedicated trainings for Security awareness

Security exercises for ,
crowd management campaign

landside attack
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Landside remains one of the least-complied areas in Annex 17
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Many airports are still struggling with basic protection

1) Design & space constraint
o e.g.limited stand-off distance, gathering of crowds
2) Risk assessment
o e.q. ineffective risk assessment for landside
3) Stakeholder coordination
o e.q.ineffective communication between stakeholders for emergency response
o e.g.balance of SEC & FAL
4) Vulnerability to vehicle attacks
o e.g.limited hostile vehicle mitigation, ineffective unattended vehicle procedures
5) Perimeter protection
o e.g.unclearlandside boundary, poor maintenance of fence
6) Landside surveillance
o e.q. insufficient CCTV coverage and landside paftrolling
7) Facilitation
o e.g.balance of SEC & FAL M
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Rising activism activities add complexity to landside protection
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Suvarnabhumi Hong Kong Frankfurt Barcelona London City
Airport Airport Airport Airport Airport
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Specific guidance newly available on landside activism

\
all l AIRPORTS COUNCIL neVoiceof
INTERNATIONAL world's s airports

ACI ADVISORY BULLETIN

Airport disruptions caused by activism

- (CAO

Restricted

Disruptions Caused by Activists

Amendment to Chapter 11, Airport Security

Montreal, 14 March 2022 - In recent years, actvism and protests have disrupted airport
operations in different parts of the world. In light of the emerging risk to airports, this ACI
Advisory Bulletin provides high-level global guidance to members on assessing the risks
to their operations, preparing adequately, ensuring the continuity of their operations, and
recovenng quickly after an activism-related disruption—with the objectives of maintaining
safety and minimizing the impact on customer experience and operations.

ACI World

WEBINAR

Airport disruptions caused

1. Scope

Thnstofdeldhn‘—- actions leading
normal operations at airports. These events
n\oﬁ\raedbyacvvrsluovad‘hocw&sbygmoflmls

isdictions may wpsaoeﬁldenm\wmonsbhkeplaeemzpoﬂpmmny
Usu'ny national or local laws will provide a framework for and dlarify whether and how
demonstrators can legally obtain a permit to do so. ﬂ\earponnnydtomeiodedc:ﬁe:
specific location and define conditions under which such lawful demonstrations may take

place.
Di caused by the ddmatamma-‘ponsa'eared > %‘_ byaC[IVISm
mnasnmasesmosemaybemaedbymvsm counter-drone o

response is not covered at length in this Advisory Bulletin. ACIWodd-smdauparate
Advisory Bulletin on drone-related disruption to aircraft operations in January 2019.

Finally, airports may see their operations disrupted by isolated persons attempting to
amlheantdeusecwﬂyreﬂndednakxmdeames There have been many WATCH Now
instances of mmwwamuwmbgﬂwmﬂap@w

aircraft. These are equally outside the scope of this Advisory Bulletin,

Published by authoriy of the Secretary Ceneral

INTERNATIONAL CIVIL AVIATION ORGANIZATION

2. Global threat and risk picture

Despite a recent reduction in overall aviation operations, airports still provide a symbolic,
visible, and increasingly attractive backdrop for activities intended to cause disruption or Sune 2023
disorder without having to cause loss of life. Activism is on the nise globally, as groups

. New section on
New webinar on

activism at airports

New ACI advisory o )
bulletin - Airport disruption caused by

disruption caused activists” in Doc 8973

by activism The Voice of
Asia-Pacific &
/ Middle East Airports
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Apart from “people” and “measures”, design is also crucial

Prevention

Detection

Response and
recovery

Threat and intelligence
sharing
Risk analysis
Public awareness
Staff training
Clear allocation of
responsibilities

Behavior detection,
security culture, public
awareness and reporting

Crisis management
processes, training,
communication

Building design
Roadway design
Blast proofing
Terminal and flow design

Well lit areas, good
terminal design

vacuation routes, desig
to limit impacts

Physical presence of
patrols
Communication

Monitoring, CCTV, patrols,
overt and covert
screening, canines

Communication
processes, evacuation
procedures, business

continuity and contingency
plans
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Lots of new airport infrastructure needed to meet future demand

2021-2040 total needed capex by region Examples of airport mega project in
MID region

EUROPE * 18% of total
» US$77bn CAPEX in greenfield
US$427|]|1 * 4.4bn passengers by 2040 = I\/\USCdeIm
NORTHAMERICA. © 17% of ot In’remo(’r)lonol Airport
* Insignificant CAPEX in greenfield man
USS 4[][]hﬂ * 3.1bn passengers by 2040 - ( C )
LATIN AMERICA-
CARIBBEAN * 4% of total
» US$41bn CAPEX in greenfield
USS g4hﬂ * 1.6bn passengers by 2040 Al MOKTOUI’T\
AFRICA * 1% of total InTe/AihOhOTnO|
* US$13bn CAPEX in greenfield Iroor
USS 32hﬂ » 457mn passengers by 2040 p
(UAE)
MIDDLE EAST © 6% of total ASIA-PACIFIC © 54% of total
» US$54bn CAPEX in greenfield » US$579bn CAPEX in greenfield
USS 1 5 1 hﬂ * 1.2bn passengers by 2040 USS 1 .3" * 8.9bn passengers by 2040

King Salman
International Airport

(Saudi)
)
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Security-by-design becoming more important to save cost,
improve security and enhance efficiency

AVSEC
considerations

Drawing & Construction Operations
design phrase phrase
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Good design incorporating landside security elements
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In summary....

To note:
= Landside security remains a top challenge for airports among other
emerging threats

= Major challenges for airports
o Design & space
o Risk assessment
o Stakeholder coordination
o Survelllance & patrolling
To be encouraged:
= Make use of ACI's resources available on landside security (e.g. handbook)

= Work closer with airports & stakeholders for addressing landside security
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