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ACI membership & regional offices 

ACI Africa 
Casablanca, Morocco ACI Asia-Pacific & 

Middle East
Hong Kong, China

ACI Europe
Brussels, Belgium

ACI World

Montreal, Canada

ACI North America
Washington, DC

ACI Latin America-
Caribbean 

Panama City, Panama

717 members 1,950 airports 185 countries and territories

ACI Asia-Pacific & 
Middle East (sub-

office) 
Riyadh, Saudi



Air passenger traffic has surpassed 2019 level for all regions

2019 traffic level
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Civil aviation still remains an attractive target for terrorists

Source (left) : Global terrorism Index 2025 (by Institute for Economics & Peace)

Source (right): ICAO  

▪ 57 AUIs in 2022

▪ 60 AUIs in 2023

▪ 96 AUIs in 2024

o 9 attacks on aircraft

o 10 on aviation facilities (e.g. airports)

o 1 on comms sytems

o 72 others  

Fatal terrorist attacks in 2024 (all types) Reported AUIs against civil aviation 



The Voice of 

Asia-Pacific & 

Middle East Airports

Perpetrators are constantly looking for the weakest link   
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Constant update of ICAO Risk Context Statement (RCS)
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1st edition (2018) 2nd edition (2019) 3rd edition 

(Dec 2022)

Interim update 

(2020)

4th edition

(soon, TBC)
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ACI Regional Aviation Security Committee

39 committee members, representing over 200 individual airports  



Top 4 concerning threats for airports in the region 

Drones Landside CyberPB-IED & explosives
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Landside attacks becoming frequent in the past decade

Glasgow (2007) Moscow (2011) Istanbul (2016)

Brussels (2016) Shanghai(2017) Fort Lauderdale (2017)
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ICAO strengthened landside security in July 2017

(New) 4.8.1 (standard) 

.... shall ensure that landside areas are identified

(Upgrade) 4.8.2 Recommendation (Standard)

....shall ensure…. security measures in landside areas are established....

(Upgrade) 4.8.3 Recommendation (Standard)

….shall ensure coordination of landside security measures………..
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Comprehensive approach developed for landside risk 
mitigation 

11

ACI Landside Security 

Handbook
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Measures: More advanced solutions are deployed for landside 
security
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Explosives K9 team Security robot Crowd monitoring tools ANPR & road 
blocker system

Advanced CCTV with 
behaviour analysis

Autonomous patrol 
car

Body camera PIDS
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People: Airports are doing more to train up its staff
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Security exercises for 

landside attack

Security awareness 

campaign

Dedicated trainings for 

crowd management
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Design: Airport design incorporating landside security 
elements

14Courtesy of Adelaide AirportCourtesy of Atlanta Airport

Courtesy of Changi AirportCourtesy of Montevideo Airport



Landside continues to be one of the least-complied areas 

USAP Results – Compliance with Annex 17  
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Common airports’ challenges on landside protection
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1) Design & space constraint

o e.g. limited stand-off distance, gathering of crowds

2) Risk assessment

o e.g. ineffective risk assessment for landside

3) Stakeholder coordination

o e.g. ineffective communication between stakeholders for emergency response

o e.g. balance of SEC & FAL

4) Vulnerability to vehicle attacks

o e.g. limited hostile vehicle mitigation, ineffective unattended vehicle procedures 

5) Perimeter protection

o e.g. unclear landside boundary, poor maintenance of fence

6) Landside surveillance

o e.g. insufficient CCTV coverage and landside patrolling

7) Facilitation

o e.g. balance of SEC & FAL
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Use of drones are growing exponentially
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Rising unauthorized drone intrusions at airports 
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▪ Airport closed 19-21 Dec 2018

▪ 140,000 pax and 1,000 flights affected

▪ Costed estimated $64.5M for airlines

Gatwick Airport drone incident Drone intrusion in the region?
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The risk of UA attacks has been elevated multiple times

192018 (RCS 1st edition)

2019 (RCS 2nd edition) 

2022 (RCS 3nd edition) 
MEDIUM-LOW

MEDIUM

MEDIUM-HIGH
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What are the major challenges for airports
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0 2 4 6 8 10 12 14

Physical design of airport

Rapid growth in drones

Emergency response

Technology implementation

Stakeholder coordination

*Based on responses from 40 airport operators
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Protection responsibility varies across countries
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▪ Airport operator

o Airport security

o Airfield operations

▪ Air traffic control

▪ Airline

▪ Police /Law enforcement

▪ CAA 

▪ Intelligence agency

▪ C-UAS solution provider

18% 

Leading role

76%

Supporting role

6% 

No

Airport 

28%

CAA 

28%

Police/Law E 

34%

ATC

7%

Ohters

3%

Who is involved? Who is taking the lead in protection? 

*Based on responses from 40 airport operators
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Growing deployment of anti-drone technology at airports 
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Yes, already 

implemented

55%

Yes, on 

trial

7%

No, but planned 

in next 3 years

17%

No, no plan 

yet

21%

Anti-drone technology installed yet? 

For detection/tracking

For interception/neutralization 

Examples of technology

*Based on responses from 40 airport operators



The Voice of 

Asia-Pacific & 

Middle East Airports

No perfect technological solution for now
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Supplementary references on counter drones
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ACI counter drones 

knowledge centre
ACI guidance on 

drones in airport 

environment

ICAO guidance on 

protection against 

UAS

EC guidance on 

protection against 

UAS

https://aci.aero/airport-advocacy/security/
https://aci.aero/airport-advocacy/security/
https://aci.aero/wp-content/uploads/2021/08/DRONES-IN-THE-AIRPORT-ENVIRONMENT-CONCEPT-OF-OPERATIONS-INDUSTRY-GUIDANCE.pdf
https://aci.aero/wp-content/uploads/2021/08/DRONES-IN-THE-AIRPORT-ENVIRONMENT-CONCEPT-OF-OPERATIONS-INDUSTRY-GUIDANCE.pdf
https://aci.aero/wp-content/uploads/2021/08/DRONES-IN-THE-AIRPORT-ENVIRONMENT-CONCEPT-OF-OPERATIONS-INDUSTRY-GUIDANCE.pdf
https://www.icao.int/Security/SFP/Pages/UAS-Intrusion-Protection.aspx
https://www.icao.int/Security/SFP/Pages/UAS-Intrusion-Protection.aspx
https://www.icao.int/Security/SFP/Pages/UAS-Intrusion-Protection.aspx
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Screeners need to look for more and more items, especially 
explosives
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Traditional prohibited items Explosives 
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Increasing focus on explosives by ICAO over the years
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Amendment 16 (2018) 

“4.4.2….shall ensure… screening methods… capable of detecting …explosives 

and explosive devices carried by passengers…or in cabin baggage” 

Amendment 17 (2020) 

“4.2.6...shall ensure…screening methods….capable of detecting explosives and 

explosive devices carried by persons other than passengers….”

Amendment 18 (2022) 

“4.5.1bis… shall ensure…screening methods…capable of 

detecting….explosives and explosive device in hold baggage…..”
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Increasing deployment of “smart” technologies, especially at 
checkpoint 
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Smart security checkpoints. More to come in the region! 

Hong Kong Airport Changi Airport Perth Airport

Incheon Airport Narita Airport Bahrain Airport
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Europe also having rapid growth in CT/body scanner adoption 

29

*Based on ACI Europe’s data (as of Feb 2024) 
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Major hurdles in advanced screening technology adoption 
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0 5 10 15 20 25 30 35

Others

Lack of senior management

Unsure of security enhancement

Regulatory requirement and compliance

Unsure of efficiency enhancement

Space and weight requirement

High cost

*Based on responses from 40 airport operators

(1 CT = 10 x-ray) 
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ACI is doing more to help airports on technology adoption
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CT implementation 

guide

Explosive Detection 

System concept 

document

Checkpoint 

management guide

AI/ML in Security 

Checkpoint
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In summary
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▪ Note the growing challenges for airports in addressing existing and 

emerging threats: 

o Landside 

o Drones

o Explosives

▪ Make use of ACI’s tools and resources available 

▪ Encourage the participants to share your experience in addressing 

these particular threats. 
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@Airports Council International – ACI Asia-Pacific & Middle East 

W www.aci-asiapac.aero

E info@aci-asiapac.aero

T +852 2180 9449 

http://www.aci-asiapac.aero/
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