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File Ref.: M 11/1 & AN 5/29 —25/156 7 July 2025
Subject: Innovation Workshop and Cyber Resilience TableTop Exercise

(Muscat, Oman, 8 — 11 September 2025)
Action: Reply no later than 14 August 2025
Sir/Madam,

I have the honour to invite your Administration/Organization to participate in the ICAO
MID Innovation Workshop and Cyber Resilience Tabletop Exercise, which will be graciously hosted by the
Sultanate of Oman and is planned to be held in Muscat from 8 to 11 September 2025. Your
Administration/Organization is kindly invited to take part in these combined activities.

The Provisional Agenda of the event is provided at Attachment A. Your comments on the
attached agenda, including any amendments you may wish to propose, would be highly appreciated. This
invitation and the Bulletin of the event providing administrative arrangements and other relevant information
for participants, including the exact venue and the recommended hotel list, will be made available in due
course.

The event aims to strengthen participants’ capacity to prevent and respond to cyber threats
in civil aviation, raise awareness of emerging cybersecurity issues, and promote a culture of resilience. It
will also explore the impact of innovation and disruptive technologies on cybersecurity frameworks, identify
key challenges in securing digital aviation systems, and foster regional cooperation on the safe integration
of technologies such as artificial intelligence.

I would appreciate it if you could confirm, as soon as possible and preferably not later
than 14 August 2025, confirm the participation of your Administration/Organization by completing the
online registration using the following link: Registration Link.

Please accept, Sir/Madam, the assurances of my highest consideration.

Regional Director

ICAO Middle East Office
Attachment
Ministry of Civil Aviation Complex Tel: +2 (02) 22674840/1/5/ E-mail: icaomid@icao.int
Cairo Airport Road Fax:+2 (02) 22674843 http://www.icao.int/mid
P.O. Box 85,

Airport Post Office
Cairo 11776 A.R.E
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ATTACHMENT A

CYBER RESILIENCE TABLE TOP EXERCISE

(Muscat, Oman , 8-11 September 2025)

Provisional AGENDA

Session 1: Opening and Introduction

Session 2: ICAO Activities on Cyber Safety and Resilience

Session 3: Tabletop Exercise (TTX) Scenarios; Presentation and Interactive Participation
Session 4: Participant Reflections and Way Forward

Session 5: Artificial Intelligence and its Impact on Air Navigation Services : Challenges

and Priorities

Session 6: Wrap-up and Closing Remarks
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