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35-51 CECCUsA ACCAMBJIEN

9KOHOMHMYECKAS KOMUCCHUA

IMynxT 29 noBecTKH AHS. Ynpomenue popmManbHOCTEl

MEXIAYHAPOJHBIE PAMKU INEPEJAYN JAHHBIX 3ATIMCHU
PEIT'UCTPALIMU ITACCAKHUPOB (PNR)

(IIpexncraBineno Hunepnangamu ot nMern EBponerickoro
Co061IecTBa H €ro TOCYAaPCTB-4ICHOB?)

AHHOTAIMA

B COOTBETCTBHHU c peKOMEeHAaUsIMU JBenanmaroro
Crneuuanu3upoBaHHOTO COBELIAHUS 10 ympouieHuro popmansHocteit (FAL/12)
U UTOTaMH HMX PAacCMOTPEHMs ABHATPAaHCIIOPTHBIM KomuTeToM U COBETOM B
HACTOAIIEM JOKyMeHTe Accambiee IpeacTaBisieTcs Mo3uims Epomeiickoro
Coo01m1ecTBa M €ro rocy1apCcTB-4ICHOB OTHOCUTENBHO pazpabotku CTaHgapToB
n Pexomenmyemoii npaktuku MKAO, kxacaromuxcs nepemadn ganabsix PNR B
[EeNsIX TOBBIIICHUS AaBHAMOHHOM OE€30MacHOCTH W YNPOIICHUS MPOLEIyp
MOTPaHUYHOTO KOHTPOJIS, C YUETOM TpeOOBaHUI K 00ecreueHnI0 aBUallMOHHOM
0e30macHOCTH, MOTPAHNYHOMY KOHTPOJIO U 3aIUTE NEPCOHANBHBIX JAHHBIX.

Pexomenayetcst, uroObl pabora MKAO oxBaTuia psija  pasiIddHbIX
ACTICKTOB, KaCAIONIUXCsl KaTeropuid JaHHBIX, TpeOOBaHUI K 00paOOTKe MaHHBIX,

TpeOOBaHMIA K Iepeiave JaHHBIX U CTPYKTYPhI TaHHBIX.

HeiicTBust AccamOiien yKa3aHsl B II. 3.

! TexcTel Ha aHFHHﬁCKOM, HUCIIAaHCKOM U q)paHIIY?)CKOM SA3BbIKaX MpEACTABJICHBL EBpOHeﬁCKHM COO6HICCTBOM.

2 B Espomeiickoe Co0BIIECTBO BXOAAT CIEAYIONUIHe rocymapcrsa: ABctpusi, Bemsrus, Bemrpus, [epmanus,
I'perus, Hanus, Upnanmus, Wcnanus, Wranus, Kunp, Jlateus, Jlutsa, JltokcemOypr, Manbsra, Hunepnaumsi,
onemra, [opryramus, Cnosarnkas Pecyonuka, Cnosenust, CoequaenHoe KoponesctBo, @unisaaus, Opanrws,
UYemickas Pecrryonuka, [1IBennst u DcToHMS.

(7 crpanum)
R05/04-4571
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1 NCXOJHASA HHOOPMAIUA

11 B cBere wuwHUIMATHB HECKONbKHX TocynapcTB —wieHOB WMKAQO, o0s3bIBatonmx
ABUAaKOMITAHWH TIPEJOCTaBIATh naHHble PNR B 1mensx TOBBIMICHUS aBHAIIMOHHOW OE301MacHOCTH U
yrporieHns (HOpMaIbHOCTEN TOTPAaHWYHOTO KOHTPOJs (B KOHTEKCTE OOpHOBI C TEPPOPH3MOM H
CBS3aHHBIMH C TEPPOPU3MOM  CEPHE3HBIMHM  MNPECTYIUICHHSIMH, HMCIONUMH  MEXKIyHApOIHBIC
mocaenctBus), Espomeiickoe CooOIIecTBO H  BXOMANIME B HET0 TOCYAApCTBA  MPEIIOKUIN
CrnemmanusupoBanHomy cosemanuio MKAO mo ympomieHnto GhopMaabHOCTEH pacCMOTPETh BOMIPOC O
paszpabotke CranmapToB W PexkomMeHIyeMol TpakTHKH B JaHHOW 0O0JacTH ¢ ydeToM TpeOOBaHWA K
00eCIICUeHUI0 aBHANIMOHHON OE€30MacHOCTH, TOTPAaHUYHOMY KOHTPOIIO U 3alllUTe TEePCOHAIBHBIX
JTAHHBIX.

12 B nmoxymenre, mpencraBienHoMm — Epomeiickum  CoolOmectBoM M €ro
rocynapctBamu-wieHamu (FAL/12-WP/75), koTopelii mpuBOIUTCS B NOOaBICHHU (MMEETCS TOJIBKO Ha
AHTJIMHCKOM, HCTIAHCKOM U ()PaHILy3CKOM SI3bIKAX), PACCMATPHUBAIOTCS CICAYIOLINE ACTICKTHI:

— 00BeM JaHHBIX, KOTOPbIE MOTYT HWCIIOJNB30BAThCS IS IEJeH aBUAIMOHHOM
0e301MacHOCTH M MOTPAaHIUYHOTO KOHTPOJIA;

— TpPaKTUKa, KOTOpash MOXKET NPUMEHAThCS A cOopa, oOpabOTKH, XpaHEHUs |
nepeaayy Takux AaHHBIX; U

— TCXHUYCCKUC TMOCICACTBHA B OTHOIICHHWU CHUCTCM, HCIOJIB3YCMbIX IJIA c6opa,
06pa60TKI/I, XpaHCHUA U ICpCAavYn TaKUX JAHHBIX.

B nmokymeHnte mnpemnaraeTcs TakKe TNPEANPHHITH MEHCTBUS TO cOAaHCUPOBAHHOU
paspabotke CrannaptoB u Pekomenmyemoii npaktuku UKAO B 3T0i 00nacTu.

13 B cootBercTBum ¢ pekomenpanmsamu JBeHaauatoro Crnenuaai3upoOBaHHOTO COBEIAHUS
no ynpouieHuro QopmanbHocteid (FAL/12) u wmToramMmm uX paccMOTpeHHsi ABHATPaHCIOPTHBIM
komuteroM u CoBeTOM JODKHA OBITH CO3/laHA HCCIIENOBATENbCKas TIpPyINIa aIs  pa3paboTKH
MHCTPYKTUBHOTO MaTepuaja o JaHHBIM 3amuceil peructpanuu naccaxupos (PNR) st npencrapieHus
ero B Hayaie 2005 roga.

2. HPEIJIATAEMASA PABOTA

2.1 EBpomneiickoe Co00mEcCTBO W €ro TOCyIapCTBa-ujeHHI BHOBD BBICKA3BIBAIOTCS 32
Oe3oTiIaraTeNlbHyI0 cOaTaHCHpPOBAaHHYIO pa3paboTKy "pykoBoasmmx npuHIUnoB MKAO B oTHOIIECHHH
€IMHOO0OPa3HON MPaKTUKA OO0pabOTKM JaHHBIX 00 aBUANacCaKUpax, BKItoUYas cOOp, MCIOIh30BaHUE,
XpaHEHUEe W Tiepefady TaKWuX JaHHBIX JUIS BEITIOJTHEHUS TPeOOBaHUI MPaBOOXPAHUTEILHBIX OPraHOB
(6oppba ¢ TeppOpH3MOM U CBSI3AHHBIMH C TEPPOPU3MOM CEPbE3HBIMH TMPECTYIUICHHSIMH, HMCIOIIMHU
MEKIYyHAPOIHBIE TOCHACACTBHSA), a TAaKXkKe B IICIIX TOBBIIICHHS AaBUAIMOHHOW O0€30MacHOCTH U
COJICHCTBUS COOJTIOZICHUIO MPABOBBIX TPEOOBAHHIA MO MOTPAHUYHOMY KOHTPONO (B YaCTHOCTH 3a CYET
CO3/IaHMsI MaTEPHATBHBIX BBITOJ] YIIPOIICHUS (hOPMATBLHOCTEH B a3poroprax), ooecreunBasi aJeKBaTHYIO
3alIUTy MEePCOHANBHBIX JaHHBIX O maccaxupax. Kpome Toro, cieayer pa3paboTaTh MEXTyHAPOIHBINA
CTaHJapT, Kacaromuiics TpeOOBaHWH W TPOLEAYpP B OTHOIICHWU IaHHBIX, C TEM YTOOBI yCTPaHHTh
TEXHUYECKOE OpeMs, KOTOPOe MOXKET MellaTh POBHOMY BHEIPEHHIO TaKOW €TUHOOOpPA3HOW MPaKTHKH.
Craamaptr UKAO B »aTolf o0macTm Takke BeChbMa IIOMOXET OTpacid TpU TPOSKTHPOBAHUU U
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OIIpe/ieNIeHNN KOHQUIYpalii CBOMX CHCTEM B COOTBETCTBHM C €IMHOW MOJEIBI0 TpeOOBaHWH n
IpOLETyp B OTHOLICHHH JaHHBIX W MO3BOJHT M30€KaTh CTOIKHOBCHHUS C PA3HBIMH MOJEIISIMU Pa3INIHBIX
CTpaH, 4TO MPHUBEIO ObI K ropa3no OoibmuM 3aTpataM” (cM. qobaBieHwue, 1. 1.5).

2.2 IIpuHuMas BO BHHMMaHHE TpeOOBaHHWSA B OTHONICHWH aBHAIIMOHHOM 0€30IacHOCTH,
MOTPAaHUYHOTO KOHTPOJS W 3alUThl MEPCOHANBHBIX JAHHBIX, peKOMEHayeTcsi, uToOsl padora MKAO
OXBaTWa s Pa3IUYHBIX AaCMEKTOB, KACAIOIIUXCS KAaTErOpWH JaHHBIX, TpeOOoBaHWN K 00paboTke
JMaHHBIX, TPeOOBaHWIN K Iepefade NAaHHBIX M CTPYKTYPhl JaHHBIX, KOTOPbIE HM3IararTcs B . 2-5
Jno0aBiIEHHS.

3. JEVCTBUSA ACCAMBJIEHA
31 Accambiiee npeiaraeTcs NOCTaHOBUTS:

a) 4TO CIeIyeT YCTaHOBUTH COAQJTaHCHPOBAHHBIC PYKOBOJSIIME MPUHIUIBI B
OTHOUICHWH eAMHOO0Opa3HOi mpakTuku 00paboTku manHelix PNR, Bxiowas cOop,
UCTIONIb30BAHNE, XPAHCHHWE W Iepefady TaKWX MAaHHBIX B IPaBOINPHUMEHHTEIBHBIX
[eNsiX, a TakKe B IESX IOBBIICHUS aBHAIMOHHOW 0€30MacHOCTH M COJCHUCTBHUS
COOJIFOJICHUIO TIPABOBBIX TPEOOBAHWII K MOTPAHUYHOMY KOHTPOJIO (B YaCTHOCTH 3a
CUYET CO3/IaHMsl MAaTEpPHANIBHBIX BBIFOJ YNPOLICHHs (HOPMaIBHOCTE B a’dporoprax),
obecnieunBas aJJIeKBaTHYIO 3aIIUTY NIEPCOHAIBHBIX JAaHHBIX O MACCAXKHUPAX;

b) uro cienyer paspaborarh MEXIYHApOAHBIH CTaHIAPT, KACAFOLIMKCS TpeOOBAaHHN U

MpoTIeAyp B OTHOIICHWH JaHHBIX, JUISI COACHCTBHUS POBHOMY BHEAPCHUIO TaKOU
€IMHOO0Pa3HOHN MPAKTHUKU.
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JOBABJIEHUE

This Appendix reproducesthe Working Paper presented by the European Community and itsMember States
to the Twelfth Session of the Facilitation Division (Cairo, Egypt, 22 March to 1 April 2004).

AN INTERNATIONAL FRAMEWORK FOR THE TRANSFER OF
PASSENGER NAME RECORD (PNR) DATA

1 INTRODUCTION

11 As a measure to improve aviation security and to expedite customs and immigration
formalities at airports several countries (United States, Canada, Australia) have passed legidlation which
requires that airline passenger data contained in the Passenger Name Record (PNR) are made available to
their authorities prior to arrival.

12 Itisanticipated that more countrieswill follow suit. Law enforcement authoritiesaround the
world are increasingly requesting access to passenger data to assist them in their efforts to protect their
national bordersand civil aviation, notably against thethreat of terrorism, whichintheaftermath of thetragic
events of 11th September 2001 has become atop priority.

13 PNR dataareintroduced into the systemin the course of thereservation processby anairline
or an agent, or by the passenger when booking direct viathe Internet.

14 The European Community and its Member States consider that it would be in the interest
of public authoritiesand airlinesto seek the devel opment of uniform practicesand standards at international
level in the framework of ICAO.

15 It is proposed that ICAO establishes guidelines on uniform practices for processing of air
passenger datain aproportionate manner, including the collection, use, storage, and transfer of such datafor
law enforcement requirements (e.g. combating terrorism, terrorism-rel ated serious crimeswith international
implications), aswell asfor the purpose of enhancing aviation security and facilitating compliancewith legal
requirements on border control (in particular by bringing about material facilitation benefits at airports),
while providing adequate protection for passengers’ persona data. In addition, an international standard
should be designed, including the appropriate configuration of the PNR system, in order to removetechnical
burdens that may impair the smooth implementation of those uniform practices. An ICAO standard in this
areawould al so be of considerable benefit to industry in assisting them to design and configuretheir systems
according to a single model, rather than being confronted with different systems for different countries,
which would be far more costly.

16 Taking into account aviation security, border control and personal data protection
requirements, it is recommended that the ICAO work addresses a range of different aspects set out below.
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2. CATEGORIESOF DATA

21 On the basis of existing PNR data elements, the maximum number and scope of data that

is strictly necessary for law enforcement purposes and enhancing aviation security (to the extent that they
actually appear in an individual passenger name record) should be considered. The list of data to be
transferred should be proportionate and not excessive.

2.2 PNR data of aparticular sensitive character may need to be given special protection under
applicable data protection laws. In such a case, the balance between the rights of passengers not to disclose
such data and the interest of public authorities to receive the data for law enforcement purposes and
enhancing aviation security should be taken into account.

23 The protection of air carriers and other economic operators involved in the processing of
PNR dataagainst liability for the accuracy or authenticity of PNR data, or omissions, over which they do not
have any control, should be considered.

3. DATA PROCESSING REQUIREMENTS
31 A number of issueswith respect to the processing of PNR datatransfers should be explored:

a) Transparency: thetimely availability of airline passenger information notices on how,
for what purposes, and to whom the data is being made available, as well as on
passengers’ rights of accessto their data records;

b) Purposelimitation: the purpose for which the data is being made available should be
clearly defined (e.g. combatting terrorism and terrorism-related crimes);

c) Storage: PNR data should be stored for no longer than is strictly necessary for the
stated purposes, especially with respect to the data of legitimate passengers;

d) Onward transfer: safeguards for limiting the onward transfer of PNR data to parties
other than the primary recipient;

e) Rightsof passengers: appropriate mechanisms through which passengers are able to
access their own PNR data and rectify those data where appropriate;

f) Redress mechanisms: access for passengers to independent complaint and dispute
settlement mechanisms for disputes arising from the processing of their PNR data by
public authorities; and

g) Additional safeguards: Appropriate control mechanismsto ensurethat any safeguards
are respected, such as verifiable guarantees on the correct processing of the PNR data.
For example, control mechanisms could include regular mutual system audits, random
ex-post controls, and the possibility of systems review, including by ICAOQ, if
appropriate.
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4. DATA TRANSFER REQUIREMENTS
41 A number of aspects relating to the conditionsin which PNR datais transferred should be

considered, notably:

a)

b)

d)

Typeof access:. technical andlegal consideration of themost appropriate systemfor the
transfer (“push”) or direct accessto (“pull”) PNR data. The cost-effectiveness of the
system used (i.e. any costs that may have to be borne by the airlines), who bears the
costs, and compliance with the applicable data protection rules and the genera
principles of international law, need also to be taken into account;

Time of transfer: the number and frequency of transfers and the appropriate time of
transfer of PNR;

Filtering: appropriate technological measures to observe the limitations in respect of
the PNR data elements requested; and

Security measur es: appropriate technical and organisational measures to ensure that
the processing of PNR datafor aviation security and border control purposesiscarried
out in accordance with the appropriate safeguards, notably with respect to the security,
integrity and confidentiality of the PNR data, aswell asappropriate penaltiesfor misuse
of the data.

5. DATA STRUCTURE

51 The extent to which the current structure of PNR may need to be modified to facilitate PNR
datatransfer requirements should be assessed, notably with respect to the use of open datafields. A number
of options could be considered:

a)

b)

c)

harmonising the structure of PNR across the industry (e.g. same total nhumber and
denomination of fields);

modifying the PNR structure where appropriate (e.g. creating new, specific fields so as
to minimise the information that is entered into open fields); and

providing clear guidelineson how toinput PNR data (e.g. what information may or may
not be included in each field).
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6. ACTION BY THE DIVISION

6.1 Inthelight of initiativesby several ICAO member Statesobligingairlinesto make PNR data
available for the purposes of improving aviation security and facilitating border controls, the European
Community and its Member States invite the ICAO Facilitation Division to consider the development of
ICA O standardsand recommended practicesinthisfield, taking into account aviation security, border control
and personal data protection requirements.

6.2 More specifically, the Division isinvited to establish guidelines on uniform practices for
processing of PNR datain aproportionate manner, including the collection, use, storage, and transfer of such
datafor law enforcement purposes, aswell asfor the purpose of enhancing aviation security and facilitating
compliance with legal requirements on border control (in particular by bringing about material facilitation
benefits at airports), while providing adequate protection for passengers personal data.

6.3 In addition, the Division isinvited to consider the devel opment of an international standard

to remove technical burdensthat may impair the smooth implementation of those uniform practices, which
could include the appropriate configuration of the PNR system.

— END —





