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Trust Decisions
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Trust Decisions
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– Trusted CSCA exchange

– Master Lists published in PKD are excellent means to ensure 
trust in CSCA
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Country C

- Country A

- Country B

Country A ML

- Country A

- Country B

- Country C

Country B ML

- Country A

- Country B

- Country C

OTHERS HAVE THE SAME CSCA 



Trust Decisions
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– Check CRL as part of signature validation

– Check PKD frequently for latest CRL– Check PKD frequently for latest CRL

– If country publishes CRL on a web site, 
check that site frequently
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Trust Decisions

����	��	�	�������� 

– Any certificate issued under the CSCA can 
sign a document

– Document Signer  - has intent and 
authorization to sign travel documents
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Trust Decisions
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– PKD

– Received through bilateral exchange –– Received through bilateral exchange –
exchange mechanism needs to secure

– Harvest from passports presented at Border
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PKD Concept
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Current Services of the PKD

� ��
�� �
���	�
�����
�� �+���������	
	��
��

�  � �����	�����# ,����� ���������������
���������)����

�����

�������������	
	��
����������)����

�����

�������������	
	��
�

�  � ��!������+	���# +	������ � �����������
����	
	��
��

�  �� ��	�

��� ���	������
��
"��� - �+-!+�
���	
�����
�./0/�

8



Architecture
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POWERFAULT DATA ALARMPOWERFAULT DATA ALARM



PKD Architecture
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PKD Architecture
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Process Flow
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Import of CSCA
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Upload by Participant
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– Country generates CSR. Sends to Netrust. 

– Netrust signs using a root used only for issuing credentials for 
PKD access. PKD access. 

– SASL external mechanism.
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– Details of account attempted and IP address of the user
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Upload by Participant
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– Every entry 
created/modified is 
copied automatically  to copied automatically  to 
an archive system with 
date/time, creators 
name and modifiers 
name. Hence, an audit 
trail of the access (write 
only).
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Verification and Approval
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– Checks entries every hour  

– Checks the DN of the DSC/CRL and entry against interface – Checks the DN of the DSC/CRL and entry against interface 
specs

• Participants will be using an automated solution. Error indicates a 
red flag. 

• Check if the country in the DN is the same as the tree. 

– Sends signed email to country acknowleding receipt

• In house fraud can be detected. 
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Verification and Approval
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– Cool down period of 4 days between sending receipt email to 
country and approval  - no cool down for CRL.country and approval  - no cool down for CRL.

– Country can request to stop further processing of entry 

– Request entered in system by ICAO operators 

– Automatic email sent to countries regarding action taken
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Publish to live
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Download 
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– only complete ldif can be downloaded. 
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– Either full LDIF or can do ldap query. 

– Authentication is username+password over SSL 

– Main concern is quality of service, not access control. 

20



Download – non-participants
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– https://pkddownloadsg.icao.int

– https://pkddownloadth.icao.int
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– https://pkddownloadsg.icao.int/ICAO/pkdChksum.jsp

– https://pkddownloadth.icao.int/ICAO/pkdChksum.jsp
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DR planning
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National PKD
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Trust Decisions

�*�����
��
"��
�
����������
���� 	
��

–DSC subject name and Issuer 
subject name belong to the same subject name belong to the same 
country as passport presented
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Management of Trust
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Immigration 
Terminals installed 

with Signature 
Verification Module 

CONSUMER 
Local Directory 

MASTER repository containing 
Document Signing Certificates 
(DSR) & Certificate Revocation 

Lists (CRL) 

Replication to 
CONSUMER 

Upload to 
MASTER 
directory 

Approving 
Officer 1 

Approving 
Officer 2 

Import of Country 
CA Certificates to 

HSM 

Import of non-
null CRLs 

Local Query 

Local Query 

IMMIGRATION TERMINALS COUNTRY PKD STAGING 
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Lists (CRL) 

Approving 
Officer 3 

Import of DSC 
and CRL from 

ICAO PKD 

ICAO Public Key 
Directory (PKD) 

Global Query 

COUNTRY e-PASSPORT CA & RA 

Registration 
Authority 

(RA) 

Certification 
Authority (CA) 
– Standalone 

and offline 

Software Modules 
• Country CA Cert Import 

Module 
• Non-null CRL Import Module 
• ICAO PKD Download and 

DSC/ CRL Import Module 

Software Modules 
• Signature Verification Module 

NB: Immigration Terminal can invoke a 
Local Query to the CONSUMER Local 
Directory or a Global Query to the 
MASTER Repository 



Summary
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