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Agenda

# Role of ICAO

#Chicago Convention 1944
#Doc 9303

Part 1 MRPs

Part 2 Visas
Part 3 Travel cards
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International standards
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Evolution of MRTD
# Annex 9 to the Chicago convention of 1944
# 1968 - ICAQO start work on MRTD standards.
#* 1980 — First edition of Doc 9303
#* First MRP issued in 1981

# Standards evolved over nearly 3 decades
# Balance between facilitation and security
# Cultural considerations:

» Transliteration
» Flexibility in VIZ

% First introduction of ePassport 2004
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Chapter 3. of Annex 9

# Contracting States:
» Shall not extend the validity of their MRTDs

» Shall issue a separate passport to each
person, regardless of age

» Validity. At least 5 years. Not more than 10 yrs

» Shall begin issuing only MRPs no later than 1
April 2010

» Shall make provision for encoded data to be
revealed to the holder of the document

> Non MR passports issued after 24 Nov 2005
shall ensure that the expiration date falls
before 24 Nov 2015. After 2015 all passports in
circulation must be MRP
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ICAO standards

#1CAO DOCUMENT 9303 (Parts 1-3),
Family of MRTDs:

»Part 1: Machine Readable Passports (MRPs)

# Volumes 1 & 2

» Part 2: Machine Readable Visas (MRVSs)

» Part 3: Official Travel Documents (cards)
#*Volumes 1 & 2

»SUPPLEMENT 8
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Intended benefits
of MRTDs

# To facilitate and secure passenger
processing at border control points

# To enable global interoperability
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ICAO 9303 — status

# Structure of Document

¥ Supplements (8)
4 Part 2 N

MRP w/
expansion
of data

storage

6th edition top

Visa

storage

N

/ Part 3 \

ID cards

Volume 1 Volume 2

MRTD MRTD w/
w/o expansion

/

3rd edition 2005

add. of data

StO rage storage /

3rd cOl TR
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Data page layout

| SexiiSure  Piece of bicth | Lieu de ralssance
| F “ARCADIA = -
Date of issun / Dt do délivrance
L 2004

Dt o ipiry ¥ Dle drapiralion ’
L____.,, ‘ I 23 JUL/JUIL 2014

P<ARCGREY<<AMANDA<CAROLINE<<<<<<<<L<<LLLLLLL
00000674<7ARC7111114F140723700001190<<<<<<78

125mm
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Visual inspection zone (VIZ)

Top of the MRP data page Code for issuing State or organizationy
Code de I'Etat émetteur ou de l'organisation emettrice

7~

header

personal
data
elements

Prirmary identifier/Nom

07) Secondary identifiers/Prenoms

Naﬁonoiza‘naé "

@ Darte of birtry 0 Personal No./
Date de nakssonce N© personne!

; Sex/ . . ‘
11 Skl @ Place of birlh/Lieu de naissance

(@) Dote of issue/ T3) 'ssuing authority of ofﬁcef : document
Dorte delivrance Autorh ?
data

T Date of expiry/ Holder m IV
-~ Date d'expiration ngnofure 1uicire i elements

(Machine readabte zone/Zone de lecture automatique)

sighature

“:J

identification feature Not to scale
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Visual inspection zone (VIZ)

Zone1ll ZoneilV
i -

’

P{ARCGREY<<AHAND.&<EARQLINE{{<<<<<<<2<<<<<<<{
00000674<7ARC7111114F140723700001190<<<<<<78

= '
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VIZ — zone location options

Diagram 2. Flexible positioning of Zones 1 to V

Example 1

Zone i

Machine readable zone
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VIZ — zone location options

" Date of ticth / Date de i B
- 11 NOV/NOV 1971 1 ;
™ R
g ~ ARCADIA .-_'._ N
Date of lssun | Date do défrancs
23 JuL/fJuIL 2004
Date of sxpiry | Date dexpiration
23 JuL/fJuiL 2014

Field 13 — optional personal data elements
(ghost image, fingerprint, etc) (VR)
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VIZ — zone location options

S ) HOUIHG\" it
el Sexe 'Fhuurm.- u-n-ume <
g ~ ARCADI,

Date of issue / Oite o délvrance

23 JULSJUIL 2004

Date of axpiry [ Dats dxpiration

23 JUuL/JulIL 2014

P<ARCGREY<<AMANDA<CAROLINE<<<<<<<<<<<<<K<<<<
00000674<7ARC7111114F140723700001190<<<K<<78

A

Field 18 — Holder’s signature or usual mark (VR),
may be located in Zone VI (rear)
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VIZ — zone location options

De La Rue MLIS Passport

Type/ Type  Counlry code | Cade
P GBR
Bumame | Nom

SMITH

Giver names | Prénoms

MICHELLE CAROLINE
Malicnalily | Malionalld

BRITISH CITIZEN

Date of birth ¢ Dalte de saissance

25 AUG/AOUT 1975

Sax | Saxe Place of birth | Liew de naiasancs

F BASINGSTOKE

Date of issue | Daln de déinvance

28 MAR/MARS 2003 BASINGSTOKE

Date of axpiry / Dabe d'xpiration Holder's signature | Signaturs du tulsire
28 MAR/MARS 2013

Nnnun“ M S L

P{GBRSMITHS<MICHELLE<SCAROLINE<LCLLLLLLLLLLLLL
00000056<3GBR7111114F130320300000507<<<<<<60
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Data Feature - Digital Security

PDGERSAMPLEPASS<<SABRINA<<LLLLL<LLLLLCLLLLLK
123456<<<5D<<0404228M04042282222<<<<<<<<<<60
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VIZ — zone VI

20 Optional data elements

Zone VI)

Back of the MRP data page, or an adjacent page
i Not fo scale
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Machine readable zone (MRZ)

" Dats of it | D
~ 11 NOV/NOV
o Sexf Sexe  Piecodl PR S
= < ARCADIA
Date of lssun | Date do défrancs
23 JuL/fJuIL 2004
Date of sxpiry | Dafe dlsxpirafion
23 JuL/fJuiL 2014

P{ARCGREY*&(SHANBA{CARQLINE*:{*{*‘:{{{'{{{{*{{{{{{{
00000674<7ARC7111114F140723700001190<<<<<<78
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MRZ - OCR-B

#“Machine readable information Is
contained in two lines of OCR-B
text, each with 44 characters”.

ICAO Doc 9303, |I-2

. =
P<ARCGREY<<AMANDA<CAROLINE<<<<<<L<L<LLLLLLLL
00000674<7ARC7111114F140723700001190<<<<<<78

————————— S ———
-
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MRZ - OCR-B

country code

document primary & secondary
type identifiers (names) filler characters

Ee M R S SON O ol
a
00000674 ARd7 1111 AF[140723}00001150

passport nationality sex optional data check digits
number
date of date of expiry
birth
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VIZ — zone location options

__,i.u_j\_,.-.,_-.—_,.lai-'-'«_!_,.a

A e, 0, ,u-u S

ﬁﬁ 'HASAN HGﬂAHED AH,HEil &LASEERI

~ Daleotbih,
: 2? 1’1

sm uda-i a&amnn
4 TAR | )
 Daleofissiie syt o

12,08 200 = i
- e 082014

S ——

P<
D0000601<9ARC7211254F140812027063400144<<<16
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Part 2 — Visa

#*Interoperability a must? Airlines!
#*3 eVisa possiblilities
»1n visa label

»1n database (also supporting label)
»in ePassport chip (future possibility)
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Visas
Why interoperability?

#International travel

#Border control — 190 member states
#Airlines — carriers’ liability act
#Banks
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Example of MRV-A

UTOPIA VISA

Place of lssue/lieu de deliverence \alid fromyvalide a partir de Velid urtilvalide Jusquiau

ZENITH 10BEC 21 10DEC @6

No, of Enfrieg/Nomibre d'entrees Docurment No./Nurrero de docurnent
MULTIPLE M123889546

TypeType

BUSINESS  MULTIPLE
surmame, Given narmes/MNom., Frenorre

ERIKSSON  JOHN ARTHUR

Passport Number Sex Date of Birth Nationality

L8288201C M /M O78EP 40 XXX
Signafure of lssu Cificer

John E)oe

VKUTOERIKSSONK<KJOHN<KARTHURKLLLLLLLLLLLLLLLKLKL
L8F88901COXXX4009072M96121096ZE184226B<<<<L<LK

120mm
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Zone boundaries: MRV-A

< 120.0 £ 1.0 (4.72 £ 0.04)
h f A
T

12.0 (0.47)
29.0+/-3.0 (1.14+/-0.124 | '

A

Zowe 11T

—~
[
<
<
=+
w
—
o
N

Zone I

36.0 +/-4.0 (1.42 +/-0.16)

80.0+1.0

Zone IV

Machine Readable Zone
Zone VII

J
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Machine-readable zone: MRV-A

country code

document primary & secondary
type identifiers (names) filler characters

VJUTOERIKSSON<<ANNA<MARIAK<<<<<<<<LLLLLLLLLL
L898902C<BUTO}690806[IFI940623|61ZE184226B<<<<K<<<

passport or nationality  sex optional data
visa number
date of date of check digits

birth  expiry
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Example of MRV-B

VISA

Flaoce of Issuef Walid from/ alid untilf
lieu de deliverence valde o portr de Yalide jusqu'au

ZENITH 10DEC 21 10DEC @6

Mo, of Enfries/ Document No./
Nombre denfrees Numero de document

MULTIPLE M123889546

Typelpoe
BUSINESS  MULTIPLE

SumameMom Glven names/Prenoms

ERIKSSON JOHN ARTHUR

Passport Nurriber Sex Date of Birth Nafionality
L898901C M/M 073EP 40 XXX

lssLing Officer

John Doe

VSUTOERIKSSON<<JOHN<ARTHURK<K<KL<LLLLLLL
L898901C<6XXX4009072M9612109<<<<<<<<L

105mm
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Zone boundaries: MRV-B

< 105.0 +1.0 (4.13 £ 0.04)
28.5+/-2.5(1.12 +- 0.102‘

Top edge of —x ¢ x
MRV-B 12.0 (0.47)

(LayOUt 2) v Zone 1
Zone IIT

Zone IT

~
e
—
(]
o~ \|
g F
o
< =
+1 =
— p—
o I
o~ o
p— 1
+
'y
W
(o]
\ 4

————_ ===

74.0+ 1.0

Machine Readable Zone
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Machine-readable zone: MRV-B

country code

document primary & secondary filler
type identifiers (names) characters

VJUTOERIKSSON<<ANNA<MARIAK<<<<<<<<<<
L898902CBUTOI0806|IF94062361ZE184226

passport or nationality  sex optional data
visa number
date of date of check digits

birth  expiry
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Visa positioning in passport

Reference edge of passport visa page

i

Left edge of the passport visa page]

-

Spine of the passport

Left edge of the passport visa page

Reference edge of passport visa page
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European MRV

AU]‘<<MUSTS-

1234567892AUT<<8

00000000
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Part 3 — Official Travel
Documents (cards)

#* Interoperability needed
#National ID card used for travel
#Standards as for ePassports

#wPart 3 currently under revision in
TAG/MRTD secretariat, DCFWG
finished work
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Part 3 — Official Travel
Documents (cards)

#*Currently many variations
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Example of td1 (ID1-sized card)

Rear

53.98mm
+ g

UTOPIA

Front
UTO-MRTD

Name/Nom

STEVENSON. PETER
Sex/  Nationality/ Date of Birth/
Sexe Nationalité Date de naissance

M/M UTO 12 JUL/JUIL 34

Doc No/N°* du Doc  Expiry/Expiration
D23145890 12 JUL/JUIL 95

85.60mm

CIUTODZ231458907A123X5328434D23
3407127M9507122UT0<<K<KLKLLLLLLKLb
STEVENSON<K<KPETER<K<KLLLLLLLLLLKLKL
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Machine-readable zone: td1

country code

document document filler
type number characters

date of birth

date of expiry

primary & secondary filler
identifiers (names) characters

2" Symposium on ICAO-Standard MRTDs, Biometrics and Security

nationality
check digits

optional data




Example of td2 (ID2-sized card)

W A

UTOPIA OFFICIAL TRAVEL DOCUMENT
‘ Document Officiel de Voyage
STEVENSON

Cate de naksonce

PETER uTo 12JUL/JUIL34
Sex/Sexe

M/M

ocument No./ i Ukl
urmena de document Vdidde jusauiau

D23145890 12 JUL/JUIL 95

signature

IKUTOSTEVENSONSK<KPETER<K<LLLLLLLLLLLLKLKLKLLKL
D231458907UT03407127M9507122<<<<<<K<L2

2" Symposium on ICAO-Standard MRTDs, Biometrics and Security




Machine-readable zone: td2

country code

document primary & secondary filler
type identifiers (names) characters

I I
I<UTO[STEVENSONK<PETERK<K<<<KKKLLKLLLLK

[231458901UT 05407129507 128<<<<< <@

passport or nationality sex optional data
visa number
date of  date of check digits
birth expiry

2" Symposium on ICAO-Standard MRTDs, Biometrics and Security




Current 9303 Part 3

#*Options for expansion of machine-
readable data storage:
»Bar codes
»Magnetic stripes
» Integrated circuit with contacts
»Contactless integrated circuits
»Optical memory
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Third Edition 9303 Part 3:

#*Options for expansion of machine-
readable data storage:

NN aaAAA
V™ol BRIV,

I A e L . mER TS A

/. IVIQUI ICLIV OUIVYTO

\In-l-r\nvn-l-nnl v~ it \All'l'h ~nntante

V | | | Vv GALW W Wil WwWWil L I W Wl Gt W

»Contactless integrated circuits

B | 1o~ v A
V4 Vrluvul IIIVIIIVI]
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e MRP:
Biometrics & chip

i Arial

IWNTHES
[SReWRE S ety

=
3

A

Tl

Y

Z|
1
i

—~
b

Type / Tipo Country code / Cédigo del pais Passport No. / Pasaporte N*
P ARC 0000053
Surname / Apellidos 7

JONES

Given names / Nombres

RICHARD WILLIAM

Nationality / Nacionalidad

ARCADIAN CITIZEN

Date of birth / Fecha de nacimiento

10 MAY/MAYO 1968

Sex/ Sexo Place of birth / Lugar &e na

M ARCADIA : ARCADIA

Date of issue / Fecha de emisién ~-Date of expiry / Fecha de vencimiento

07 JUN/JUN 2004 ( JUN/JUN 2014
Il : il .

Holder's signa@ I Elf

P<ARCJONES<<RICHARDKWILLIAM<LLLLLLLLLLLLLLLKLKL
00000053<4ARC6805104M140607800001148<<<<<<K62
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eMRTD ICAO Blueprint

# Facial image

»Finger Print
> lris

# RF Chip (min 32K)
#LDS
#* PKI
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Planning for Introduction of
ePassports

# Central or decentralised issuing

Pﬁrsonalisation technology — location of
chip

#* Embassy issue - repatriation

# Emergency issue - ETDs

# Validity of ePassports — 5 or 10 years
# Image capture - Live

#* Second biometric - EU

# Waste levels — cost

# Level of security
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E MRP Readers
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Machine Assisted Document
Security Verification

ICAO NTWG paper on subject

#¥ A structure feature
»hologram or DOVID

# A substance feature
> Inks / fibres etc

#A data feature
» Digital security - Steganography
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MRP Summary

#182 out of 190 countries issuing
MRPs

#* 8 countries still not issuing MRPs

#* Nearly all of these countries have
tenders or contracts in place

#*ICAO requirement for all countries
to iIssue MRPs by 1st April 2010

#No non MRPs after 2015
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ePassport Summary
2010

Over 70 countries issuing
ePassports out of 190

> 100+ By End of 2011

/5 million ePassports issued each
year out of a total of 120 million

21 countries have now joined the
PKD

No ICAQO requirement for
countries to issue ePass!oorts
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Security features

¥ Security must be multi-layer and the
most important are the level 1
features

# The security features need to
protect the holder’s photograph

#» Important not to obstruct the MRZ

wePassports & biometrics just
another security feature
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Data page — under pressure

# The page with all the personal data and
the most examined page

¥ It must provide protection against
counterfeit and fraud, especially from desk-
top publishing
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Data page — importance

#Data page Is the most important
page in a passport
»the most examined
»contains all the personal data

»requires the most protection against
counterfeit and fraudulent alteration
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Elements
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eMRTDs

#*| will now hand over to K
Chalmers
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EMRTD Key Elements

#Chip

#Logical Data Structure (LDS)
#Data Security

# Public Key Infrastructure

IIIIII gional QEMWOMEWD@JBil&?in‘@ﬁ&taﬁdaédd\ﬂa-gﬁ}&]caiﬁmﬂ\ffmt&lﬂmS&Ghllﬁit}be 24-26 November 201053




eliability
#Location

¥ Size

ICAO Regional Semiggf SynmposivpnenlCAS-Standard MRTDs; Biometricsiand-Security, -6 November 2010 54




Logical Data Structure

# Electronic representation of data
pPage

#Data groups

#Future version of LDS?

ICAO Regional Semina28fl S(me@,ﬁldmlé)iﬁd%@ﬁt&lﬁiﬁ,&ﬁd%ﬂgsJ\H@\U\B@,’[Nﬁ&&ﬂdi&ﬂcumw November 2010 95




Data Security

# Privacy concerns
# Skimming
*Eavesdropping
#Cloning

#Security measures

ICAO Regional Semina28fl S(Wlnp@ﬁildnmﬂléllﬁd%@ﬁt&lﬁiﬁ,&ﬂﬂa‘mﬁ}-@sJ\H@\U\B@,’[N’Q&ﬂlﬁdi&ﬂﬁﬂﬂitw November 2010 56




Public Key Infrastructure

#A means of establishing data is
genuine

#Private and Public Keys
#*Public Key Directory
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Conclusion

#MRTD specifications have endured

®VIZ/MRZ remain as originally
envisaged

#eMRTD is a significant step forward
In travel document security

ICAO Regional Qgﬂﬁﬁémpo&iEWD@JBiKBMﬁ&tQM&EdMBEB&cBi@H]@M@SJWMS&Gbllﬁit}be 24-26 November 201058




Thank You!

Malcolm Cuthbertson:

lobin Chalmers: pillhilltiscali.co.uk
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Page layout & picture outline
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e 151001 1 e 4

P{GBRSMITH<MICHELLE<CARODLINE<L<LLLLLLLLLLLL
OD000056<3GBR7111114F130320300000507<<<<<<60
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Elements

2" Symposium on ICAO-Standard MRTDs, Biometrics and Security




Elements
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Paper substrate: UV dull
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Chemical sensitisation
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Cylinder mould watermark
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Fibres & planchettes
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Thread
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Thread
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Thread
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All component parts must be
mutually supporting

Security

Print Issuing
System

Laminates
Border Biometrics
Control

Standards E Substrates
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The solution is hormally a
compromise

Security

) Issuin
Print 9

System

Border Laminates

Control
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#* Thank you for your attention

» Malcolm Cuthbertson
De la Rue Identity Systems

»Tel: +44 (0)1256 605047
Email:
malcolm.cuthbertson@uk.delarue.com
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What is a MRP?

#Machine readable passport (ME

“Passport conforming with the
specifications contained in Doc
9303, Part I. Normally constructed
as an ID-3 size book [...].”

ICAO Doc 9303, II-2
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What is a MRTD?

#* Machine readable travel document (MRTD):

“Official document issued by a State or
organisation which is used by the holder for
iInternational travel and which contains
mandatory visual (eye readable) data and a
separate mandatory data summary in a
format which is capable of being read by
machine.” ICAO Doc 9303, II-2
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VIZ — zone location options

r
I
)
i
}
|
L
i
|
I
|
}
1
|
1

Machine readable zone
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ICAO Doc 9303 Parts 1-3
interoperability

# Cultural considerations
> Flexibility in VIZ
» Truncation
» Transliteration

# Reader standards — OCR & “e”
#Document specs; security features
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Growth (no. of countries)

7]
2
S
jr—r
C
>
o
(&
(V-
o
o
c

|

1980 1985 1990 1995 2000 2005 2010

year

— MRP — - MRP -est — Digital imaging
— - Digital imaging -est — e-MRP — -e-MRP -est
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Growth (volume issued p.a.(m))

100
90
80
70

60

§/50
gg ————

50 s -~

10 | / /

I T I

1980 1985 1990 1995 2000 2005 2010

year

©
Q.
O
)
-
0
2
)
S
=
@)
>

— MRP — - MRP -est — Digital imaging
— - Digital imaging -est — e-MRP — -e-MRP -est

900m MRTDs in circulation worldwide
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Structure Feature

AU]‘<<MUSTS-

1234567892AUT<<8

00000000
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Substance Feature

. JONV
¥ Fibres
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A Data feature

De La Rue MLIS Passport

Type/ Type  Counlry code | Cade
P GBR
Bumame | Nom

SMITH

Giver names | Prénoms

MICHELLE CAROLINE
Malicnalily | Malionalld

BRITISH CITIZEN

Date of birth ¢ Dalte de saissance

25 AUG/AOUT 1975

Sax | Saxe Place of birth | Liew de naiasancs

F BASINGSTOKE

Date of issue | Daln de déinvance

28 MAR/MARS 2003 BASINGSTOKE

Date of axpiry / Dabe d'xpiration Holder's signature | Signaturs du tulsire
28 MAR/MARS 2013

Nnnun“ M S L

P{GBRSMITHS<MICHELLE<SCAROLINE<LCLLLLLLLLLLLLL
00000056<3GBR7111114F130320300000507<<<<<<60
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MRTD interoperability

# Standards evolved over nearly 3 decades
# Balance between facilitation and security

#* Interoperabillity includes:

»|SO standards (7501)
» Eye readable data
»MR data — OCR B
»ePassports

#* Blometrics

#DSM

#LDS/PKI
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Facilitation and security

#Opposing requirements?
#9303 recommendations on:

»Passport security features
»Security of issuing process
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