
No Issuance without Inspection

The Rise of Electronic Documents & the Importance 
of Electronic Validation



Electronic Passports

Why electronic travel documents?

• Strong Binding
• Mitigate threats of undetected document forgery
• Mitigate Individual Impersonation
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Enhance flow of traffic & Increase security



Issues – Forgery & Impersonation Threats
“The British travel documents were not biometric, meaning they 

did not have computer chips embedded in them that would 
make it more difficult to duplicate” Al-Jazzera

• Assassination of Hamas militant, Mahmoud al-Mabhouh
– Fraudulent British, German, Irish, Australian and French 

passports to enter and leave Dubai
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Issues – Forgery & Impersonation Threats

• British Woman Arrested in Thailand Over Passport Forgery – April 2010
• Gang jailed for 'largest ever' passport forgery – Jan 2008

400 cops raid 39 locations to disable passport forgery ring run by Middle• 400 cops raid 39 locations to disable passport forgery ring run by Middle 
Eastern men in Montreal and Toronto – Nov 2009

• Passport forgery immigrants jailed – June 2010
Romanian Passport Forgery Factory– Romanian Passport Forgery Factory
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Issues – False Rejections

• Canadian Woman jailed as she tried to leave Kenya – July 2009
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Electronic Travel Documents

Passports & E-Passports issued 2010
CSCA

Countries: ~91
Passports: ~124 Million
E P t 91 Milli

CVCA

E-Passports: ~91 Million

Two largest deployments are US & UKTwo largest deployments are US & UK
- ~50% of the e-passports today (Entrust)
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*source: Acuity



Electronic Travel Documents

Estimated Number of ePassports issued
CSCA

253,035,000 CVCA253,035,000

* ICAO N T h l i W ki G (NTWG)
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*source: ICAO New Technologies Working Group (NTWG)



Tipping point?
Billi f D ll h b t i• Billions of Dollars have been spent on issuance….

• And Millions of eMRTD’s are in circulation• And Millions of eMRTD s are in circulation

• When does it make sense to do electronic validation?When does it make sense to do electronic validation?
– Issuance has been the main focus
– Electronic Validation has not
– How do we realize the eMRTD investment?
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No Issuance without Inspection



And when that time comes….

Effort Associated with:
– Implementation
– Establishing Trust Linkages
– Integration with PKD

C tifi t K M t– Certificate Key Management
– On-Going Maintenance
– Complexity of 2nd Generation EAC $p y $
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It can be easier than you think….

Think out of the box
Consider a different model
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Leverage the Cloud



Entrust Validation Service

Hosted Service for 1st & 2nd Generation

• Optional integration to ICAO PKD, Domestic No-Fly 
Lists

• Compliant with ICAO Standards including BAC• Compliant with ICAO Standards including BAC 
– EAC  as an EU standard

• Based on Entrust’s proven PKI Technologyp gy
• Improves TCO & ROI
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It’s Ready…



Entrust Validation Service

Domestic 
Database

Validation Service ICAO 
PKD

DocumentDocument 
Inspection & Validation Trust Management
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Entrust Validation Service
• Domestic Trust of Document Validation Materials• Domestic Trust of Document Validation Materials

• End-to-End Trust & Integrityg y

• Integration with Global Authorities
(e.g. ICAO PKD)

• ICAO Compliant Document Verification at Border 
Control
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• Master List & SPOC
Validation Service



Entrust ePassport Technologies & Services
• Country Signing Solutiony g g

• Country Verifying Solution

• E-Passport Concentrator CSCA

• E-Passport Client CVCA

• Master List Signer & SPOC
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• Cloud Based Services



Want to know more?

Stop by our Booth!
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