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What is the OSCE?

Organization for Security and
Co-operation in Europe

. 56 participating States from Europe, Central Asia and North America,
the Organization for Security and Co-operation in Europe (OSCE)
forms the largest regional security organization in the world.

. The OSCE is a primary instrument for early warning, conflict
prevention, crisis management and post-conflict rehabilitation in its
area. It has 18 missions or field operations in South-Eastern Europe,
Eastern Europe, South Caucasus and Central Asia.

. The Organization deals with three dimensions of security - the
politico-military, the economic and environmental, and the human
dimension.

oA,
Drmanh
Sixth Symposium and Exhibition on ICAO MRTDs, Biometrics and Security Standards, 1 to 4 November 2010, Montréal @

h-avg

2




Action against Terrorism

1. Established in 2002, the OSCE Action against Terrorism Unit (ATU) is
the Organization's focal point for co-ordinating and facilitating OSCE
initiatives and capacity-building programmes in combating terrorism.

2. The ATU addresses a broad range of terrorism related issues, such

as.
strengthening legal co-operation in "
criminal matters related to terrorism
enhancing cyber security
enhancing container security
countering violent extremism and
radicalization that lead to terrorism, and
Improving travel document security
(largest programme!)
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OSCE Travel Document Security

Four pillars:

 Promoting Document Upgrades and ICAO’s PKD
(ICAO)

» Enhancing Handling & Issuance and Identity
Management (ICAO)

 Implementing INTERPOL Databases on lost and stolen
travel Documents (INTERPOL) . [

 Countering Forged Documents Training
(Austrian Mol)




Promoting Document Upgrades

. ATU/ICAO assists OSCE participating States In
upgrading technological security features of travel
documents in line with ICAO standards

. Main focus is on upgrading MRTDs to become
biometrically enabled electronic passports

. Projects are holistic and are usually combined with
identifying gaps in the handling and issuance
procedures (specifically as it relates to breeder
documents)

Examples: Uzbekistan and Tajikistan
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OSCE and the ICAO PKD

To date 54 OSCE participating and Partner States issue electronic
Passports

Ministerial Council Decision MC.DEC/11/09:

Calls on the participating States to consider

becoming participants in the ICAO PKD...and BECISIOs S 1100
thereby to contribute to enabling border control {20 PUBLIC KEY DIRECTORY
and other relevant national authorities to validate [Enees-r—"

digital signatures of electronic eMRTDs

» Tasks the Secretary General to organize ...in co-operation with ICAO and the
ICAO PKD Board an OSCE expert workshop in 2010 in Vienna, designed to
raise awareness and to facilitate the participation in and the use of the ICAO
PKD by the participating States
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OSCE and the ICAO PKD

OSCE workshop on promoting the ICAO PKD (27-28
May 2010) co-organized with the ICAO Secretariat and
the ICAO PKD Board

Suggested OSCE follow up activities related to the
ICAO PKD:

. Organize follow up national and regional awareness raising workshops to
iIncrease participation in and use of the ICAO PKD.

. Develop a national ICAO PKD training programme targeted at decision
makers as part of facilitating States to participate in the ICAO PKD

. Promote ePassports and the ICAO PKD among the public and policy makers
iIncluding through special publications.
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OSCE PKD Training

Target group: OSCE non-PKD participating
States:

» Heads of Immigrations, Border Control, and
Passport Offices,

» Officers responsible for IT and especially the
national Public Key Infrastructure related to
ePassports

» Technicians and scientists with sound
knowledge in cryptography and IT security

The training is designed to run for two days but is adaptable depending on the
needs of the requesting OSCE participating State. The OSCE will identify
the most suitable training facilitator depending on the need of the
country!
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National training: Uzbekistan

e 7-8 October 2010, Tashkent

Day 1:

1. Introduction of the ICAO PKD

2. How can the PKD contribute to prevent e-Passport fraud?

3. National Case Study: Setting up a National PKD

BEVVA
1. Details on e-passport technology

2. ICAQO Tests and Certification - Ensuring global interoperability of ePassports

3. Details on ICAO PKD participation
4. The complete PKI process flow
5. Planning and procuring a N-PKD
Fomads
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OSCE PKD Policy Brief

Enhancing Travel Document Security -

Promoting the ICAO PKD
September 2010
Action against Terrorism Unit (ATU) Policy Brief No. 172010

 The Policy Brief designed to assist senior
policy makers in their decision making
process.

Details policy options and contains
financial, technical and security related
arguments in favour of the ICAO PKD. Also

details the steps on how to participate in the
ICAO PKD

» Available at:
http://www.osce.org/documents/atu/2010/10/
47261 en.pdf

"PARTICIPATING STATES WILL PREVENT THE MOVEMENT OF TERRORIST INDIVIDU-
ALS OR GROUPS THROUGH EFFECTIVE BORDER CONTROLS AND CONTROLS RELATING
TO THE I1SSUANCE OF IDENTITY PAPERS AND TRAVEL DOCUMENTS", OSCE CHARTER
ON PREVENTING AND COMBATING TERRORISM (7 DECEMBER 2002)

Executive Summary

This bt presents Mie polcy racammendatons and
Tindings from an OSCE Wokshop on Fromoling fe

WCAQ Puiic Key Directory, held in Wi=nna in May 2010

An electronic Passport (eFassport) ks only 3s qood a5
the biome¥ic and biographic Formation contained In
B chip. Information o the: chip In 1L IS ORey Lseful 7
I can be valoaad quickly and secursty. The |
AMount of SRESE00NS DEng ISsUE Dy 3 g nUm-
ber of States has challenged tha practice of bilsterally
exchangng elecironic certficales that prove and vouch
Tor the vallgity of &PasEpon data.
In response, under Me aagis of the Intemational Chil
Axiation Organization (ICAD) the Pudiic Key Direclory
[PED) hae been Instalied which simpifaes and modem-
ummucﬂmnusanmtmﬂ L=
Using the cesifizates In the PKD provides borger con-
i 3uthoritiss with an assurance that documents ane
Enil NS and unanened In wm, the bliomeric dai can
trusied allowing for a more secure and faster |
1y vesTication progess at borer control matshing the
document and the bearer,

Context
Currently 54 OSCE paricipating States and Parner
=0

=
Tepreset 3 WAl tool %r LORier contl

Enhance borer sacurty and at the E!:I'I'melﬂr_' cabio

Cross border movement.

den- PUDC FIVESIMENTS I ePasspon

Valldaton of ePasspons thugh e excnange of Pug-
ic: Ky Infrastructure (PK]) cenificates, used during the
production and ,'.Fm:ﬂ:llzaﬂm process of ePassports,
Is essantial 1o reaize the benellts of ePasepots. Spa
Cificaly M valdation of e chip Sgnaire though he
complete check of 3l relevant cerficatss enables bor-
der conimi auwhorfiies 0 determing whelher 3 oo

FPE ment heid by a traveller has been lssued by the re-

EpONSiS FENCATY, Wheer blographic and DM
Infoemiation on the chip has besn aitered ater lsa-
ance; and whether 3 cerlificate necessary o validate
e SOCUme Nas Deen revokad
With more and more Siales lssuing ePasspors, the
bilateral exphange of cartifcates NaE INGeasingly be-
cOME SMOFDMNE, CUMDErsome and ineffechie et
without full and Sm access o these ceriificales
ePasspons shouid be Traabed a8 non-elecironic pass-
poits al the border. This dminishes the considerable
EYSETE and amdss
among borter oficdals and ciizens.

In FEEpNEE, N2 IGAD PKD N3 DEEN JEvEIDped and
put Inbo operation. TTEFFDI‘.:XEWEG:—IBMEG&
£ cate

et cataboge of e iaiset cerifaaon 3 v
n lists of passport Igsuing aumonties that vouch
for the Ehesicity 3 Intagnty of £Passpor 033,
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Additional PKD activities

» Regional workshops planned with strong ICAO PKD component.
Possible focus on Central Asia!

; . SIMULTANEOUS ACCESS TO INTERPOL
« Inclusion of PKD border control aspects in  Jseli= feiory A-tE

single-window projects with INTERPOL -
connecting first line border control officers In
real-time to the INTERPOL database for
Stolen/Lost Travel Documents Database
(SLTD).
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Conclusion

* OSCE is an ideal platform to discuss and promote the PKD as a force
multiplier and regional implementer of standards of specialised
organizations such as ICAO

 In terms of national MRTD and PKD upgrade projects, the OSCE offers its
full support for ICAQO efforts related to developing best practices in the
area of identity management. This would significantly enhance global
travel document security!
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Questions?

O S C Organization for Security and
Co-operation in Europe

Contact information

+43 (1) 514 36 6881 +43 (1) 514 36 6882
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