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SummarySummary
The work on “coThe work on “co existing technologies” began 10 years agoexisting technologies” began 10 years agoThe work on “coThe work on “co--existing technologies” began 10 years ago.existing technologies” began 10 years ago.
A number of countries have devoted tremendous work and A number of countries have devoted tremendous work and 
funds to implement, or are planning to implement, advanced funds to implement, or are planning to implement, advanced 
machine readable and electronic passport programs.machine readable and electronic passport programs.
Nearly all countries are now issuing MRP’s; 89 have chips.Nearly all countries are now issuing MRP’s; 89 have chips.
These initiatives are paying dividends with respect to the These initiatives are paying dividends with respect to the 
integrity of the passport as a highly secure travel document. integrity of the passport as a highly secure travel document. 
That same success is accompanied by increased pressures and That same success is accompanied by increased pressures and That same success is accompanied by increased pressures and That same success is accompanied by increased pressures and 
recognition of these pressures on all attending systems and recognition of these pressures on all attending systems and 
activities that issue and inspect these documents. activities that issue and inspect these documents. 
There is a growing awareness that conscious and determined There is a growing awareness that conscious and determined 
efforts are required to identify the risks in issuing and efforts are required to identify the risks in issuing and efforts are required to identify the risks in issuing and efforts are required to identify the risks in issuing and 
inspecting travel documents, particularly passports, and then inspecting travel documents, particularly passports, and then 
defining ways in which those risks might be mitigated and defining ways in which those risks might be mitigated and 
managed. managed. 
It i  i l th t th  lid ti  t l  f i t it  d it  b  It i  i l th t th  lid ti  t l  f i t it  d it  b  It is crucial that the validation tools of integrity and security be It is crucial that the validation tools of integrity and security be 
used in passport inspection and examination.used in passport inspection and examination.
This presentation will discuss decisions of the past as well as This presentation will discuss decisions of the past as well as 
focus on the challenges of the future.focus on the challenges of the future.



ICAO MRTD ProgramICAO MRTD Program
•• ICAO MRTD Program  ICAO MRTD Program  -- Critical tasks of Operational Plan  Critical tasks of Operational Plan  

20092009--1010——A FirstA First---- The Business Plan: Security and The Business Plan: Security and 
FacilitationFacilitationFacilitationFacilitation
•• Provide assistance to States related to MRTDs upon Provide assistance to States related to MRTDs upon 

requestrequest
•• Conduct workshops on MRTDs and biometricsConduct workshops on MRTDs and biometrics
•• Organize the annual MRTD Symposium and ExhibitionOrganize the annual MRTD Symposium and Exhibition
•• Publish the MRTD ReportsPublish the MRTD Reports
•• Update and maintain the MRTD WebsiteUpdate and maintain the MRTD Website

Pl t i i f MRTDPl t i i f MRTD•• Plan training programs for MRTDPlan training programs for MRTD
•• Maintain upMaintain up--toto--date specifications to issue modern, date specifications to issue modern, 

secure travel and identity documentssecure travel and identity documentssecure travel and identity documentssecure travel and identity documents
•• Refine the ICAO 2020 vision as the global fulcrumRefine the ICAO 2020 vision as the global fulcrum
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•• New Technologies Working Group (NTWG)New Technologies Working Group (NTWG)
GovernanceGovernance

New Technologies Working Group (NTWG)New Technologies Working Group (NTWG)
Ongoing research into travel documents’ Ongoing research into travel documents’ 
technologiestechnologies
D l t f t t i li i ifi tiD l t f t t i li i ifi tiDevelopment of strategies, policies, specifications Development of strategies, policies, specifications 
and guidance material to achieve standardization and guidance material to achieve standardization 
and interoperability of travel documentsand interoperability of travel documents
Liaison and joint activity with ISOLiaison and joint activity with ISO

•• Implementation and Capacity Building Working GroupImplementation and Capacity Building Working GroupImplementation and Capacity Building Working Group Implementation and Capacity Building Working Group 
(ICBWG)(ICBWG)

Established in concept at TAG 18 in May 2008Established in concept at TAG 18 in May 2008
Initial priority was Universal Implementation ofInitial priority was Universal Implementation ofInitial priority was Universal Implementation of Initial priority was Universal Implementation of 
MRPs by April 2010MRPs by April 2010
Capacity building activities, e.g., Armenia, Capacity building activities, e.g., Armenia, FYROM, FYROM, 
Colombia, priority list developedColombia, priority list developed
Third international meeting in Dublin in SeptemberThird international meeting in Dublin in September
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Partnership ICAO/ISOPartnership ICAO/ISOpp
ISO

National BodiesICAO
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ISO/IEC
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(Biometrics)

Air Transport 
Committee SC17

SC 27, SC 31
Others
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(Testing)

WG8
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DOC

(Contactless chips)TF1 TF2 TF3 TF4 TF5NTWG
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Critical AlliancesCritical AlliancesCritical AlliancesCritical Alliances

OSCEOSCEOSCEOSCE
IOMIOM
InterpolInterpolInterpolInterpol
EUEU
APECAPECAPECAPEC
OASOAS
UN/CTEDUN/CTED
And othersAnd others



Document 9303 DevelopmentDocument 9303 Developmentpp
London November 2000London November 2000——Contactless chipsContactless chips
Biometrics Selection TR 2001Biometrics Selection TR 2001
New Orleans Resolution February 2003New Orleans Resolution February 2003——face, finger, iris, face, finger, iris, New Orleans Resolution February 2003New Orleans Resolution February 2003 face, finger, iris, face, finger, iris, 
chipschips
London July 2003London July 2003----Joint ICAO/ISO meetingJoint ICAO/ISO meeting
LDS TR 2003LDS TR 2003
PKI TR 2003PKI TR 2003
Biometrics Deployment TR 2003Biometrics Deployment TR 2003
Canberra testing, February 2004Canberra testing, February 2004
B li  F b  2005B li  F b  2005 th  “G id ”th  “G id ”Berlin, February 2005Berlin, February 2005——the “Guide”the “Guide”
Montreal, 2005Montreal, 2005----TAG acceptance of Edition Six Part 1TAG acceptance of Edition Six Part 1
Berlin, MayBerlin, May--June 2006June 2006——many rounds of testing leading to many rounds of testing leading to 
thisthisthisthis
Prague Conformity and Interoperability TestingPrague Conformity and Interoperability Testing——EACEAC
Part 3 drafted and approved, publishedPart 3 drafted and approved, published
ICBWG operational April 2009ICBWG operational April 2009p pp p
Supplement Edition Eight PostedSupplement Edition Eight Posted



The SupplementThe SupplementThe SupplementThe Supplement
Began as a maintenance vehicle for 9303Began as a maintenance vehicle for 9303ega as a a te a ce e c e o 9303ega as a a te a ce e c e o 9303
There are now Eight editions that have There are now Eight editions that have 
been posted by ICAObeen posted by ICAO
The Supplements are mustThe Supplements are must--reading since reading since 
they are the clarifications and they are the clarifications and 
amplifications (not changes) for 9303amplifications (not changes) for 9303amplifications (not changes) for 9303amplifications (not changes) for 9303
Much PKI guidance, Appendix 1 of Part 1, Much PKI guidance, Appendix 1 of Part 1, 
et alet alet alet al
The full force and effect of 9303 when The full force and effect of 9303 when 
issuedissued



Testing HistoryTesting HistoryTesting HistoryTesting History
Canberra, AustraliaCanberra, Australia
Morgantown, West Virginia, USAMorgantown, West Virginia, USA
-- A very significant eventA very significant event
-- ParticipantsParticipantsParticipantsParticipants
Sydney, AustraliaSydney, Australia
-- Improved, but much work to be doneImproved, but much work to be done
Laboratory testing at US NISTLaboratory testing at US NISTLaboratory testing at US NISTLaboratory testing at US NIST
Several other operational tests, e.g. BWI, Several other operational tests, e.g. BWI, 
Tsukuba, BerlinTsukuba, Berlin

E h  fl t d i d i t bilitE h  fl t d i d i t bilit-- Each one reflected improved interoperabilityEach one reflected improved interoperability
Conformity testing in PragueConformity testing in Prague
While chip oriented, these testing sessions  While chip oriented, these testing sessions  p , gp , g
addressed the total document by necessityaddressed the total document by necessity



Chips: Fundamental Truth vs. Chips: Fundamental Truth vs. 
U b M hU b M hUrban MythUrban Myth

14443 and 180006c/Gen 214443 and 180006c/Gen 2
SkimmingSkimming

-- Reading the electronic data in an IC chip surreptitiously Reading the electronic data in an IC chip surreptitiously 
with a reader in the vicinity of the travel document.with a reader in the vicinity of the travel document.
EEavesdroppingavesdropping

-- When data from an IC chip are intercepted by an When data from an IC chip are intercepted by an 
intruder while it is being read from an authorized reader.intruder while it is being read from an authorized reader.
Cl iCl iCloningCloning

-- Copying the data that has been placed on a chipCopying the data that has been placed on a chip
-- Although he can clone the tag, (the hacker) says “…it's Although he can clone the tag, (the hacker) says “…it's 

not possible  as fa  as he an tell  to hange data on the not possible  as fa  as he an tell  to hange data on the not possible, as far as he can tell, to change data on the not possible, as far as he can tell, to change data on the 
chip, such as the name or birth date, without being chip, such as the name or birth date, without being 
detected. That's because the passport uses cryptographic detected. That's because the passport uses cryptographic 
hashes to authenticate the data.”hashes to authenticate the data.”
Shielding and the Faraday cageShielding and the Faraday cage



Factors to Keep in MindFactors to Keep in MindFactors to Keep in MindFactors to Keep in Mind
The soThe so--what testwhat test——the pragmatics of mischiefthe pragmatics of mischief
-- Distance Distance 
-- PowerPower
-- VisibilityVisibilityVisibilityVisibility
-- At what price?At what price?
-- And then “what” do you have?And then “what” do you have?
N t j t  ChiN t j t  ChiNot just a ChipNot just a Chip
-- The eThe e--passport is everything that  nonpassport is everything that  non--ePassports have ePassports have 
ever been, but in addition, there is a chipever been, but in addition, there is a chip
Need to inspect fully and properlyNeed to inspect fully and properly——””Hacks will not work in Hacks will not work in 
a properly functioning inspection system” (Dr. Van Beek)a properly functioning inspection system” (Dr. Van Beek)



BiometricsBiometricsBiometricsBiometrics

The only reason why we have a chipThe only reason why we have a chipThe only reason why we have a chipThe only reason why we have a chip
The early days post 9/11The early days post 9/11
Evolution to the present  politically as well Evolution to the present  politically as well Evolution to the present, politically as well Evolution to the present, politically as well 
as technicallyas technically
Countries underway now or soon to beCountries underway now or soon to beCountries underway now or soon to beCountries underway now or soon to be
Coming challengesComing challenges



Nature of Specific ThreatsNature of Specific Threats
Counterfeit documentsCounterfeit documents
Theft of blank documentsTheft of blank documents
M lfe n e  nonfe n e  o ptionM lfe n e  nonfe n e  o ptionMalfeasance, nonfeasance, corruptionMalfeasance, nonfeasance, corruption
False identityFalse identity--using genuine evidence using genuine evidence 
obtained improperly to obtain a genuine obtained improperly to obtain a genuine p p y gp p y g
documentdocument
False identityFalse identity--using manufactured using manufactured 
evidence of support to obtain a genuine evidence of support to obtain a genuine evidence of support to obtain a genuine evidence of support to obtain a genuine 
documentdocument
False identityFalse identity--using lost or stolen using lost or stolen 
l dl d i d i  d ti d i  d talreadyalready--issued genuine documentsissued genuine documents

Multiple issuance/multiple identitiesMultiple issuance/multiple identities
NOT inspecting ePassports in the proper NOT inspecting ePassports in the proper NOT inspecting ePassports in the proper NOT inspecting ePassports in the proper 
mannermanner



THE Emergent Threat TodayTHE Emergent Threat TodayTHE Emergent Threat TodayTHE Emergent Threat Today

Highly secure and robust documentHighly secure and robust documentHighly secure and robust documentHighly secure and robust document
Porous foundation of evidence of Porous foundation of evidence of 
identity procedure and sourceidentity procedure and sourceidentity procedure and sourceidentity procedure and source
Evolution from document fraud to Evolution from document fraud to 
identity fraudidentity fraudidentity fraudidentity fraud
A topic that demands its own set of A topic that demands its own set of 
presentationspresentationspresentationspresentations
ICAO Evidence of Identity TR work ICAO Evidence of Identity TR work 
item underway nowitem underway nowitem underway nowitem underway now



Current StatusCurrent StatusCurrent StatusCurrent Status

There are approximately 90 countries issuing There are approximately 90 countries issuing There are approximately 90 countries issuing There are approximately 90 countries issuing 
chipchip--based passportsbased passports
There are currently more than 250 million There are currently more than 250 million 
ePassports in circulationePassports in circulationePassports in circulationePassports in circulation
There remain a “small” number of countries There remain a “small” number of countries 
that need to develop machinethat need to develop machine--readable readable 

t  h i  i d th  A il t  h i  i d th  A il passport programs, having missed the April passport programs, having missed the April 
2010 deadline2010 deadline
Work continues to refine and enhance, but Work continues to refine and enhance, but ,,
implementations go quite wellimplementations go quite well
The inspection of these documents lags behind The inspection of these documents lags behind 
the issuance programsthe issuance programsthe issuance programsthe issuance programs



Current IssuesCurrent IssuesCurrent IssuesCurrent Issues
Policy judgments are paramountPolicy judgments are paramount
LDS considerationsLDS considerations
Vi  ifi iVi  ifi iVisa specificationsVisa specifications
Next generation technologies, including biometrics (RFI)Next generation technologies, including biometrics (RFI)
Changing nature of identity fraudChanging nature of identity fraud----evidence of identity, evidence of identity, 
identity management  including privacy  best practices  etc  identity management  including privacy  best practices  etc  identity management, including privacy, best practices, etc. identity management, including privacy, best practices, etc. 
Data and information sharingData and information sharing
PKI, PKD, EAC, etc.PKI, PKD, EAC, etc.
Testing protocolsTesting protocolsg pg p
Capacity building, priority listing, trainingCapacity building, priority listing, training
Machine readable security feature(s)Machine readable security feature(s)
Need for full and proper inspectionNeed for full and proper inspection



ConclusionsConclusionsConclusionsConclusions
The story needs to be toldThe story needs to be told——inform the traveling inform the traveling yy gg
public of measures being taken and whypublic of measures being taken and why

What identity management, the “e” in ePassport  What identity management, the “e” in ePassport  
and biometrics all do FOR you rather than TO youand biometrics all do FOR you rather than TO you

Make certain that the “readable” part of “machine Make certain that the “readable” part of “machine 
d bl ” i  f ll  i d td bl ” i  f ll  i d treadable” is fully carried outreadable” is fully carried out

Take pride in the past, but be vigilant to prepare Take pride in the past, but be vigilant to prepare 
ourselves for the futureourselves for the futureourselves for the futureourselves for the future



Thank you for yourThank you for yourThank you for your Thank you for your 
attention…attention…

Barry J KefauverBarry J. Kefauver

Jetlag10@earthlink.net


