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PKD Concept

Supply side —
Passport
authorities

A Global Trust Exchange

Regulatory body Market —
— Compliance formed by Technology
(ICAO) members platform (Netrust)

Demand side —
Border Control
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Document Signers and CRLs of Participants

CSCA Registry — Yellow Pages for the Passport
Issuance Agency of the Participant

CSCA Master List — List of CSCAs used by
Participants

Compliance website to check DSC/CRL/ML
against Doc 9303
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Two locations — connected through redundant
MPLS connection — Synchronised in real time

4 directories each location + 2 backup directories

Upload is the only directory that can be accessed
by the internet. Copy of data from Upload to
Staging directory handled by software

All other directory access requires VPN

Download accessible through LDAP proxy servers
only
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e Montreal
Operations office

e Can only connect to
Netrust datacenter
through VPN

e CSCAs of
Participants are
maintained in HSM




PKD-Compliance Testing \3¥

PKI TR is more restrictive than RFC 3280.

An agreed set of checks are imposed on the
uploaded CSCA/DSC/CRL.

Any entry that fails verification is rejected.

Any deviations that are accepted have to be
discussed in PKD Board and approved by ICAO
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E-Passport Trust Model|

Country Signing Certificate Authority (CSCA) is
root of trust

Document Signing Certificates (DSC) are
issued with specific intent and authorization
to sign Passport Data

Link Certificates are used to exchange
subsequent CSCAs among countries

Link Certificates are not part of verification
chain of DSC
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2} Check ICAD Doc 9303 Compliance - Microsoft Internet Explorer == x|

File Edit ‘“iew Favorites Tools Help | ':#-:
QBack » 3 - x] & | ) search v Favorites £ | [ 1w n 3
Address @ http:/flocalhost:S080/ICAC_Camplianceicheck.do j Go | Links *
' ; Al
Browse file to check
| Browse. .. |
Check |
CSCA CERTIFICATE DETAILS

Issuer Mame: M=csca-germany, serialbumber=013, 2U=hsi, 2=bund, Z=0E

Serial Mumber: o1

Yalidity: 26-Feb-08 9:43:04PM ko 26-Aug-21 5:35:56PM

MANDATORY RESULTS MANDATORY RESULTS

ATTRIBUTES ATTRIBUTES

1. Signature Algorithm PASSED 12, Extended Kev Usage PASSED

2. Signakure PASSED 13, Autharity Cert Issuer PASSED

3. Wersion PASSED 14, Certificate Palicy PASSED

4, Serial Number PASSED 15, Critical Extension PASSED

5. Issuer P&SSED 16, Key Usage PASSED

A, Validity P&SSED Key Cert Sign PASSED

7. Subject PASSED CRL Sign PASSED

. Subject Public Key Info PASSED 17, Basic Constrainks PASSED

9, Subject Key Identifisr PASSED A PASSED

10, Issuer Unique ID PASSED Path Len Constraink PASSED

11. Subject Unique ID PASSED 13, Netscape Extension PASSED

OWERALL RESULTS:

C3CA Certificate Complies bo DOC 9303,

_ i

|E| l_ l_ l_ l_ l_ |.:j Local inkranet
Iﬂﬁtart| (2} & % | &) check ICAO Doc 9303 ... W&l 414 PM




a Check ICAD Doc 9303 Compliance - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools

Help:

QBack » 3 - x] & | ' Search - Favorites 4% | Ok B

iy

Home ‘ Downloads

Help

Address @ http: fflocalhost: 3080/ICAD_Compliancecheck.do

Contact ‘ Unpublished Documents

Home ¢/ Check ICAQ DOC 3303 Compliance

PKD ‘

Check |

Browse file to check

Browse... |

CEL CERTIFICATE DETAILS

Issuer Mame: CM=csca-germany, serialMumber=013, DU=hsi, 0=bund, Z=0E
Serial Number: 4

Walidity: 04-Jun-09 6:52: 35PM ta 07-5ep-09 652 35FM

Correct Upload cn=CMi\=csca-germany, serialMumbert=013

ROM: 1,0l =besil, O =bund}, Z\=DE,0=CFLs,c=DE

1. Signature Algorithim

2. Signature
3. Mersion

4, Issuer Mame
5. CRL MNurmber

OVERALL RESULTS:

CRL Complies ko DiOC 9303,

PASSED

PASSED
PASSED

PASSED
PASSEL

oo

6. TBS Certificate

Effective Dake

. Mexk Update

. Revyocation List

MANDATORY RESULTS MANDATORY RESULTS
ATTEIBUTES ATTRIBUTES

PAS3ED

PASSED
PASSED

PASSED

_ X

|@ Cione

Qj‘ﬁtartl (2} & % | &) check ICAO Doc 9303 ...
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a Check ICAD Doc 9303 Compliance - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools Help

=18 x|
&

QBack » 3 - x] & | ' Search - Favorites £ | O ke B

Address @ hittps flocalbost 2030/ ICAC_Compliancefcheck, do

j Go | Links *

|@ Crone
;ﬁﬂart' (& & % |&)Check ICAO Doc 9303 ...

ome ¥ [5 omplance ;I
Browse file to check
| Browse... |
Check |
LINKE CERTIFICATE DETAILS
Issuer Marne: QI1=L.5, Department of State MRTD Ca, Ql=Certification
Authorities, QU=MRTD, DU=Department of Stakte, O=U.3, Government, Z=U3
Serial Mumber: 45DEZEDF
Yalidity: 09-Jan-10 12:06:274M ko 20-Jun-25 5:27:054M
MANDATORY RESULTS MANDATORY RESULTS
ATTRIBUTES ATTRIBUTES
1. Signature Algorithm PASSED 12, Extended Kev Usage FAILED
2. Signakure PASSED 13, Autharity Cert Issuer PASSED
3. Wersion PASSED 14, Certificate Palicy PASSED
4, Serial Number PASSED 15, Critical Extension PASSED
5. Issuer PASSED 16, Eey Usage PASSED
&, Walidity PASSED Key Cert Sign PASSED
7. Subject PASSED CRL Sign PASSED
8. Subject Public Key Info PASSED 17, Basic Constrainks PASSED
9, Subject Key Identifier PASSED 8 PASSED
10, Issuer Unique ID PASSED Path Len Constraint PASSED
11. Subject Unique ID PASSED 13, Netscape Extension FAILED
OWERALL RESULTS:
Extended Key Usage should nok exist, MetscapeZertType Extension with OID,
2.16.840,1,113730.1.1 is not alloweed.,
=~

l_ l_ l_ l_ l_ |‘:j Local intranet
W5 47 PM
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Compliance Issue

* Problem
— Extended Key Usage has been set
— NetScape Certificate Extensions are present

e |ssue

— If EKU is present, then validation software has to
process EKU and accept certificate for purposes
that satisfy both basic Key Usage and Extended
Key Usage. Will affect validation software

— NetScape Certificate Extensions are the pre-cursor
to EKU

Y.
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-3 Check ICAD Doc 9303 Compliance - Microsoft Internet Explorer == x|

File Edit ‘“iew Favorites Tools Help | :;-'E

aBack - ..,J * |ﬂ @ ,1| ' Search "?Favu:urltes {'f_"| = ;1', =
Address IT@ hittps flocalbost 2030/ ICAC_Compliancefcheck, do

‘ Home | Downloads | Help | Conmtact ‘ Unpublished Documents | PRD |

Home (k) Check ICAQ DOC 9303 Compliance

Browse file to check

| Browse... |
Check |

CRL CERTIFICATE DETAILS

Issuer Mame: Z=IM,5T=Delhi,L=Mew Delhi, QU=CPY Division, D=Ministry of External
AFFair, EMAIL=jscpvi@mea, gov.in, Ch=CSCAY, India (NICCA-SubCa For
ePassport)

Serial Murmnber: -1

Walidity: 18-5ep-09 5:45:05PM to 15-0ck-09 5:45:05FM

Correct Upload cn=Ch=In, 3Th=Delhil, L\=Mew Delhi', DU=CPY Division', Ot=Ministry of
ROM: External AFFairl, EMAIL =jscpw@mes. gov.int, Chi=C3Ca), India (NICCA-SubCa
for ePassport),o=CRLs, c=IM

MANDATORY RESULTS MANDATORY RESULTS
ATTRIBUTES ATTRIBUTES

1. Signature Algorithim PASSED 6. TBS Certificate PASSED
Z. Signature PASSED 7. Effective Date PASSED
3. Yersion PASSED 3. Mext Update PASSED
4, Issuer Mame PASSED 9, Revocation Lisk PASSED
5. CRL MNurmber FAILED - -
OWERALL RESULTS:

CRL MUMEBER. MNOT FOUMD,

=] [ [ [ [ [ [NJiocalintranet =
tﬁﬁtart| (2} & % | &) check ICAO Doc 9303 ...
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Compliance Issue

* Problem

— CRL Number is not present

e |ssue

— CRLs can be validated based on the parameters
“thisUpdate” and “nextUpdate”.

— If two valid CRLs are present, CRL number is used
to choose the latest CRL

Y.
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a Check ICAD Doc 9303 Compliance - Microsoft Internet Explorer

File Edit ‘“iew Favorites Tools Help

=18 x|
&

QBack » 3 - x] & | ' Search - Favorites £ | Ok B

p—

|@ Done

ﬂfﬁtartl (& & % |&)Check ICAO Doc 9303 ...

Address @ http:flocalhost:S080/ICAC_Camplianceicheck.do j Go | Links *
ome ¥ [5 omplance ;I
Browse file to check
| Browse... |

Check |
C5CA MASTER LIST DETAILS

Sigrier DM: CM=csca-germany, serialMumber=013, DU=hbsi, o=bund, Z=0E
Signing Time: Tue Dec 01 23:00:07 GMT-40E:00 2009
Correct Upload cn=CM\=csca-germany, serialMumbert=013
ROM: 1,0l =besil, O =bund', Z\=DE, o=C3CAMasterLisk, c=0DE
MANDATORY RESULTS MANDATORY RESULTS
ATTRIBUTES ATTRIBUTES
Content Type 5. CRL PASSED

1. Signed Diata PASSED @, Signer Info
Content &.1. Yersion FAILED

1. Yersion PASSED 6.2, Signed

Atkributes

2. Digest Algorithm PASSED Content Tvpe  PASSED

3. Encapsulated Content Sigring Time PASSED
Info

3.1, C5CA Master List PASSED Message Digest PASSED
oID
3.2, Encapsulated PASSED 6.3, Signature PASSED

Zonkent Algorithrm

4, Certificates PASSED 6.4, Signature FAILED
OYWERALL RESULTS:
1. Signer Info Yersion 3 Cannot Hava Issuer Mame And Serial Murmber, 2, CSCA Master Lisk Signer
Info Signature Is Invalid,

=~

l_ l_ l_ l_ l_ |i:g Lacal intranet



=y

Finland.der 20091201GermanMasterlist.ml I

=17 x|

|3 20091201 Germantasterlist., ml
El---*.' contentType
L@ 1,2.840,113549,1,7.2 (signedData)
= 1) content
#-4 Yersion
[#-|7) Digest: Algarithm
[El Encapsulated Content Info
-5 certificates
) orls
=) SignerInfa
---x' Yersian
: SignerIdentifier
- 4 Issuer Mame: Errar
- 4 SerialMumber:0
{C7) Digest Algorithm
#-{7) signedattrs
; {5 Signature Algorithm
-4 Signature

Il =3 File: 20091201 Germantasterlist, ml:Universal, Constructed, SEQUENCE len=75955 ) Subs=21
o 1.2.840,113549,1,7.2 (signedData)
El.;} ConkextSpecific, Constructed, Context Specific[0]{len=75969){3ubs=1)
=) Universal, Constructed, SEQUENCE(len=75964 ) Subs=5)
----- # Universal,Primitive, INTEGER(len=1)5ubs=07%:3 : 03
15 Universal, Construcked, SET{len=11)5ubs=1}
15 Universal, Construcked, SEQUENCE(len=749535ubs=2)
1f—;'| Context3pecific, Constructed, Context Specific[0]{len=734{3ubs=1)
E{f} Universal, Construcked, SET{len=194){Subs=1)
E}l.f} Universal, Constructed, SEQUENCE(len=191)5ubs=8)
----- # Universal Primitive,INTEGER(Ien=1}{Subs=D}:3 103
E| {'f} Iniversal, Construcked, SEQUEMCE(len
: EI = Llnwersal Construcked, SEQUEMCElen=005ubs=1)
i - niversal, Primitive, unknownilen=03 Subs=0) :
: “. # Universal Primitive, INTEGER{len=1)Subs=00:0 : 00
iﬁ Universal, Constructed, SEQUENCE(len=215ubs=21
iﬁ ContextSpecific, Constructed, Context Specific[0]{len=90%Subs=3)
@ Universal, Constructed, SEQUENCE(len=11){5ubs=2)
@ Universal, Primitive, OCTET _STRIMGen=6315ubs=1)

.rﬁﬁtart| (3 & % £)CheckICAODoc 9303 C...

@

|[F

W (5 42z Pm
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Compliance Issue

* Problem

— Signerinfo Version is 3, meaning SKI is used for
identifying Master List Signer. Encoding contains
“Issuer and Serial Number”.

e |ssue

— The Master List Signer is not properly identified
and hence Signature cannot be trusted.

Y.
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2} Check ICAD Doc 9303 Compliance - Microsoft Internet Explorer == x|

File Edit ‘“iew Favorites Tools Help | '?,"-:
QBack » 3 - x] & | ) search v Favorites £ | [ 1w n 3
Address @ http:flocalhost:S080/ICAC_Camplianceicheck.do j Go | Links *

ome ¥ [5 omplance ;I

Browse file to check

| Browse... |

Check |
CSCA CERTIFICATE DETAILS

Issuer Mame: CM=Finland Counkry C&,DU=YRK, 2=Suomi Finland, Z=FI

Serial Number: Q0939650

Yalidity: 12-Jun-06 539 10PM ko 11-5ep-16 3:39: 1OPM

f: |||! Y RESULTS MANDATORY RESULTS
B ATTRIB

1. Signature Algorithm PASSED 12, Extended key Usage PASSED

2. Signakure PASSED 13, Authority Cert Issuer PASSED

3. Wersion PASSED 14, Certificate Policy PASSED

4, Serial Number PASSED 15, Critical Extension PASSED

5. Issuer PASSED 16, Kew Usage FAILED

&, Walidity PASSED ke Cert Sign PASSED

7. Subject PASSED CRL Sign PASSED

&, Subject Public Key Info PASSED 17, Basic Constrainks PASSED

9, Subject Kev Identifier PassSED Za FAS3ED

10, Issuer Unique ID P&SSED Path Len Constraink PASSED

11, Subject Unique ID PASSED 18, Metscape Extension PASSED

OYWERALL RESLLTS:

Cnly Certificake Signing and CRL Signing is allowed as Key Usage.

I e -
|@ Ciane l_ l_ l_ l_ l_ |\Ij Local intranet
ﬂb‘ﬁtart| (& & % |&)Check ICAO Doc 9303 ... WY (5 4:20 PM




-8 x|

Finland.der I
|I_ Finland.der [CSCAJFINLAND g_-:' File: Finland. der:Universal, Construcked, SEQUEMCE(len=1412Subs=3
5--:_ khsCert E" {39 Universal, Construcked, SEQUENCE(len=8763{ Subs=2)
¢ [-4 Wersion P | ConkextSpecific, Constructed, Context Specific[0]{len=3)3ubs=1}

|53 Serialumber fo 4 Universal, Primitive, INTEGER(len=4 ) Subs=0}: 10000000 : 00933650
-4 Signature Algorithm uﬁ Universal, Construcked, SEQUENCE(len=13)5ubs=2}
--*.' Issuer lii'l Universal, Constructed, SEQUENCE(len=30)5ubs=4
-4 Validity - Universal, Constructed, SEQUENCE(len=30) Subs=2)
--x' Subject uﬂ Universal, Constructed, SEQUENCElen=38003ubs=4)
lii'l Subject Public Key lii'l riversal, Constructed, SEQUENCE(len=546){Subs=2)
x' Issuer Unique ID E}l,f} ConkextSpecific, Constructed, Context Specific[3]len=102)5ubs=1}
x Subject Unigue 1D EHﬂ niversal, Constructed, SEQUENCE(len=100%5ubs=4)
=% Extensions E}uj Universal, Construcked, SEQUENCElen=131Subs=3}
&+ basicConstraints(2.5.29,19) & =113 Universal, Canstructed, SEQUENCE(len=14)Subs=3)
E-% keyUsage(z.5.29,15)&" . ® Universal,Primitive, OBJECT_IDENTIFIER len=3)(Subs=0):2.5.29,15 (keyllsage) : 551d0F
R N digitalSigniature) nonFepudiation) ( rESign) (crlSion) # Universal,Primitive, BOOLEAN{en=1){3ubs=0) : Ff
4 authoribykeyIdentifier(2.5.29,35) - B0 Universal,Primitive, DCTET_STRING{len=41{Subs=1)
W subjectKeyldentifier(2.5.29.14) O irivrsal, Primitive, BIT_STRINGIlen=2)(Subs=0){Unused bits: 01} : c6
; {7 Signature Algo E.lu_j Universal, Construcked, SEQUENCE(len=311{5ubs=2)

hﬂ Universal, Construcked, SEQUENCE(len=293Subs=2)
{C5) Universal, Constructed, SEQUENCE(len=13){Subs=2)
o 4 Universal,Primitive, BIT_STRIMNG{len=513)5ubs=0Unused bits: 00} : 8847601e436F32d5Faf51 67069489

- 4 Signature

.rtfﬁtart| (& & % &]CheckICAO Doc 9303 C... | |2 |||§| W5 421 Pm
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Compliance Issue

e Problem

— Key Usage is marked as Digital Signature, Non-
Repudiation, keyCertSign and crlSign.

— Must be keyCertSign and criSign only.
* |ssue

— A CSCA with Digital Signature capabilites can be
used to sigh a Passport Directly, without issuing a
DSC. The signature will validate as the CSCA is self-
signed. Invalidates the two layer model of E-
Passport PKI

Y.
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TF5 Guidance document |

 Some deviations may not cause any security
breach or Interoperability problems

 TF5 is preparing a guidance paper on
deviations that are acceptable and those that
are not.

e This is not a license to deviate, but an effort to
differentiate between harmless deviations and
others.

Y.
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PKD changes

Entries that are non-conformant but acceptable,
will not be rejected by the PKD

These entries will be parked in a different
location

For validation, two separate LDIFs will be
available

— Conformant and acceptable

— Non-Conformant but acceptable

Entries not conforming to these minimum
standards will still be rejected

Y.
Sixth Symposium and Exhibition on ICAO MRTDs, Biometrics and Security Standards, 1 to 4 November 2010, Montréal @ 21




1

PKD — other developments |

e Currently, only Participants have LDAP access
for downloads, which can be automated

 Non-Participants can download from web,
which has a script prevention mechanism.
These downloads have to be manual.

* In near future, law enforcement agencies of
non-Participants will be able to automate
download from the web

Y.
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1 Summary

e PKD is a Global Trust Exchange

 Compliance to Doc 9303 is necessary for E-
Passport Trust

e The PKD ensures that Participants move
towards total compliance with Doc 9303

Y.
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Thank You!

R Rajeshkumar
R.Rajeshkumar@netrust.net
Rajesh@netrust.net
RRaj88@gmail.com

Dy. CEO

Netrust Pte Ltd
http://www.netrust.net
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