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Current Services of the PKDCurrent Services of the PKD

• Document Signers and CRLs of ParticipantsDocument Signers and CRLs of Participants

• CSCA Registry – Yellow Pages for the Passport 
Issuance Agency of the ParticipantIssuance Agency of the Participant

• CSCA Master List – List of CSCAs used by 
P i iParticipants

• Compliance website to check DSC/CRL/ML 
against Doc 9303 
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PKD ArchitecturePKD Architecture

• Two locations – connected through redundant o ocat o s co ected t oug edu da t
MPLS connection – Synchronised in real time 

• 4 directories each location + 2 backup directoriesp
• Upload is the only directory that can be accessed 
by the internet. Copy of data from Upload to 
Staging directory handled by software

• All other directory access requires VPN
• Download accessible through LDAP proxy servers 
only
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PKD ArchitecturePKD Architecture

• MontrealMontreal 
Operations office

• Can only connect to• Can only connect to 
Netrust datacenter
through VPNthrough VPN

• CSCAs of 
P i iParticipants are 
maintained in HSM
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PKD‐Compliance TestingPKD Compliance Testing

• PKI TR is more restrictive than RFC 3280PKI TR is more restrictive than RFC 3280.

• An agreed set of checks are imposed on the 
uploaded CSCA/DSC/CRLuploaded CSCA/DSC/CRL.

• Any entry that fails verification is rejected.

• Any deviations that are accepted have to be 
discussed in PKD Board and approved by ICAO
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E‐Passport Trust ModelE Passport Trust Model

• Country Signing Certificate Authority (CSCA) isCountry Signing Certificate Authority (CSCA) is 
root of trust

• Document Signing Certificates (DSC) areDocument Signing Certificates (DSC) are 
issued with specific intent and authorization 
to sign Passport Data

• Link Certificates are used to exchange 
subsequent CSCAs among countries

• Link Certificates are not part of verification 
chain of DSC
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Compliance IssueCompliance Issue

• ProblemProblem
– Extended Key Usage has been set
– NetScape Certificate Extensions are presentp p

• Issue
– If EKU is present, then validation software has toIf EKU is present, then validation software has to 
process EKU and accept certificate for purposes 
that satisfy both basic Key Usage and Extended 
K U Will ff t lid ti ftKey Usage. Will affect validation software

– NetScape Certificate Extensions are the pre‐cursor 
to EKUto EKU
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Compliance IssueCompliance Issue

• ProblemProblem
– CRL  Number is not present

• Issue• Issue
– CRLs can be validated based on the parameters 
“thisUpdate” and “nextUpdate”“thisUpdate” and “nextUpdate”. 

– If two valid CRLs are present, CRL number is used 
to choose the latest CRLto choose the latest CRL
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Compliance IssueCompliance Issue

• ProblemProblem
– SignerInfo Version is 3, meaning  SKI is used for 
identifying Master List Signer Encoding containsidentifying Master List Signer. Encoding contains 
“Issuer and Serial Number”.

• IssueIssue
– The Master List Signer is not properly identified 
and hence Signature cannot be trusted.and hence Signature cannot be trusted.
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Compliance IssueCompliance Issue

• ProblemProblem
– Key Usage is marked as Digital Signature, Non‐
Repudiation, keyCertSign and crlSign. 

– Must be keyCertSign and crlSign only.

• Issue
– A CSCA with Digital Signature capabilites can be 
used to sign a Passport Directly, without issuing a 
DSC Th i t ill lid t th CSCA i lfDSC. The signature will validate as the CSCA is self‐
signed. Invalidates the two layer model of E‐
Passport PKIp
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TF5 Guidance documentTF5 Guidance document

• Some deviations may not cause any securitySome deviations may not cause any security 
breach or Interoperability problems

• TF5 is preparing a guidance paper on• TF5 is preparing a guidance paper on 
deviations that are acceptable and those that 
are notare not. 

• This is not a license to deviate, but an effort to 
diff i b h l d i i ddifferentiate between harmless deviations and 
others. 
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PKD changesPKD changes

• Entries that are non‐conformant but acceptable, p ,
will not be rejected by the PKD

• These entries will be parked in a different 
locationlocation

• For validation, two separate LDIFs will be 
availableavailable
– Conformant and acceptable
– Non‐Conformant but acceptable

• Entries not conforming to these minimum 
standards will still be rejected
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PKD – other developmentsPKD  other developments

• Currently only Participants have LDAP accessCurrently, only Participants have LDAP access 
for downloads, which can be automated

• Non Participants can download from web• Non‐Participants can download from web, 
which has a script prevention mechanism. 
These downloads have to be manualThese downloads have to be manual.

• In near future, law enforcement agencies of 
P i i ill b blnon‐Participants will be able to automate 

download from the web
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SummarySummary

• PKD is a Global Trust ExchangePKD is a Global Trust Exchange

• Compliance to Doc 9303 is necessary for E‐
Passport TrustPassport Trust

• The PKD ensures that Participants move 
d l li i h D 9303towards total compliance with Doc 9303
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Thank You!

R Rajeshkumar
R.Rajeshkumar@netrust.net
Rajesh@netrust.net
RRaj88@gmail comRRaj88@gmail.com
Dy. CEO
Netrust Pte Ltd
http://www.netrust.net
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