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INTRODUCTION f_

The Digital Identification Solutions Group

Management Experience in the ldentification & Security Business since the
beginning of 1988, therefore more than 22 years of experience

Head office in Germany and subsidiaries in Europe,
Middle East, Asia Pacific (Singapore), China, Latin
America, and in the United States

110 employees worldwide and more than 30 software
developers and project-managers

Public listed company at the Frankfurt Stock Exchange
since 2006

Digital Identification Solutions Group revenue in 2009: More than
US $ 28,5 million. Year end estimate for 2010: more than US $ 36 million
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COMPANY ACTIVITIES

Market Segments

= Personal Identification and ID Management
for Corporate Clients

= Governmental ID Cards (National ID, Military ID,
Social Security, Drivers License, Car Registration)

= Machine Readable Travel Documents
(ID Cards, MRP, ePassports, Visa)
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CASE STUDY _

How to secure important Government Credentials?

Initial Situation (case study):

» Provide secure Gun License Cards for a Central American Country

» Personalization Volume: between 50.000 and 100.000 Cards per year

» Previous Problems: Lack of Protection against Forgery and Fraud
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Security Measures

= Production of Gun License Cards

= Controlled card stock and storage

= Color and laser personalization and lamination in a one-step process
= Live-capturing of photo, fingerprint and signature

= Embedded Contactless Encoding Technology

= Data Synchronization with central database

= Combination of a variety of security features

= Special PET-G Card material for long lifetime and laser compatibility
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CASE STUDY

/A

Risk Management — a secure workflow process

Pre-Personalization
Process:

» Security Personnel
= Card Delivery
» Shipment Process

= Consumable Storage

Personalization
Process:

» Security Personnel

= Enrollment Process
» Lifecycle Process

» |dentity Management

= Secure Hardware and
Personalization
Equipment

Post-Personalization
Process:

= Security Personnel

= Reliable and trusted
shipping and delivery
process
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SECURITY MEASURES /

How to secure the Workflow Process for secure ID Documents?

A 1 LA

Secure and Confident Security screened
Shipment Process Personnel & Secure
Secure

I Infrastructure
Documents
Secure and Reliable Secure Data Inter-
Personalization change & Storage
Hardware

|ldentity Management
and Lifecycle Process
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SECURITY MEASURES /

How to secure the Workflow Process for secure ID Documents?

Secure and Confident Security screened
Shipment Process Personnel & Secure

Secure and Reliable Secure Data Inter-
Personalization - change & Storage

Hardware / V

|ldentity Management
and Lifecycle Process
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Security Measures

= Production of Gun License Cards

= Controlled Card stock and storage
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= Data Synchronization with central database

= Combination of a variety of security features
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CREDENTIAL SECURITY

Controlled card stock and storage

= Complete tracking and observation of the
card production process including
consistently control of:

=  Card stock

=  Produced cards

= Rejected / misprinted cards
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Security Measures
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Laser Engraving — a new development in the desktop segment

Laser Engraving permeates from the inner core of the card to the surface
Step 1 Step 2 Step 3

cover layer —

laser layer —» /

core layer ——»

= B/W tone scale reproduction with 256 decrees
of grey level

= “Sideways” operation for smallest footprint
and fastest speed in the desktop segment

= Competitive investment cost and total cost of ownership
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INNOVATIVE CONCEPTS /_

Color and laser personalization and lamination in a one-step process
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SECURITY FEATURES

UV printed unique
machine code

Personal data — printed
or laser engraved

Pre-printed security

. e | VSTORRELRTAL,
National 1D Card of Utopia

First\Noaa1 ',
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Holographic foil
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UV printed image

Full-color photo
with IPI

Laser engraved
ghostimage

Tactile laser effect Laser engraved microtext
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SECURITY F
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Security Measures

= Production of Gun License Cards

= Controlled Card stock and storage

= Color and laser personalization and lamination in a one-step process
= Live-capturing of photo, fingerprint and signature

= Embedded Contactless Encoding Technology

= Data Synchronization with central database

= Combination of a variety of security features

= Special PET-G Card material for long lifetime and laser compatibility
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Live-capturing of photo, fingerprint and signature

» Protect the document against
manipulation and duplication

= Secure the physical and logical properties
due to personal identification and document
verification

= Special Video ID Cameras
= Digital Cameras
» Image Scanners
» Fingerprint Scanners

» Signature Pads
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Security Measures

= Production of Gun License Cards
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MACHINE READABILITY & ENCODING /_

Embedded Contactless Encoding Technology

RFID (Radio Frequency Identification)

» Contactless Chip: Mifare 4k

= RFID chip embedded in the card body
= Communication between embedded chip and a reader via antenna
» Advantage: information exchange does

not require any contact between card
and reader

EDISecure®

tamper evident ePassport label
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Security Measures
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WORKFLOW & ID MANAGEMENT _
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IDENTITY MANAGEMENT / _

ldentity Management - More than just biometrics...

= Design, Personalization
& Issuing of ID cards e ——EE— hq.m; .
= Central point for the R M
. S i R i
management of digital v OOISYRINS e SO

identities throughout
their lifecycle

-[l m Fikark

= Central definition of
policies & business
rules

» Synchronization of
systems

= Central storage of digital
identities and credentials
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Security Measures

= Production of Gun License Cards

= Controlled Card stock and storage

= Color and laser personalization and lamination in a one-step process
= Live-capturing of photo, fingerprint and signature

= Embedded Contactless Encoding Technology

= Data Synchronization with central database

= Combination of a variety of security features

= Special PET-G Card material for long lifetime and laser compatibility
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SECURITY FEATURES /_

» Electronic Guilloches

= Pre-print * Fine Lines
« UV Ink Personalization
 Microtext

= Print | wempesauss -+ Ghost Image / Shadow Image

L £ ~, « Overlapping Objects
Personalization s - &+ [IPI(Invisible Personal Information)
| .+ UV Ink Personalization

= Laser « Tactile Elements (e.g. variable Microtext)
o £, « MLI (Multiple Laser Image)
Personalization X @l - CLI (Changeable Laser Image)
« HLI (Hidden Laser Image) (G&D Technology)
« Edge Engraving (Gemalto Technology)

* Holographic Overlays
* Holographic Patches
+ etc.

= Additional
Protection
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SECURITY FEATURES /

Print Personalization

Ghost Image / Overlapping Objects Gountry o Utopta - riving License
Semitransparent duplication of the photo - g?:“
Overlapping objects are difficult to counterfeit P e

=

IPI (Invisible Personal Information)
Protection of the photo
Not detectable by the naked eye

UV Ink Personalization
On demand UV Ink Personalization
“Machine-Tracking-Code”
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SECURITY FEATURES _

Laser Personalization

CLI (Changeable Laser Image) -> Horizontal tilt axis CLI

MLI (Multiple Laser Image) -> Vertical tilt axis :MLl_:

Edge Engraving (Gemalto Technology)

HLI (Hidden Laser Image) (G&D Technology) / '
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SECURITY F
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SURFACE DATA PROTECTION _

How to make an OVD even more secure?

UV Inks High Resolution SecureText™
IR Pigment Guilloche Artwork Pixel
Flip Ink Encryption

\ At 200X

(ATITH

' 3
i) @w g
AL
@0 COVID™ is a
. . . registered trademark
Image Seen in White Light of ITW COVID
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Security Measures

= Central Production of Gun License Cards

= Controlled Card stock and storage

= Color and laser personalization and lamination in a one-step process
= Live-capturing of photo, fingerprint and signature

= Embedded Contactless Encoding Technology

= Data Synchronization with central database

= Combination of a variety of security features

= Special PET-G Card material for long lifetime and laser compatibility
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CARD MATERIAL _

Special PET-G Card material for long lifetime and laser compatibility
Requirements:

= Long lasting cards

» Contactless encoding compatible

= Compatible for Retransfer and laser personalization

= Compatible for overlamination

= Affordable costs
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CASE STUDY — A SUCCESS _

Onsite impressions

* Implementation of LCP 9000 in January 2010

= Team of Sales and Technical Specialists
= Volume: 50.000 — 100.000 Cards per Year

= System Extension order in progress
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Want to experience more
about our solutions?

Just visit us at our booth 14+15.

Digital Identification Solutions Group
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Vielen Dank!
Thank You!
iMuchas gracias!
Muito Obrigado
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Terima kasih!
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