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Entrust - World leader in Identity Solutions

 Global security solutions provider
e 15 Years
« HQ (US), R&D (Canada), Offices (Lots)
_ | » Pioneer: 15t commercial PKI - 1995

R . 1000+ global PKI deployments
i « 15 eMRP Projects (US, Canada, UK...)
 PKI Software & ldentity Card Solutions
 PKI SaaS PKI & Credentialing Services

© Copyright Entrust, Inc. 2010



_ Ems"
Securing Dighinl dentifes
& information

Outline

1. Historical Timeline

2. BAC PKI Progression

3. EAC PKI Progression

4. Related PKI Advancements
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BAC PKI Progression

e 2006: ICAQO 9303 Standards

« 2007: PKD deployment

e 2008: PKD Master List Signing (MLS)

e 2010: Validation channels

e Future: Supplemental Access Control (SAC)
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15t Generation ePassport

1st Generation (BAC)
ePassport Adoption
(2010)

~90 Projects
J I Pilot or Production J

o
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EAC PKI Progression

e 2006: EU EAC specification

e 2009: EU SPOC specification

e 2010: Validation channels

e 2010: Emergence of other ‘communities of interest’
e 2011: Other applications (National ID smart cards)
* Future: LDS 2.0, Border Control Optimization
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BAC and EAC Validation Channel

From CA down to Inspection Station Client
— CA > DS/DV > MLS/SPOC > Concentrator > Client

For ongoing, automated distribution of PKI material
— Certificates (DS, Link), Master Lists, CRLSs, etc.

Secure: Authenticated, encrypted channel
Certificate path validation

© Copyright Entrust, Inc. 2010 9






PKI:
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5 Tier Architecture

EAC PKI COMPONENTS
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2010: World’s First ICAO 9303 Compliant Identity Card (with BAC/EAC)

Employee ID - Physical Access - Logical Access
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Other Related Advancements

« Automated Border Control (ABC) integration
 Elliptic curve cryptography (ECC)

 Hosted BAC/EAC PKI (cloud services)

« Hosted validation services

« LDS 2.0

 Emergence of ‘Virtual Borders’

© Copyright Entrust, Inc. 2010 13



a
Ayt
s
O3
m@m




LDS 2.0

Potential for additional
applications

Potential for Additional
biometrics

Storage and retrieval of visa info

Recording and retrieval of
entry/exit
Implications for PKI

— Additional support for CV PKI
— Which objects to digitally sign?
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Summary

« BAC and EAC evolution continues
— More advancements coming — e.g. SAC, LDS 2.0
— Starting to be used for other applications

« EU EAC deadline missed
— SPOC will ease deployment

 eMRP architecture will continue evolve
— Additional applications
— Migration toward smart card formats

* PKI has kept up!

PKIl is ready for future challenge!
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Want to learn more?

Craig Delmage, CISSP
Director, Entrust Ltd.

+1 (613) 270-3489
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