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Operations Over or Near Conflict Zones
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INTERNATIONAL CIVIL AVIATION ORGANIZATION

REGULATOR’S ROLE

“Required to establish and implement
procedures to share relevant
information with operators, in a
practical, timely manner, to assist
them in conducting security risk
assessment relating to their
operations.”

ICAO, Annex 17
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Canada’s posture on Conflict Zone information sharing
with Air Operators prior to June 2018

No guidance Extensive guidance

Source : Dutch Safety Board
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SELF EVALUATION

» What is our capability to gather information on Conflict Zones?
» What is our capability to process it?
> What is our capability to disseminate it?

» What are our legal power and duties?

©
» What's our State’s governance regarding Conflict Zones? ’
o ,
©
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Canada’s developing new posture
on Conflict Zone information sharing with Air Operators

No guidance Extensive guidance

Source : Dutch Safety Board
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BFEASA

Eutopean Aviation Safety Agency
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Air Operators Classified Meetings

Scheduled

Quarterly

Classified Information

Transport Canada’s Aviation Security Lead
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ATTENDEES:

CANADA’S MAIN AIR OPERATORS
Cyber
GOVERNMENT DEPARTMENTS Threat

» Transport Canada
O Aviation Security (AVSEC)
0 Intermodal Surface, Security and Emergency Preparedness (ISSEP)
0 Civil Aviation (CIVAV)
» Other Government Departments — as topics require
0 e.g. Global Affairs Canada, Communications Security Establishment
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.
v Roles

v' Types of information

4. v’ State open source information
» < v' Private open source information
v Guidance provided by States

v Secure source information

k'/ Canada’s new posture
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A _——— » Update on active Conflict Zones

| » " ) » Subscribe to the open source
A | » Code sharing reminder

. . » Secure source sharing channels
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Follow-up email
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Are we done? No.

Unanswered questions.

Policy and procedures to be implemented.

Did we progress? Yes.
e Scheduled classified meetings.

Bilateral contacts established.

e Ad hoc meetings.
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Improved decision making capability.
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Risk Assessment Manual for Civil Aircraft
Operations Over or Near Conflict Zones
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Conflict Zones — Canada’s way forward

Sheien

Kiaite, :
g e e
Virangenyy 9 2 p

e
S CYprised- Deirez-zy,
ooy o,

N\f’“‘px Svcs\“ed eos'®
\;\'\Q\"‘\’-\];;\\a o' _Lebq;ﬁn :
su\““ Be.rutri’-,éz:ﬁe s
A ot
lraqk

e —

INFORMATION

TRIGGER RESEARCH EVALUATION DECISION EDUCATION

FORMALIZATION

— =

-
IMPROVEMENT



Conflict Zones — Canada’s way forward
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