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Interactive Exercises 
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Airport X 
Case Study 

• This is a fictitious airport case study; 
 
• The aim of this session is to provide delegates with a practical understanding on 

how security culture can be successfully implemented across their organisation; 
 
• The session will be interactive & will require participation from all delegates; 
 
• Please work your in the syndicate group you have been assigned to during the 

group exercises.  
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Statistics indicate an increase in breaches of pass holders not 
displaying their airside pass whilst airside. The statistics also 
indicate that security reporting from the wider (non-security) 

workforce remains low. 

Airport X 
Case Study 

Problem 
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Security Reporting from Airport Workforce 

Airport X 
Case Study 
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Airport X 
Case Study 

Airport X INTRANET 

Security Manager –  Immediate actions to address these issues  
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Airport X 
Case Study Security Manager –  further actions to address these issues  

• Reporting of statistics at the Airport Seniors ‘Quarterly Action Group’   
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Security Reporting from Airport Workforce 

No Endorsement received  
from Board on Security Managers  

initiatives  
- To be put on Agenda for next 

Meeting in four months time…… 
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Airport X 
Case Study 

THREAT ASSESSMENTS  
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Group Exercise 1  
 

The Security Manager has been given 20 minutes of Airport X’s Board Level 
Agenda time. In your groups discuss and consider what the security manager 

should include in his brief to obtain board level buy in, relating to the issues he 
has previously raised i.e. lack of worker vigilance across the airport.  

 
Write up on the flip charts the key points you intend to raise.  
A spokesperson from each group is to feedback to the group.  

 
  

Airport X 
Case Study 
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Airport X 
Case Study Security Manager’s  Plan to seek Senior Level Buy In & Commitment   

• Provide an Aviation Threat Briefing – Government Authorities; 
• Update on personnel security breaches and current workforce security reporting figures;  
• Reinforcing FINANCIAL, OPERATIONAL & REPUTATIONAL damage – using 

industry examples; 
• Provides a draft strategy on how to develop Security Culture across Airport X; 
• Explaining how Board need to support the development of security culture for it to be a 

success; 
• Seeking an Executive Champion to maintain oversight of work. 
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Airport X 
Case Study 
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Airport X 
Case Study 

Group Exercise 2 (10 Mins)   
 

In your syndicate groups, consider what would be the next steps for the 
Security Manager in developing security behaviours across the airport.  

 
Write up on the flip charts the key points you intend to raise.  

A spokesperson from each group is to provide feedback. 
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Airport X 
Case Study Security Manager – Developing the plan   

Stakeholders   Baselining   

Drafting  Strategy   
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Airport X 
Case Study 

Group Exercise  3 (10 Mins)  
 

Consider which airport stakeholders the Security Manager should engage with 
to help support implementation of a security behaviour plan across the airport.  

 
Write up on the flip chart key stakeholders identified. 
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Airport X 
Case Study Stakeholders Identified  & initial meeting held.  

Chief Operating Officer  
Accountable Senior  

 
 
 
 
 

Stakeholders  included; 
 

- Airport X Security Manager 
- Airport X Commercial Manager 
- Airport X Comms Manager 
- Airline Operator Committee Lead 
– (who chairs Airline Operators 
Meeting)   
- Airport Operators Committee 
Lead (who chairs Landside Entities 
Meeting) 
- Cargo Rep 
- In Flight Supplies Org’s 
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Airport X 
Case Study Stakeholders Identified  & initial meeting held.  
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Airport X 
Case Study 
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Factors inhibiting good security 
 behaviours  surrounding  Lack of vigilance  

Airport X 
Case Study 

Lack of time to think 
‘security’ – everyone is busy 

in their role. 

Current Lack of Education on 
Threat & Training   

Lack of knowledge / 
communications  

Those in non security role – 
“Isn’t this why we have 
security/police personnel?”  

Consequences – “What if I get it 
wrong? Will I be in trouble for 
wasting the Airport Security’s 

time?”  

I can’t challenge someone senior 
to me who isn’t complying with 

security protocol” 

“If I do see something I 
don’t know who or how to 

report it”  
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Airport X 
Case Study 

Existing Implementations  
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Airport X 
Case Study 

In your syndicate groups consider  a shared goal / mission statement (and 
security tag line) for Airport X. Consider how it can be aligned to Airport X’s 

business goals, how security can be made to feel relevant by all workers and 
articulate security as a core value.   

 
A spokesperson from each group is to feedback discussion ideas.   

Group Exercise 4 (10 Mins) 
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Airport X 
Case Study Intervention – Introduction of Airport X Security Policy   
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Group Exercise 5 (15 Mins) 
 

Using the ICAO Security Toolkit consider what interventions can be applied 
to help deliver successful behavioural change to improve worker vigilance 

and non-display of passes (whilst airside).  
 A representative from each group is to feedback.  

 
Once the interventions have been agreed, Use the 5 E’s principles to 
develop a successful implementation plan.  Consider when you will 

implement each. Don’t forget to consider how you intend to evaluate each 
intervention. 

Airport X 
Case Study 
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Airport X 
Case Study Developing the plan…………..  

Intervention How  Who When  Task Owner 
Aviation Security Policy  Week 1  All Staff Signing HR forms  HR Department of 

Airport entities  

Recruitment Stage All Staff Promoted on corporate 
website  

HR Department 

On Airport Intranet All Staff 
(access) 

Comms Team  

On Staff Display 
Boards  

All Staff Facilities Management 
(inspected by Security 
Compliance Manager) 
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Airport X 
Case Study 

Evaluation   
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