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Air Traffic Management (ATM) in Europe
Security Terminology

The Evolving ATM System

Security Incidents in ATM

Threats, Attackers, and Vulnerabllities
Governance and Oversight

Regulations, Standards, and Guidance Material
Risk Management

Culture and Training

Trends in ATM Security
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AIR TRAFFIC MANAGEMENT (ATM) IN EUROPE
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EUROCONTROL Member States

EUROCONTROL

41 Member States & the European Union :

EUROCONTROL and EU

EUROCONTROL but not EU

Two Comprehensive Agreement
States: Israel and Morocco
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EUROPEAN Air Traffic Management L 74
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@ 11.5 Eﬁ 37 “ha 17,794 lE'_.. 55 130

Geographic area Number of Number of Total staff
(million km2) civil ANSPs air traffic controllers

15.3 O 68 |™ 280 |M 525

Flight hours Number of en-route Number of terminal Airports with >10 flights a day
controlled (million) facilities facilities/approach control
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Traffic in Europe

Average daily flights in Europe
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wroeereset  All-time record 37,101 flights on Friday, 7th of September 2018

Clock: 00:00:00 1386 fli( s ifi NM area



ATM Security within Aviation Security z
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Airport Security

« Safeguarding of the airport

Aircraft Security

« Safeguarding of the aircraft

Airspace Security

« Safeguarding of the airspace

Air Traffic Management (ATM) Security

« Safeguarding of the ATM System
« Collaborative support to national / Pan European aviation security incident management
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Alir Traffic Management (ATM) Security %

Planning

Medium-and short-term
planning

Pre-departure

Flnal; approach

Post flight phase

Taxi-outand :
departure take-off Climb

Landing Post

Cruise Descent St s ZLiin flight"*

. Planning

Phases of Flight
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Security Terminology | =4
ASSETS
Things you care about
and want to protect CONTROLS

THREATS

|
|
: Potential causes of
|
|

unwanted incidents

. 1ality Vulnerabilities ~ ' ___ _ _ _ _ _ _ _____ which could result

e““a\ | in harm to assets
CO““d_ Weaknesses in Security measures
““eg“\\y a system to protect assets

© EUROCONTROL PPT1.14
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Confidentiality, Integrity & Availability (CIA) 1 4
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Information Security - Preserving the Confidentiality, Integrity &Availability of information

= Confidentiality
Information is not made available or disclosed to unauthorized individuals, entities, or processes
(e.g. information is not read or copied by unauthorized person)

" |[ntegrity
safeguarding the accuracy and completeness of assets
(e.g. unauthorized changes are not made to information (corruption))

= Availability
being accessible and usable upon demand by an authorized entity
(e.g. iInformation Is neither erased nor becomes inaccessible; services must be accessible)



Aviation Assets to be Protected

Service Provision
Aircraft separation
Flow management

A
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People
Staff
Passengers
3'd parties

>

Vehicles
Civil aircraft — passenger, cargo

—l=—1— | Military aircraft
Z!‘ RPAS

Physical Infrastructure Infotainment Systems
Air traffic control centre rf Wi-fi
Airports Telephone
o | Multi-media
Journey information

Information

Personal information (staff and passengers)
Aircraft technical information

Traffic management system technical information
Airport technical information

Airspace charts

Meteorological data

Aerodrome charts

Flight plans

CNS data

Information Systems
IT systems

OT systems

Networks

(ICAO Doc 9985 App A 2.5 - people; information; technology; facilities; services; and CNS)

Communications Systems

Controller-pilot communications (voice, data)
Airline operator communications

Aircraft sub-system communications

Organisational
Financial
Reputation

Surveillance Systems
Radar — PSR, SSR
WAM

GNSS

ADS-B

ADS-C ...

Navigation Systems
GNSS

Integrated, hand-held
ILS, VOR, DME

16
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Some System Components %
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Navigation
Communications Satellite %

atelli e$~§ @__'%

Voice
- = UJnmanned Data

aircraft

Satellite

Airband
Comms.

Airport Flow Mgr. Surveillance

Ground Communications Network

17
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False Instructions to Pilot During Approach to Istanbul

Ataturk Airport (Menti : Quiz question 1)

€
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There was someone on the frequency who told us
to turn right heading 190 we are turning back now
heading.170.is that correct?

There is another one on the frequency giving us
Instructions

Unfortunately we have disruption on the
frequency 126425, there is another man who is not
air traffic control giving some instructions ...

... SO | am just warning you — do not listen to any
man, we are two women working-for approach
control, please only listen to.waomen

18
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MENTI QUIZ : CIA -
* Q1:Inthe Confidentiality
Istanbul . The attacker eavesdrops (listens in) on
SRRRas pilot — tower communications
example, which
Information _
attributes are Integrity
Impacted? The attacker provides false instructions
to pilot
Availability

Approach control service availability
continues — “don’t listen to any man”®
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Potential Consequences of an Attack — Impact Areas %
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7

=
Personnel i ‘ Stress, min
\_

Safety /
Regulatory @ uirement

9
Performance %‘J’— Reduction, loss Hl‘t l

Economic € Financial loss

injury, ..., fatality

.

r

r

Branding / Reputation

-
Capacity l Reduction, loss

p
/ Impact on environment

Environment

20
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Risk

 Arisk is the combination of the

* impact of an unwanted security event and its
- likelihood

LIKELIHOOD IMPACT

How likely is the \ How bad can the
event be?

- Example Risk Matrix :

Reviewed Impact

Likelihood

* Risk appetite g
- The level of acceptable risk High

Medium Medium

21



Black Swan Event

A black swan event Is one that

» comes as a surprise (Very low Likelihood),
* has a major effect (Very high Impact), and

€
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* Is often inappropriately rationalized after the fact with the benefit of hindsight

Reviewed Impact

Likelihood

Low Medium

Low Low Medium

Low Low Low Medium

= N[ W | B~ O

Low Low Low Medium

22
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Evolution & Emerging Areas g

Internet of
. EUROCONTROL
Things (I0T) /JSNSSSREED \
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Information Sharing Today — One-to-one Connections 6
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Military Network MET
OPS g Manager & Service
Provider

tgj Airport

Airline
O Operation
Center



Information Sharing Tomorrow 5
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Information Viewpoint Data Usage

Airline Alr
L) pata 0 Operation Traffic .'). Airport ,X
— Integrator Center Control Operator Pilot

N

Seamless
Interoperable
Data exchange

n IM Standards
INJIOM]

Y P

-
-

Ope
10]

Flight Aeronautical Metecrology Environment Capacity Surveillance
Information Demand
& F‘O"V

Data Provision
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New vehicles (drones)... L 74
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May be :

= Used as weapons (with or without a payload) on
= ground-based or air-borne targets

= Used as platforms for RF spoofing, jamming, etc
= Deployed as swarms ....

May be vulnerable to :
= Spoofing (GNSS, communications)
= Jamming (GNSS, communications)
= Remote hi-jacking ....

Potential Impacts :

= Physical damage (aircraft, facilities), safety (injury, loss of life)
= Capacity, delays

= Financial ....
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IT - OT Convergence %
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Information Technology (IT) - the application of computers to the processing, transmission and
storage of data, usually in business or enterprise environments.

= Ecosystem of fast, inter-operable information processing technologies
= Continuous improvements in storage capacity and data processing speed
= Delivering new capabilities — e.g. cloud computing, data sciences

Operational Technology (OT) - hardware and software systems that monitor and control physical
equipment and processes. OT is found in critical infrastructures and control systems, such as ATM.

= Long life-cycles - operational for 10, 20 years or more

= Designed for limited functionality, for reliability, integrity, stability

= Late adoption of new technology - systems may be generations behind enterprise systems
= Often designed to be isolated from the external world

= Connecting to external networks may create vulnerabilities

Traditionally, IT and OT have not overlapped, but there are benefits to be gained from doing so.

28



Potential Pros

Development / deployment

|\

' ' . Development / deployment

Time
'lll

Delays

A
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Performance

Reputation

29



Potential Cons

il

Threat Agents /
Attacker Population

il

Threats /
Attack Vectors

Risks

g

EUROCONTROL

4l

Vulnerabilities /
Attack Surface

Geographical
Area Impacted

30
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Risk Evolution in the Changing ATM Environment %
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Risk = f (Impact, Likelihood)

Drivers :
increased hacking; Impact (severity) of

criminality; State attack on ATM
sponsorship; ...

Drivers :
system
Likelihood (probability) lntgrdepﬁnd_en?y;
of attack on ATM ata sharing;
geographical area
S --—:}iif-" 2010 2020 2030
s Transition
e 1010301016
g 107035130
e
~ LIKELIHOOD : IMPACT 31 . air0atDy

How likely is How bad can
the event > & /| the event be?
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Aviation Is Not Alone! %
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= All transport modes impacted
= Are following similar digitalisation paths
= Use similar COTS products and services
= Use some common technologies

= Possess similar vulnerabilities Ailr Rail
@ A
= Delivering Mobility as a Service (MaaS)
requires
= Closer cooperation of transport modes ,
= More information sharing |
= More system interconnections ° Road Water

= Transport System Resilience
= Cooperation
= Trust

32



MENTI QUIZ : RISK EVOLUTION {
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SECURITY INCIDENTS IN ATM

34



ATM has never been attacked - /“,
= Theft of copper, batteries and other equipment v s
= Injection of data, spoofing of systems <« prows
_ 01 016
= Unauthorised access to operational centers v ;10101,an
= Leaving ‘suspect’ packages to cause operational disruption v a}’m

' 'O]

= Electronic hacking into data systems

= Deliberate use of substandard products in operational
systems </

= |T systems containing unauthorised programmes (and
viruses) v

= System overload (Denial of service attacks)
=  GPS jamming v

Luckily, so far :

- “Known” financial impact not substantial
- No businesses severely impacted

- No injuries or loss of life

35



Not a New Problem — FAA ATM Systems g
2006 :

= Web-based viral attack infected ATC systems | L

= Part of ATC system in Alaska had to be shut down A C O“ﬁde\'\t\a\\‘y
2008 : \“teg\’\W_ .

= Hackers briefly controlled FAA critical network servers | A\,a‘\\a\)\\\’w
2009 :

= Hackers breached public-facing website |
= Gained unauthorized access to personal information on 48,000 current and former employees G

Audit revealed : 3800+ vulnerabilities in 70 Web apps (760 high-risk)

. . L ) : REVIEW OF WEB APPLICATIONS SECURITY
"In our opinion, unless effective action is taken quickly, it AND INTRUSION DETECTION

. ) IN AIR TRAFFIC CONTROL SYSTEMS
Is likely to be a matter of when, not if, ATC systems
encounter attacks that do serious harm to ATC Federal Aviation Administration

operations" Report Number: FI-2009-049
Date Issued: May 4, 2009

36
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Survelllance - Mode-S Flooding ((,
4

June 2014, Central Europe : Total and partial loss of
surveillance tracks. Due to over-interrogating of

_ transponders at 1030MHz.
Radar Gap Plot (Gaps are in red) for 05.06.2014 . ) ) ) . ; ;
nv | ; USI : https://www.eurocontrol.int/sites/default/files/publication/files/n
) etalert-21.pdf
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https://www.eurocontrol.int/sites/default/files/publication/files/netalert-21.pdf
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Airport Systems & &

al

May 2004 : Sasser Worm

British Airways (UK), Railcorp (Australia), and Delta Airlines (USA). Heathrow Terminal 4 check-in shutdown.
British Airways call centres in Glasgow and Birmingham also went out of service. Departure delays.

2013 : Phishing Scam Targeted 75 US Airports
APTs present in at least 4 airports. Centre for Internet Security attributes attack to undisclosed nation-state seeking to

breach aviation networks.
https://www.informationweek.com/government/cybersecurity/phishing-scam-targeted-75-us-airports/d/d-id/12787627?

July 2013 : Istanbul Passport Control Systems Attacked

Cyber-attack prevented passport checks in both Istanbul airports for several hours.
http://www.hurriyetdailynews.com/virus-attack-strikes-at-both-istanbul-airports-51449

July 2015 : Chopin Airport, Warsaw

DDoS attack results in cancellations and delays affecting 1400 LOT passengers
https://www.euractiv.com/section/justice-home-affairs/news/hackers-bombard-aviation-sector-with-more-than-1000-attacks-per-month/

September 2018 : Bristol Airport
Passenger Information Display System taken offline due to cyber attack.

APT — Advanced Persistent Threat : a set of stealthy and continuous computer hacking processes, often orchestrated by a person or persons
targeting a specific entity. Usually targets private organizations, states or both for business or political motives. 38


https://www.informationweek.com/government/cybersecurity/phishing-scam-targeted-75-us-airports/d/d-id/1278762
http://www.hurriyetdailynews.com/virus-attack-strikes-at-both-istanbul-airports-51449
https://www.euractiv.com/section/justice-home-affairs/news/hackers-bombard-aviation-sector-with-more-than-1000-attacks-per-month/
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Aircraft Systems

The Kilted One... ,

@Sidragon

Find myself on a 737/800, lets see Box-IFE-ICE-SATCOM, ?
Shall we start playing with EICAS messages? "PASS OXYGEN
ON" Anyone ? )

9:08 PM - Apr 13, 2015

April 2015 : Aircraft systems (Chris Roberts)
Expressed intention to pirate the aircraft's Engine
Indicating and Crew Alerting System (EICAS).

() 237 O 253 people are talking about this o

November 2017 : Boeing 757 Testing Shows Airplanes Vulnerable to Hacking (DHS)

Aircraft remotely hacked in non-cooperative penetration (DHS Cybersecurity Division)
http://www.aviationtoday.com/2017/11/08/boeing-757-testing-shows-airplanes-vulnerable-hacking-dhs-says/

39
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Navigation — GNSS A‘{
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GNSS Jamming

2009-2010, Newark Airport : Sporadic outage of GBAS due to GPS jammer.
http://laas.tc.faa.gov/documents/Misc/GBAS%20RFI1%202011%20Public%20Version%
20Final.pdf

June 2013 : White Rose yacht -
- Hand-held GPS spoofing device, $2000
- Course shifted 3 degrees to the north

- Yacht “underwater”

GNSS Mass Spoofing
June 2017, Black Sea :

GPS sensors showed > 20 ships
located near an airport several kms
away from their actual position.

Spoofing from the coast?

Navigation warfare?
_ Approximate ship location

http://gpsworld.com/spoofing-in-the-black-
sea-what-really-happened/

. GPS location of the ship




RPAS - Drones

30

RPAS-Drones per States and Locations
seasons 2014-2018

e s
£0O

27

2015 2016 2017 2018

W States M Locations

.......
1S o=l
: \

" and ‘1 3% between FL145 and FL350

En-route 7%

EVAIR — EUROCONTROL Voluntary ATM Incident Reporting tool

Take-off 16%

Approach 77%
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Potential Threats

Engineering

Compromise of
Information

- Tampering with HW/SW
- Eavesdropping

- Theft of media, documents, equipment

Corruption of data
Unauthorised use
of equipment

- Electromagnetic
radiation/pulses

Unauthorized
Action

Radiation
Disturbance

— w
— —y
=~ ~
LR
- v/ !
/\,7‘ \_::;; \
o \

A | :
Tomorrow’s R - Destruction of
Aviation W /
System //

:EE equipment or media
\

Physical
Damage

Loss of
Essential

Communications
Power

€
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Denial of Service (DoS) 1 4
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Distributed Denial of Service (DDoS)
« Multiple compromised computer systems attack a target, such as a server, website or other

network resource
« The flood of iIncoming messages, connection requests or malformed packets force it to slow down,

crash, shut down
e Services to legitimate users or systems are denied

https://www.iotforall.com/5-worst-iot-hacking-vulnerabilities/

Telephone Denial of Service (TDoS) -
* Possible due to rise of Voice over Internet y..'j
Protocol (VolP) systems iacior P
Controller
Internet of Things SE

e Vast Zombie population
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Malware - Malicious Software ~
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= EXists in a vast number of variant forms (e.g. Spyware, Virus, Worm, Trojan, Ransomware)

= May exploit vulnerabilities in operating systems or application software to acquire a presence
on a system prior to executing its underlying code

= |s designed to access or damage devices, including
= passenger and staff devices,
= |T or OT computer systems,
= |oT devices
= Industrial Control Systems (ICS)

= Malware can result in a negative impact on infrastructure, and is often capable of propagating
either autonomously, or by, for example, via ‘phishing’ emails sent to potential victims on other
systems.

46



A

EUROCONTROL

Malware — Wannacry

Ransomware cryptoworm

= Targeted MS Windows systems

= Encrypts data

= Demands bitcoin ransom for decryption key
= Attack began 12.05.2017 in Asia - “5Pﬁ(‘)(\ 30\<\(\g e s
= Attack stopped within a few days, due to: of |

. L . - N\
| - et eo
Discovery of kill-switch domain " 0\ 66\16\09 oS (e

[ = ' “
Release of emergency pg}gh@ G(\G\J \O\M o B(o

sfied to My Computer?

miportant files are encrypted.

Hany of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service,

:yment will be raised on

- . Pg \“e S ado SRS Can | Recover My Files?
- \\q \6 6“ SI162017 00:47:55 Sure, We guarantee that you can recover all your files safely and easily, But you have
“e not so enough time.
I e e b “ Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
I I l t e 6 q e e S0 e o But if you want to decrypt all vour files, you need to pay.
p aC — ‘\O(\a d \X\e e e I You only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don’t pay in 7 days, you won't be able to recover your files forever.,
ountries

ao(\J \I\las . Your files will be loston P
6\\) ff d 202017 00:AT35 Paymentis accep’t’e.d in Bitcoin only. For more information, click <About bitcoin>
wwan most alrecte : y. , click < :

Y @ (\a\ : Please check the current price of Bitcoin and buy some bitcoins, For more information,
| Time Leht

\ ’&e( click <How to buy bitcoins>,

\ i s e DRI e ofd And send the correct amount to the address specified in this window.
' R AN e After your payvment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Send $300 worth of bitcoin to this address:
bitcoin =
Tty [12:9YDPgwueZ9NyMgw519pTAABISjré SMw
S | Checkpamem [ Deeom |

47
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We will have free events for users who are so poor that they couldn't pay in 6 months.
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Malware - Petya / NotPetya e g

W, per taportaad Tl0en are encrgpied,
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R
RanSO mware '.'“"""~:‘. :‘N‘k:“" wour Ulae, Nhady cor recover gour 1llet withoet o
= Targets MS Windows systems T e e e
= Encrypts data '

Vo Bend D000 st of Divewin %0 ol doning aldeent

U STL A N IR L e oML

= Demands bitcoin ransom for decryption key
= 1stdiscovered in March 2016

o Bosh o Main sl ied 1 o3
w—— N LD CUS g e

New variant used for global cyberattgpkf;g&\“e

= Referred to as NotPetya since jupégja A0 1al 2016 version), it is unable to decrypt files
= Attack started 27.06.29,17”5\{0‘?

=  Primary targgjf‘“”f?ewa

.:-"'-F-FF

= Believed to b ~oftically motivated attack (started on eve of Ukraine Constitution Day)
= Targeted energy companies, power grid, bus stations, metro systems, fuel stations, airport, banks

48



Industrial Control Systems (ICS); g
Supervisory Control and Data Acquisition (SCADA) Systems

Nuclear Faclility - STUXNET

2010, Iran : Stuxnet malworm shut down uranium enrichment at Natanz for a week from Nov. 16 to 22, causing substantial
damage. Targeted Siemens Programmable Logic Controllers (PLCs). Worm believed to be USA/lIsrael cyberweapon.

https://en.wikipedia.org/wiki/Stuxnet

Metals Industry

2014, Germany : Social engineering attack to gain access to the company control system network.
Furnace could not be shut down, substantial damage.

Wireless SCADA

Power Utilities
23.12.2015, Ukraine : 57 electricity sub-stations taken off-line due to cyber-
attack on Industrial Control Systems. First power-outage proven to have

been caused by a cyber-attack.
https://blog.fortinet.com/2016/04/05/scada-security-report-2016

SCADA
Primary
Data Base

/A
//\\
SCADA < o
HMI ‘\s {
Primary ° "
>0 -

ireless
on au
SCADA //\ (( ))
HMI §
Secondary °
S é \
//\
~
s — (
°
X

\\
' 4

SCADA
Secondary
Data Base

https://www.enisa.europa.eu/publications/can-we-learn-from-scada-security-incidents

Cellular, Radio

http://www.risidata.com/Database/event date/desc
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Building Management Systems

= Standard in new builds and
major renovations

=  ANSP, Airport, ATFM, ...?

High Cybersecurity Risk
Sample Size = 502, percentage of those scoring 4 (somewhat high) and 5 [extremely high)

Security Systems T6¥
IOT/M2M or Sensor Solution 73%
People/Asset Management G9%
Energy Management 6500
Fire Detection and Alarm Systems 65%0

HWVAC Building Automation

and Control Systems 61%a
Digital Signage G0¥
Elevator Control 60%n
Lighting Systems E7%

Parking Management G 6%

On a scale of 1 to 5 (with 1 being low and & being extremely high), which of the
following productsfsolutions do you believe are high cybersecurity risks?

Perceived Risk [1]

Stakeholder Devices

44— Possible Threats:

» Building Managers/Engineers
« Accounting

«IT —
« Occupants

—+
m
|
m
—_—
<
w
=
=]
=
T
—
4]
@
C
=
m

Refrigeration HVAC Lighting

Building Systems

« Malware
« Data Theft
« [dentity Theft

Networks

1—:— Possible Threats:

« Botnet
« Denial of Service
« Hacking
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Cloud/Data Center

Building
Management

Data Analytics

|
|
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1

1

|

|

|

|

Systemn :
|
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|

|

|

|

Company 1
|

|

|

Possible Threats:
« Web Attacks
+ Malware
« Data Theft

Possible Security Threats for Smart Building Solutions (Intel [1]

[1] https://www.intel.com/content/www/us/en/smart-buiIdings/security-practices-smart-buiIdings-brieggtml



Social Engineering

Phishing

Email sent under false pretences to trick users into
supplying attackers with login information

SOCIAL
ENGINEERING

. The clever manipulation
. of the natural human
tendency to trust.

€
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Spear Phishing
Targeted phishing email (source of 91% of advanced attacks)

Vishing

Voice communication with a target, pretending to be a person of

authority (e.g. IT helpdesk) to obtain sensitive information. Cost to
UK banks : GBP 21 million in 2014.

Man in the Middle Attack

Attacker hi-jacks an SSL connection between a browser and
legitimate web server by exploiting a server-side vulnerability

Mining Social Media
Learning more about targets using social
media to build more effective phishing lures

.

Web Application

J

@ -

Man in the Middle



Learning from Other Sectors

9 Wheo's behind the breaches?

75% I

perpetrated by outsiders.

25% I

involved internal actors.

18% I

conducted by state-affiliated actors.

3% 1
featured multiple parties.

2% 1

involved partners.

51% I

involved organized criminal groups.

@ What tactics do they use?

62% I

of breaches featured hacking.

51% I

over half of breaches included malware.

81% I
of hacking-related breaches leveraged either
stolen and/or weak passwords.

43% I

were social attacks.

14% N

Errors were causal events in 14% of breaches.

The same proportion involved privilege misuse.

g% I
Physical actions were present in 8% of
breaches.

of breaches affected financial organizations.

Public sector entities were the third most
prevalent breach victim at 12%.

Retail and Accommodation combined to
account for 15% of breaches.

of breaches involved healthcare organizations.

@ What else is common?
66°% I

of malware was installed via malicious email
attachments.

73% I

of breaches were financially motivated.

21% I

of breaches were related to espionage.

27% I

of breaches were discovered by third parties.

1,500

1,000

500

Breach count

2005

2007

2009

2011

2013

| ~4
g
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2015

Hacking
B Maiware
. Social
Error
Misuse
Physical
Environmental

Data from : Verizon 2017 Data Breach Investigations Report
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Bad guys ...

past and
present
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Attacker (Threat Agent) Examples

..1 .
T e
el S

i ’ e

Insiders - those with legitimate access to | $16F8T0Ts
security critical assets include : 01055130

:tvm}ol:ﬁ'!t:?&i&.;,
» Administrators L e
» Users with legitimate roles |

* Employees of companies that interface with

the system
Credible external attackers include:  An attacker may use a third party to
* Other States Initiate an attack.
 Terrorist or criminal attackers  Employee unintentionally injecting a virus
* Hackers via a USB key
« Competitors * Suicide bomber
- Natural disasters; weather events + Compromised employee stealing
* Journalists confidential information

* Equipment failures * A sleeper stealing confidential information
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Vulnerabilities ‘g
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= Intrinsic properties of something resulting in susceptibility to a
risk source that can lead to an event with a consequence (ISO
Guide 73:2009).

= A weakness in a system, physical controls, security
procedures, internal controls or implementation that could be

exploited or triggered by a threat agent.

= An Attacker will attempt to exploit a vulnerability in an Asset
to achieve their goal.

1

L

—
| ——
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IT / OT Vulnerabilities 1 4
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= QOT systems

= May have originally been designed to be isolated
from other systems

Wireless SCADA

= System software may not be reqgularly updated N\
with security patches - or may no longer be - <4 N = =
supported ¢ P Y e’
= Business reasons may drive connection to =, %g@ \;‘ i" | e
enterprise systems EE» S o Ny
= Remote monitoring and maintenance scro \» M Conmminioto i’,;: Wil
= Performance assessment L é X - \
= Process analysis and optimisation Eoid \/\ ) 7 S \
=  Wired or wireless connection may create . é

vulnerabilities

= Ensure IT/OT issues are included in all
security risk assessment activities
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Some Aviation System Components %
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Navigation
Communications Satellite %

atelli e$~§ @__'%

Voice
- = UJnmanned Data

aircraft

Satellite

Airband
Comms.

Airport Flow Mgr. Surveillance

Ground Communications Network
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Inherent Wireless Vulnerabillities {

CNS Protocols (e.g. CPDLC, GNSS, ADS-B, SSR, ACARS, ...)

= In some cases:
» Security Is often not designed-in
« May be susceptible to eavesdropping (potential pre-cursor to other exploits)
- May be susceptible to message injection / deletion / modification
« Authentication may be weak or absent
 Integrity checks may be weak or absent
- They may be susceptible to jamming and flooding

GNSS - Global Navigation Satellite System
ADS-B — Automated Dependent Surveillance-Broadcast

SSR — Secondary Surveillance Radar _/;// (
2/ — R
1 %%

ACARS - Aircraft Communications Addressing and lk =
Reporting System H& : %
- b %

L L a0 Reogeest Twwsd» e Nt

el
CPDLC — Controller-Pilot Data-Link Communications //:%
f‘%
—\
N\

Uplink Jamming Downlink Jamming
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Example : ADS-B Vulnerabilities L "4
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Vulnerability |Description Potential Impact (C/1/A)
Eavesdropping The act of listening to the unsecured broadcast transmissions. |® Loss of confidentiality of ADS-B message
Several service providers (e.g. FlightAware, FlightRadar24) use contents. (C)
this information to provide visualisation of flights and
additional information over the internet.
Jamming Denial of service. e Ground station flooding (Denial of service). (A)

Broadcasting with sufficiently high power at the frequencies |e Aircraft flooding. (A)
used by ADS-B (1090MHz if using Mode-S), preventing the
transmission or reception of messages by one or more ADS-B
participants.

Message Injection | The injection of correctly modulated and formatted, but false |e Ground station target ghost injection/flooding.

ADS-B messages into the communications system. (1/A)

No authentication measures are implemented in ADS-B. e Aircraft target ghost injection/flooding (IA)
Message Deletion Legitimate messages can be ‘deleted’ from the wireless e Aircraft disappearance (l)

medium by using constructive or destructive interference.
Message Injection of arbitrary data into the messages e Virtual aircraft hijacking. (1) Virtual trajectory
Modification modification (I)

Note : Information such as that in the table above is in the public domain.
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Connected Aircraft — Potential Vulnerabilities

Aircraft

Control

(

\_

Critical
functions

\

J

Airline

Information
Services

Passenger Information

Services

-

\_

Links with
Airline
Operations

~

J

-

\_

In-flight entertainment
Wireless broadband
Personal devices

~

J
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The Kilted One... L 4

@Sidragon1

Find myself on a 737/800, lets see Box-IFE-ICE-SATCOM, ?
Shall we start playing with EICAS messages? "PASS OXYGEN
ON" Anyone ? )

9:08 PM - Apr 15, 2015

7 237 () 253 people are talking about this

November 2017 : Boeing 757 Testing Shows Airplanes Vulnerable to Hacking (DHS)

Aircraft remotely hacked in non-cooperative penetration (DHS Cybersecurity Division)
http://www.aviationtoday.com/2017/11/08/boeing-757-testing-shows-airplanes-vulnerable-hacking-dhs-says/
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Research on Potential Vulnerabilities z
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TRKEQFF

S April 2013 : Manipulation of ACARS information (Hugo Teso)
i ?Ef}’;séi E Laboratory study on modification of ACARS messages and exploitation of Flight

Management System (FMS) bugs. Claimed to use smartphone to manipulate ACARS
data.

Presentation : https://conference.hitb.org/hitbsecconf2013ams/materials/D1T1%20-
%20HUQ0%20Tes0%20-%20Aircraft%20Hacking%20-%20Practical%20Aero%20Series.pdf

ACARS - Aircraft Communications
Addressing and Reporting System

August 2014 : Aircraft Satellite Communications via Wi-Fi (Ruben Santamarta)

In theory, a hacker could use on-board WiFi or inflight entertainment system to hack into avionics equipment, potentially interfering
with navigation and safety systems.

“The current status of the products [we] analyzed makes it almost impossible to guarantee the integrity of thousands of SATCOM
devices”. Ruben Santamarta

Paper : https://www.blackhat.com/docs/us-14/materials/us-14-Santamarta-SATCOM-Terminals-Hacking-By-Air-Sea-And-Land-WP.pdf
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MENTI QUIZ : RISK EVOLUTION %
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+ Q6: Which category of malware is Wannacry? -

S i
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