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Cland ICT

o Almost all Critical Infrastructure (Cl) relies on Information/Communication Technologies,
Industrial Control Systems or Operational Technologies (PLCs, SCADA, DSC, ...)

o In a connected world, inherent vulnerabilities of ICT expose Cl to cyber threats

o Cyber-attacks against Cl, as much traditional kinetic
attacks, can have devastating outcomes

o Lower risk for the attacker:

* They don’t require physical presence, travel, border
controls, handling of illegal materials

e Attribution of cyberattacks is very challenging

* Capabilities to perform cyberattacks are becoming
more accessible, less expensive (cyberattacks-as-a-
service)




Critical Infrastructure as a target for cyber-attacks
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Threat landscape, recent Cyber-attacks

20 July 2019:

NASA’s Jet Propulsion Laboratory (JPL) attacked = Forbes

142476 views | Jun 20, 2018, 10:58 am

Confirmed: NASA Has Been Hacked

Davey Winder Senior Contributor
Cybersecurity

I report and analyse breaking cybersecurify and privacy stories
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o VIR The U.S. National Aeronautics and Space Administration (NASA) this week confirmed that its
= 3 Jet Propulsion Laboratory (JPL) has been hacked. An audit document from the 1.S. Office of
& ropulsi borator . . .
N\Qﬁﬁ Czlffz:"ijaﬁnsi:gtg (If,g,,” .V the Inspector General was published by NASA this week. It reveals that an unauthorized
‘ Raspberry Pi computer connected to the JPL servers was targeted by hackers, who then moved
laterally further into the NASA network. How much further? Well, the hackers apparently got

as far as the Deep Space Network (DSIN) array of radio telescopes and numerous other JPL
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Recent Cyber-attacks - Ramsomware

July 25, 2019 (Reuters):
Power distribution company in South Africa.

WORLD NEWS JULY 25

Johannesburg power body hit by
ransomware attack

2 MIN READ W f

JOHANNESBURG (Reuters) - City Power, responsible for powering South

Africa’s financial capital Johannesburg, said on Thursday it had been hit by a

ransomware virus that had encrypted all of its databases, applications and
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Louisiana declares state of
emergency after cybercriminals
attack school districts

PUBLISHED FRI, JUL 26 2019 « 12:25 PM EDT
Kate Fazzinl
GKATRFAZZIN f ¥ in B e
KEY * Louisiana’s governor has declared a state of emergency over a
POINTS cybersecurity issue after a series of attacks shut down phones
and locked and encrypted data at three of the state’s school
districts

July 26, 2019 (CNBC):
Louisiana’s school districs
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Initial Considerations — UNSCR 2341
As a Security Council Resolution, 2341 is legally binding

From the Resolution’s preamble:

o Member States can decide what they consider Critical Infrastructure

UN Security Council

o Cybersecurity is one of the “streams of efforts” for protection

o Vital role of promoting awareness of terrorist threats and vulnerabilities through
regular national local dialog, training and outreach.

o The role of preparedness for terrorist attacks includes: 1) prevention, 2) protection, 3)
mitigation, 4) response and 5) recovery




Preparedness vs. Cyber kill chain
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Cyber dimensions of 2341 - Preamble

o Interdependencies: Cross-border and cross-sector [Everything is connected]

o Protection requires cooperation domestically
and cross borders with governmental authorities,
foreign partners and private sector: Knowledge
sharing, best practices, lessons learned.
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Cyber dimensions of 2341 — Operative Clauses

o (1) Coordinated efforts to raise awareness, expand knowledge and understanding of the
challenges.., in order to improve preparedness

o (2) Strategies for risk reduction

o (3) Ensure criminal responsibility for terrorist attacks intending to disable/destroy Cl, as
well as the planning/training/financing/logistical support for such attacks.

o (4) Exchange relevant information/cooperation

o (5) National/international partnerships with private/public stakeholders to share
information|...], including through joint training

o (11) CTC, CTED and CTITF [now the Compact] to continue facilitating bilateral/
multilateral technical assistance/capacity building




(2) Strategies for Risk Reduction

Approaches to Risk Management:

o ldentifying/preparing for terrorist threats

o Reduce vulnerability of Cl

o Preventing and disrupting terrorist plots against Cl

o Minimizing impacts and recovery time in the event
damage from attacks

o ldentifying the cause of damage or the source of
attack

o Preserving evidence of an attack

o Holding those responsible for an attack accountable
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Reduce vulnerability of Cl: Defense-in-Depth

Defense-in-depth is a security principle.

“Concept of multiple layers and methods of protection (structural,
technical, personnel and organizational) that have to be overcome or
circumvented by adversaries in order to achieve their objectives.”
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Defense-in-Depth: Layered Measures

Legislation, Policies, Procedures, Awareness

Physical protection layer

Network
Host

Layers of defence are
implemented at multiple
levels of the system
architecture and combined
with the technical and
administrative measures




About UNOCT

Established through General Assembly resolution 71/291 (15 June 2017)
Led by USG Mr. Vladimir Voronkov

Five main functions:

ii‘f it LEADERSHIP

G Q COORDINATION

L
E:: CAPACITY BUILDING
IMPROVING VISIBILITY Secretary-General of the United Nations Mr. Anténio
Guterres (right) and Mr. Vladimir Voronkov (left), Under-
w ADVOCACY Secretary-General of the United Nations Counter-
Terrorism Office.

HUNiteToCounterTerrorism
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About UNCCT

The UN Counter-Terrorism Center was established in 2011 to promote international counter-terrorism
cooperation and support Member States in the implementation of the Global Counter-Terrorism Strategy

Provide global good practice to help UNOCT Office Structure
Member States address and counter the

threat of terrorism and violent extremism

Secretary-General

USG UNOCT

Centre of Excellence in providing T lialorT

Member States capacity-building to
implement the Global Counter-Terrorism
Strategy in a balanced manner.

Deputy to the USG

Special Strategic
projects Planning & Policy
& Innovation Support

Policy,
Knowledge Mgt

& Coordination




UN Global CT Strategy — 4 Pillars

PILLARI PILLARII PILLAR 11l

address the conditions prevent and combat build States’ capacity to

conducive to the terrorism prevent and combat

spread of terrorism terrorism and to
strengthen the role of
the United Nations
system in this regard

Source: https://www.un.org/counterterrorism/ctitf/un-global-counter-terrorism-strategy

PILLAR IV

ensure respect for
human rights for all and
the rule of law as the
fundamental basis of
the fight against
terrorism
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UNOCT — Two approaches regarding New Technologies

1) Countering terrorist misuse of technology:

o Terrorist financing using digital platforms and cryptocurrencies

o Recruitment and spread of terrorist narratives online moﬁé’.‘i'.‘i.‘.'é'v"fn'f:'.‘m"‘ ,
| ND USE OF uswanomeamncr::uc:::‘mom 1
o Cyberattacks against Cl INTERNATIONAL HIGHEVEL CONFERENCE — -
o UAVs threats | FOb A FUTURE WIHOUT THRoRsM. 3 - m.w'"c&"m"f:.ii.ﬁ
o Dark web communications t =\ \
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2) Use of technology to counter terrorism
o OSINT techniques

o Digital evidence collection and forensic investigations/  Belarus High-Level Conference, 3-4 September 2019
prosecution Countering Terrorism Throggh Innovative_ Approaches and
the use of New and Emerging Technologies

o API-PNR / GoTravel project
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UNCCT’s Cyber-Security Project (I)

“ENHANCING THE CAPACITY OF MIEMBER STATES TO PREVENT AND INVESTIGATE CYBER-
ATTACKS PERPETRATED BY TERRORIST ACTORS AND MITIGATE THEIR IMPACT”

FUNDED BY THE GOVERNMENTS OF JAPAN AND THE KINGDOM OF SAUDI ARABIA
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GOAL: ENHANCE CAPACITIES TO PREVENT CYBER-TERRORIST ATTACKS AGAINST CRITICAL

INFRASTRUCTURE, MITIGATE THEIR IMPACT, RECOVER AND RESTORE THE TARGETED
STRUCTURES, SHOULD THESE OCCUR.

OUTCOME 1: ENHANCED MIEEMBER STATES” AWARENESS OF THE THREATS

OUTCOME 2: ENHANCED MIEMBER STATES’ KNOWLEDGE OF THE SOLUTIONS TO INCREASE IT
SECURITY AND RESILIENCY OF CRITICAL INFRASTRUCTURES




UNCCT’s Cyber-Security Project (Il) PHASE | - 2019

PARTICIPANT MIEMBER STATES:
SOUTH EAST ASIA AND BANGLADESH (11 MEMBER STATES)
COMPLETED ACTIVITIES:
JuLy 2019 - REGIONAL WORKSHOP FOR AWARENESS RAISING AND SCOPE THE NEED

SEPTEMBER 2019 — PILOT IN-DEPTH TRAINING FOR BANGLADESH, BRUNEI, LAO
PDR, PHILIPPINES, AND THAILAND
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UNCCT’s Cyber-Security Project (Ill) PHASE | - 2020

3 PARTICIPANT REGIONS:
SAHEL (5 MIEEMBER STATES)
EAST AFRICA (3 MEMBER STATES)
HORN OF AFRICA (6 MIEEMBER STATES)

ACTIVITIES PER REGION:
REGIONAL WORKSHOP FOR AWARENESS RAISING
PILOT IN-DEPTH TRAINING FOR SELECTED COUNTRIES
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