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Multiplicity of the security requirements
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Variety leads to complications

» Differences in security requirements while operating in a global supply chain:
Indirect Air Carriers and Regulated Agents

» Differences in screening technology allowable depending upon country:
Air Cargo Screening

* New Advance Data Screening Programs bring operational and technical challenges
we are currently working through

— Notification, Communication, Understanding who will handle what and when
between Forwarders and the Air Carriers?

— Technology, can my company do the messaging or should we contract it?
— Training, Standard Operating Procedures
— Additional Cost

— Possible disruption in service




ICAO has developed KC and RA regime
which facilitates export procedures
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This 1s what happens in the field
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This 1s what happens in the field
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We benefit from KS/RA existence at
departure, but not yet in arrival phase
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1st element: Mutual recognition
framework (1)

State of State of State of
origin Transfer/transit destination
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To avoid duplication Of security controls, transfer or arriving
cargo and mail should not be subjected to additional screening
before being loaded onto an aircraft provided appropriate
security controls have been applied at the State of origin




15t element: Mutual recognition
framework (2)

To verify the Regulated With ICAO cargo PKD, the states

Agent/Known Consignor, a could communicate with each
bilateral/multilateral agreements other easily :

should be done between the
countries.




2"d element: ICAO cargo e-signature (1)

Crucial principles:

1.The shipment must be protected from unauthorized
Interference from the point of performance of security
controls, including at transfer points ..

2.The e-documents concerning the security status
(CSD) should be secured and protected against hacker
attack from moment that the message has been sent




2d element: ICAO cargo e-signature
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2"d element: ICAO cargo e-signature (3)

With using ICAO Cargo e-signature, the electronic
documents reciever can verify two things very
easily:

1. If the message has been sent by appropriate
entity in the supply chain;

If the message has been modified by unlawful
hacker during the transmission




349 element: Global Cargo Certificated
Agent (1)

E In cooperation with such organizations as TIACA, one “universal”
standard could be done to certify “Regulated Agent”/”Known
Consignor”. Once this certificate is obtained, their cargo could be
accepted by the ICAO Cargo PKD participants with sort of a “super
visa”.
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