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Multiplicity of the security requirements 

U.S.: 
• IAC(Indirect Air 

Carrier) & 
Regulated Agent  

• Certified Cargo 
Screening Program  

• ACAS(Air Cargo 
Advance Screening) 

 
Canada: 
•Air Cargo Security 
Programme,  
•PACT(Pre load Air 
Cargo Targeting) 

 

 
European Union: 
•Regulated Agent Programme 
•ACC3(Air Cargo/Mail Carrier into the EU 3rd  Party Airport) 
•PRECISE (Pre Loading Consignment Information Security 
Entry)  
  

China: 
•Regulated Agent 
Regime  

 
Singapore:  
• Air Cargo Agent 

Regime 

Australia: 
• Regulated Air Cargo 

Agent  
• Accredited Air 

Cargo Agent  
Schemes 

International Org. 
•IATA: Secure Freight and e-Freight  
•TIACA: strongly supports automation and paper-
free transactions 
•WCO: Single window  
 programme 
 

How to connect these 
programmes together  ?  



Variety leads to complications 



 

ICAO has developed KC and RA regime 
which facilitates export procedures 



 

This is what happens in the field  
(export  phase) 



 

This is what happens in the field  
(export  phase) 



We benefit from KS/RA existence at 
departure, but not yet in arrival phase 



State of 
origin  

State of 
destination 

State of 
Transfer/transit 

 
Security  
control 

by 
RA/KC/

AC 

 
Security  
control 

by 
RA/KC/A

C 

 
Security  
control 

required 
by certain 

regions 

To avoid duplication of security controls, transfer or arriving 
cargo and mail should not be subjected to additional screening 
before being loaded onto an aircraft provided appropriate 
security controls have been applied at the State of origin  

mutual 
recognition 
frameworks  

mutual 
recognition 
frameworks  

1st element: Mutual recognition 
framework (1) 



To verify the Regulated 
Agent/Known Consignor, a 
bilateral/multilateral agreements 
should be  done  between the 
countries.    

With ICAO cargo PKD, the states 
could communicate with each 
other easily : 
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1st element: Mutual recognition 
framework (2) 



Crucial principles:   

1.The shipment must be protected from unauthorized 
interference from the point of performance of security 
controls, including at transfer points .  

2.The e-documents concerning the security status 
(CSD) should be secured and protected against hacker 
attack from moment that the message has been sent 

 

 

2nd element: ICAO cargo e-signature (1) 



Message: 
X,Y,Z 

 
Sender Reciever 

Computing formular: 
Message+1 

Example 

Computing 
Value A: 

X+1,Y+1,Z+1 

Used as 
 e-signature 

Computing formular: 
Message+1 

Value B 

A≠B 
Message 

is not 
true  

A=B 
Message 

is true  

2nd element: ICAO cargo e-signature 
(2) 



With using ICAO Cargo e-signature, the electronic 
documents reciever can verify two things very 
easily: 

1. If the message has been sent by appropriate 
entity in the supply chain; 

2. If the message  has been modified by unlawful 
hacker during the transmission     

2nd element: ICAO cargo e-signature (3) 



Ê In cooperation with such organizations as TIACA, one “universal” 
standard could be done to certify “Regulated Agent”/”Known 
Consignor”. Once this certificate is obtained, their cargo could be 
accepted by the ICAO Cargo PKD participants with sort of a “super 
visa”.  

 Participant 
state A 
(origin) 

Participant 
state C 

(Destination) 

Participant 
state B 

(transit) 

 
Security  
control 

 
Security  
control 

 
Security  
control 

Global 
Certificate 

3d element: Global Cargo Certificated 
Agent (1) 
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