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Chair, ICAO Technical Advisory Group for the Traveler
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Digital credentials proliferation

Digital ID based on mobile driver licenses (mDL) Digital ID based on passport

—
Soegle 1D
Public Key Available in Digital Trust Pass

3 Help Center ~ Community  Get started with Google Wallet
Service

Add adigital D > Create an|D pass with your passport

Interoperable implementation Dlglta' D

Interoperable implementation in Create an ID pass with your passport

progress Important:

« An ID pass in Google Wallet isn't a government-issued ID or a replacement for your physica
1D s0 keep that with you as needed.
Legislative and/or study activity + I pass is currently only available in the US.
+ ID passes don't support international travel. | K!}"y G,

+ You can still use an ID pass at supported TSA checkpaints, even if you do not have a REAL Il

Attempt to execute legislative driver's license or state ID.

and/or study activity
R Requirements to create & use an ID pass [} Frarn A“pp'? owetrse 8
« You need a phone with Android 9 or up. . o
No information available + You need a valid US Passport.
« To use this feature, you must turn on Bluetooth and Nearby devices.
« To use this feature for added security, you must set a screen lock.
Jurisdiction specific implementation « This feature s only available in the US. Howto Use

+ Your passport cannot be linked to an existing ID pass on Google Wallet on any of your
devices.
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Transportation Security Administration
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Digital Wallets

vwrod Po

O Jalopnik

https://www.jalopnik.com > apple-digital-id-wont-repla...

GOO§|E wa"et to support digital passpons in the US Apple's New Digital ID Won't Replace Yo-ur Passport, But ...

23 hours ago — Apple's New Digital ID Won't Replace Your Passport, But You Can Use It To Get Through
TSA ... The digital convenience that has conquered nearly ...

QMWW e b Gy Sig T Your .
Top stories

B usA Today : @8 TechCrunch

Apple Wallet soon to include Apple Wallet gains new travel-

Apple’'s New Digital ID Won't Replace passports, but it won't be ~ friendly features in iOS 26
Your Passport, But You Can Use It To valid for this type of travel :

Get Through TSA 1 day ago 1 day ago

The announcement during the tech giant's annual Worldwide Developers Conference

. . i . . m Fox Business : = a MacRumors
immediately provoked excitement across the internet from Apple fans who believed they :

Apple digital feature to make ' T iOS 26 Will Let You Add Your

travel easier for domestic _ i f--, =& U.S. Passport to Wallet for
Lin, Apple's Manager of Services Software Engineering, explained, "While not a fliers o Yol { Identity Verification

replacement for your physical passport, Digital ID can be used for domestic travel at 3 hours ago

could now use their iPhones as a digital passport, despite Apple stating otherwise. Kathy

4 hours ago
supported TSA checkpoints, in apps and in person where age and identity verification are
required.”
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Digital Travel Credentials
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It is a digital representation of the data stored in the passport’s chip that il figd”
can be a digital companion and/or substitute for a physical passport to

facilitate seamless travel. PRUSASHITHECJOHNCUINGLENE TNER S <<

Like the traditional passport, a digital passport:

Must facilitate crossing border control (international travel)
Must be secure
Must be globally interoperable by adhering to published ICAO Digital

Document Security Object

16 ICAQ Data Groups

Travel Credential (DTC) specifications T Shored In 800
1 Machine Readable Zone Cryptographic Aigorithoms
2 Photograph Signer Info
3 Fingerprint Biometric LDS Security Object
4 Iris Blometric Other RFC 3369 Fields
Document Signer DSIG
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https://www.icao.int/Security/FAL/TRIP/Pages/Publications.aspx
https://www.icao.int/Security/FAL/TRIP/Pages/Publications.aspx
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Biometric Screening




* k&

U.S. Customs and Border Protection

"'? \ U.S.Customs and
,ﬁL Border Protection
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Trusted Travelers

GLOBAL@ ENTRY

TRUSTED TRAVELER NETWORK

Global Entry Benefits

© No processing lines

© No paperwork

o Access to expedited entry

© Available at major U.S. airports

o Reduced wait times

Apply Now!




* k&

ePassport

ORT
JDewor,,  HEI URAHED SIS OF ANIERICA PASSP

TypoTypelTipo  CodelCodelCdigo.  Passport No/Nodu PassaportiNo.do Pasaport. ...
usA E00007734 S

Surname/Nom/Apelfidos

TRAVELER

HAPPY , %

Nationality/Nationalité/Nacional

nn- ol hmn/D:u do .4

II ';nl&u
% ﬂllllwl.u
WASRINGTO %g U.
Dato of las ..n.-u-u- m e
150CT e g+
Date of expiration/Date d expirati Mum cady
14 0CT 2o°:§0 e M

Authority/Autorté/Autoridad

UNITED STATES DEPARTMENT OF STATE
P<USATRAVELER<<HAPPY<<LLLLLLLLLLLLLLLLLKLKLKLKL

o

ED00077347USA6502056F3010149500100120<095838
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Take-aways

e Security of the physical ePassport and the integrity of our
issuance process becomes even more critical, not less .

e Look critically at identity proofing and digital identity |
provisioning back-end processes

e Technology companies are moving quickly to capitalize on
digital IDs and digital wallets

e Different uses of digital identity documents can create
confusion for citizens and travelers

e Emerging opportunities to enhance seamless travel, but...
focus on ICAQO specifications to ensure cross-border use and

global interoperability
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