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APPENDIX

STANDARDS AND RECOMMENDED PRACTICES UNDER ANNEX 17 TO THE
CONVENTION ON INTERNATIONAL CIVIL AVIATION WITH EMPHASIS ON CO-
ORDINATION AMONGST AGENCIES AND ORGANISATIONS ON IMPLEMENTING
AVIATION SECURITY SARPS

Chapter 3 - ORGANIZATION

3.1.45 Each Contracting State shall require the appropriate authority to define and allocate tasks and coordinate
activities between the departments, agencies and other organizations of the State, airport and aircraft operators, air
traffic service providers and other entities concerned with or responsible for the implementation of various aspects
of the national civil aviation security programme.

3.1.6  Each Contracting State shall establish a national aviation security committee or similar arrangements for
the purpose of coordinating security activities between the departments, agencies and other organizations of the
State, airport and aircraft operators, air traffic service providers and other entities concerned with or responsible for
the implementation of various aspects of the national civil aviation security programme.

3.1.11 Recommendation.— Each Contracting State should ensure that personnel of all entities involved with or
responsible for the implementation of various aspects of the national civil aviation security programme and those
authorized to have unescorted access to airside areas receive periodic security awareness training.

Chapter 4 — PREVENTIVE SECURITY MEASURES

4.2.2  Each Contracting State shall ensure that security restricted areas are established at each airport serving civil
aviation designated by the State based upon a security risk assessment carried out by the relevant national
authorities.

4.3.6  Each Contracting State, in accordance with the risk assessment carried out by its relevant national or local
authorities, shall ensure that appropriate measures on the ground or operational procedures are established to
mitigate possible attacks against aircraft using Man-Portable Air Defence Systems (MANPADS) and other weapons
representing a similar threat to aircraft at or near an airport.

4.7.4  Each Contracting State shall ensure that the carriage of weapons on board aircraft, by law enforcement
officers and other authorized persons, acting in the performance of their duties, requires special authorization in
accordance with the laws of the States involved.

4.8.2  Each Contracting State shall ensure that security measures are established for landside areas to mitigate the
risk of and to prevent possible acts of unlawful interference in accordance with risk assessments carried out by the
relevant authorities or entities.

4.8.3 Each Contracting State shall ensure coordination of landside security measures in accordance with
Standards 3.1.6, 3.2.2 and 3.2.3 between relevant departments, agencies, other organizations of the State, and other
entities, and identify appropriate responsibilities for landside security in its national civil aviation security
programme.

4.9.1 Each Contracting State shall ensure that operators or entities as defined in the national civil aviation security
programme or other relevant national documentation identify their critical information and communications
technology systems and data used for civil aviation purposes and, in accordance with a risk assessment, develop and
implement, as appropriate, measures to protect them from unlawful interference.
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4.9.2 Recommendation.—Each Contracting State should ensure that the measures implemented protect, as
appropriate, the confidentiality, integrity and availability of the identified critical systems and/or data. The
measures should include, inter alia, security by design, supply chain security, network separation, and the
protection and/or limitation of any remote access capabilities, as appropriate and in accordance with the risk
assessment carried out by its relevant national authorities.

Examples of guidance material in ICAO Document 8973 — Aviation Security Manual which
mentions the need for intra-government coordination

Chapter 2 — General Principles

2.1.4  To achieve a standardized level of aviation security, the security policy should be based on appropriate
legal provisions implemented by the many entities involved in an aviation security structure, which normally
includes:

a) aircraft operators;

b) airport operators;

c) providers of air navigation services;

d) police authority and other law enforcement authorities;
e) providers of security services; and

f) intelligence organizations.

Chapter 5 — Organization and Oversight

5.2.4.1 One of the key responsibilities of the appropriate authority is to define and allocate tasks and coordinate
activities between the various departments, agencies and other entities concerned with implementing various aspects
of the NCASP. Functions that should be addressed by other departments and agencies in support of the appropriate
authority and the NCASP include legal affairs, through the justice department, foreign or external affairs, law
enforcement, postal services, border control, customs and immigration, national armed forces and intelligence
activity.

5.3.1.3 The following recommendations concern the composition of an NCASC.:

a) ministries or agencies represented on the committee should include, but are not necessarily limited to,
the appropriate authority, security forces and services, the authority responsible for police functions,
immigration, customs and other border control, air traffic service providers, postal services and external
relations. On those occasions when an NCASC discusses matters related to preventive measures and
procedures and other associated actions, the chairperson should be a senior official of the State’s
department or agency responsible for aviation, while a senior official of the State’s department or agency
responsible for planning and actions should act as chairperson during discussions of contingency plans
and associated actions in response to an occurrence;

Chapter 6 — National Civil Aviation Security Programme

6.1.1.7 National regulations should clearly identify those organizations or entities responsible for the various
prescribed security functions. Because of the inevitable division of responsibility for aviation security, an effective
security programme reflects the clearly defined, unambiguous responsibilities assigned to each organization or
entity. Among such organizations are the appropriate authority, airport authorities and tenants, aircraft operators,
law enforcement authorities, national armed forces, border control authorities, and air traffic service providers.
Specific responsibilities should cover, for example, the obligation of aircraft and airport operators to develop and
obtain approval for security programmes and security training programmes

6.1.3.1 Measures to respond to acts of unlawful interference should also be defined in an NCASP. Specific
responsibilities and/or duties should be allocated to government departments, law enforcement agencies, national
armed forces, air traffic service providers, aircraft operators, airport management and tenants, and should include
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preparing contingency plans, issuing staff instructions, installing communications systems, and undertaking training
in how to respond to an act of unlawful interference.

Chapter 10 — Airport organization and programmes

10.4.1.1 Various law enforcement authorities, including immigration officers and national, local and airport police,
should have responsibilities with respect to:
a) prevention and detection of crimes at civil aviation facilities;
b) surveillance and patrol of all or some airport terminal areas and perimeters;
¢) surveillance and screening of arriving and departing passengers, and their baggage, who may pose a
threat to civil aviation;
d) emergency and contingency planning with the appropriate aviation and airport security authorities;
e) command and control of the response to a major security incident or emergency at an airport such as
hostage negotiation and rapid armed intervention;
f) disposal of an explosive device;
g) reporting on incidents of criminal conduct, confiscation of restricted articles, threats such as attempted
unauthorized access to security restricted areas, etc.; and
h) initial and recurrent training of appropriate police personnel in pertinent aviation security practices and
procedures.

10.4.1.2 Law enforcement personnel assigned to aviation duties should be prepared to work closely with the
appropriate authority and airport management, in accordance with the applicable regulations, the NCASP and ASP.

10.4.2.1 In accordance with the NCASP, national armed forces should be responsible for the following security
related tasks:

a) bomb detection and disposal services, armed intervention, patrol and other police functions at a civil
airport facility, and the training of specialists;

b) access control and other related functions at a civil airport facility if the armed forces are a joint tenant of
the facility or if there is an adjacent military area;

¢) aviation security threat assessment and the dissemination of threat information; and

d) contingency planning, in collaboration with the appropriate authority and airport management, in order
to be prepared to assume command and control in a major security incident or emergency.

10.4.3.2 Border control duties with regard to aviation security issues should be clearly established in the NCASP,
and ASPs, and the pertinent portions of these programmes should be provided to border control officials to ensure
the effective implementation of the security measures described therein.

10.4.3.3 Border control officials assigned to airport duties should receive appropriate security awareness training as
outlined in the NCASP, and should also be aware of the significance of certain types of information which may
come to their notice during the execution of their duties.

10.4.3.4 Such officials are also expected to exchange security-related information with the appropriate authority,
airport security officer and chief security officer.

Chapter 17 — Crisis Management and response to acts of unlawful interference

17.1.8 A single entity, designated by the State, should be assigned primary responsibility and authority to
determine

the course of action to be taken when an aircraft subjected to unlawful interference is in flight or on the ground. This
entity should coordinate all actions with the appropriate authority, the airport authority, the affected aircraft
operator, the State of the Operator and the State of Registry of the affected aircraft, and any other entities, on or off
the airport property, as may be deemed appropriate.



HLCAS/2-WP/13
Appendix A-4

17.1.9 If different government entities are assigned responsibility for managing acts of unlawful interference
taking place in flight or on the ground, clear and precise procedures should be established prior to an occurrence, to
avoid confusion as to when responsibility passes from one entity to another during an act of unlawful interference.

— END —
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