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AJIsl AaBUALIMOHHOM 6e3011aCHOCTH
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[Iseiinapreit 1 MexayHapOIHBIM COBETOM a3pPOIOPTOB)

AHHOTAIMUA

dopmupoBaHne BCeOOBEMITIONIEH KyJIBTYphl O€30MACHOCTH  SIBISETCS
HEOOXOMUMBIM  yciaoBHEM J(PQPEKTUBHOTO 00eCmedeHusi JIONTOCPOYHON
aBUAIIMOHHOW 0e30MacHOCTH. B COOTBETCTBUM C NMPUOPHUTETHBIMH 3aJadyaMH
I'moGanpHOrO TUIaHa OOecreveHust aBuanuoHHOW Oe3onacHoctn (I'TIAB)
Pabouass rpymma mo moaroroBke mepconama (WGT) UMKAO Tpymrst
9KCIEpPTOB MO aBHWarMoHHON Oe3omacuoctn  (AVSECP) coBMecTHO ¢
Cekperapuatom UKAO npennpuHumMaeT AeHCTBHS O MpOMaraHAWPOBAHUIO
BaXHOCTH KYJIBTYphl Oe3omacHocTd U criocooHocTH MKAO pa3pabatsiBaTh
WHCTPYKTUBHBIH MaTepuajl W OpraHU30BBIBATH IOATOTOBKY II€pCOHAA
rOCYJIapCTB-YJICHOB 110 TEMATHUKE KyJIbTYphl O€30MaCHOCTH.

HeiictBus  KoHdepeHIMM  BBICOKOTO  YpPOBHS 10  aBHAIIMOHHOHN
0e30I1acHOCTH YKa3aHbl B II. 4.

1. BBEJEHMHE

11 [MpuopurerHsiii  pesdynbrar 2 [n00anmbHOTO MiaHa oOecleYeHUs] aBHAIMOHHOM
oeszonacuocti (I'TIAB) MKAO 3akirouaercss B pa3BUTHH KYJIbTYPhl aBHAIIMOHHOW OE€30MAaCHOCTH M
BO3MOXHOCTEH uenoBeka. [lox KynbTypoil 0€30macHOCTH MOIpa3yMeBaeTCsl COBOKYIHOCTbH HOPM,
yOeXIeH!, EHHOCTEeH, B3IJSIIOB M HPEAINOJIOKEHUH, KOTOPbIE SBISIIOTCSA HEOTHEMJIEMON YacTbiO
€XKEJIHEBHOU JIEATEIbHOCTH OpraHU3alliid U HaXOJSAT CBOE OTPaKEHUE B IEUCTBUAX BCEX MOJIpa3/IeICHUI
W TMepCcOoHaja JaHHBIX OpraHu3auuil. [IpuMeHuTEeNnbHO K aBHALMOHHOW 0e30MacHOCTH (OPMHPOBAHHE
BBICOKOW KyJNbTYpbl 0€30MacHOCTH OYIET CTPOMTHCS Ha COBMECTHOM HCIOJIB30BAaHHU PECYPCOB,
croco0cTBOBaTh 00OMeHy MH(popMaIyel, MPU3HAHUIO BaXXHOH poiu 3PPEKTHBHBIX Mep 0€30MacHOCTH B
ycrexe TOW WM WHOU JeATEIHHOCTH, BHEIPCHUIO TOJOKHUTEIHFHON MPAKTHUKUA COOII0OIEHNsT TPeOOBaHMMA
0€30I1aCHOCTH COTPYIHHKAaMH B KayecTBE OJHOW W3 TJIaBHBIX LIEHHOCTEH M OCO3HAHUIO B3aWMOCBS3U
0e30macHOCTH ¢ OCHOBHBIMHU meisiMu jesitensHocTH. WGT D[pynmer skcnieproB AVSEC monHOCTBIO
MOJJIEP’KUBAET TOT KIIIOUYEBOH pe3yabTaT M OTMEYAeT BKHOCTh (DOPMHUPOBAHUS M COXPAHEHHS BHICOKON
W YCTOMYMBOM KyJNBTYpbl O€30MAaCHOCTH, a TaKkXe Pa3BUTHS YeJOBEYECKOTO KaluTana, HAaBBIKOB U
KOMIIETEHTHOCTH.
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1.2 WGT c ynosneTBopeHHeM NpUHUMAaeT Ha ceOsl CIEeNyoIIUe 3aJadyd IO JTOCTHKEHHIO
npuoputetHoro pesynbrara 2 [TIAB:

2.A mepecMOTp WM pa3paboTKa yd4eOHBIX MAaTepHANOB JIsi OOYyYEHHS KYJIbType
ABUAIMOHHOW 0€30MaCHOCTHU U €€ MTPHUHIIUIIAM;

2.B pa3zpaboTrka mporpaMM IMOBBIIICHHS OCBEIOMJICHHOCTH B O0JIACTH aBHAIIMOHHOMN
Oe3omacHoctd, 3¢ (HeKTHBHO CcHocoOCTBYIOMHX  (OPMUPOBAHUIO  MTO3UTHBHON
KYJILTYPbI aBUAIIMOHHOM 0€30MacHOCTH;

2.C IMPOBCICHUC Ha MOCTOSIHHOM OCHOBC KaMITaHU 10 ITOBBINICHHUIO
OCBCAOMJICHHOCTH B obactu aBHAIIMOHHOM 6C3OHaCHOCTI/I;

2.E pa3paboTka u pacnpocTpaHEeHHE MEXKAy BCEMHU 3aMHTEPECOBAHHBIMH CTOPOHAMU
IUIAHOB MH(MOPMALMOHHOTO B3aUMOJICHCTBHS, CPEACTB MPEICTABICHUS OTYETHOCTH,
WHQOPMAIIMOHHBIX MaTEPHATIOB U THIIOBBIX POTPaMM MOATOTOBKH,

2.F pa3zpaboTka  KOMMYHHMKAallMOHHBIX  CTpaTeruii  ansi  WHPOPMHUPOBAHUS
00IIECTBEHHOCTH 00 aBHUAIIMOHHOW OE€30MacHOCTH WM O BAXKHOCTH COOJIOACHUS Mep
ABUALIMOHHOW 0€30IaCHOCTH.

2. JEVICTBUSI WGT IO PABBUTHIO KYJIbTYPbI BE3OITACHOCTHU

21 B pamkax cBoeit opunmansHO# mporpamMmel padotel WGT coBmectHO ¢ CekperapuaToM
HUKAO 3anumaercs pemenuem 3aaa4 [TIAB mo passutuio KynbTypsl 6e3onacHoctu. B 2017 rony WGT
paspaboTtaa KOMIUIEKT CPEIACTB JUIS VKpEIUIEHHS KyJIbTypel Oe3omacHoctn (mobOaBienue A),
npeiHa3HaYeHHbIH /TS OKa3aHHs TIOMOIIY OPraHU3alisIM aBUAIIMOHHOIN OTPACIIN B YKPETIJICHUH BBICOKOW
KYJIbTYpBI 0€30T1aCHOCTH B LEJsIX oOecreueHus 3Q(QekTHBHOTO pexknMa 6e30macHOCTH. B ATOT KoMIUIeKT
BXOJIUT PSiJI CPEJICTB ISl OKa3aHHsl CONCHCTBUS MPEIOIaBaTeNIsIM U PYKOBOJHUTEISIM B HH)OPMHUPOBAHUH
nepcoHajsa O TpeOOBAaHMAX BBICOKOH KyJBTYphl O€30MAaCHOCTH M O0ECHEeYEHHH WX YCTOHYHMBOTO
COOIrOIECHUS.

2.2 Kpome Toro, WGT 3aHumaercsi MOJATOTOBKOW K IPOBEACHUIO MPAaKTUKyMa II0
YKPEIUICHUIO TO3UTUBHOH KYJIBTYyphl 0€30MacHOCTH. JTOT TMPaKTHKyM OYJEeT OpPHEHTHpPOBaH Ha
OTpACIIeBBIX PYKOBOAMTENEH BBICILIETO U CPEHEr0 3BeHA M APYTUX JIMI], OTBEYAIOIIHNX 32 OCYILECTBICHHE
Mep 0e30macHOCTH, C TeM 4YTOOBI OKa3aTh WM IOMOLIb B (DOPMHPOBAHMHM TO3UTHUBHON KYyJIbTYpHI
0€30IacHOCTH W TOBBIIIEHHH OOMIMX IMOKa3aTeneld IPQPEKTHBHOCTH NESATETBHOCTH TIO OOECIICYCHUIO
0€30I1aCHOCTH TTOCPEACTBOM CBOSBPEMEHHOT'O BBISBICHHS BO3MOKHBIX IPOOJIEM B 00J1aCTH O€30IIaCHOCTH.
WGT noaroroBwiia oOmui TIIaH MPOBEACHUS 3TOTO MPaKTUKyMa Ha coBenanuu B utose 2018 roxa.

2.3 B nensx mnoBbimeHus HHOOPMUPOBAHHOCTH O KynbType Oe3omacHocty WGT B
naptaepctBe ¢ Cexperapuatom MKAO mpoBena cemMuHap MO KyJIbType O€30MacHOCTH B XOje
Cumnozuyma MKAO no aBuannonHnoii 6e3onacuoctu B 2018 rony. Ha sTom cemuHape ydacTHHKaM Oblia
npenocTaBieHa HHPOpPMALK O MEPEAOBON NPAKTHKE B 00IAaCTH MPOBEIEHHUS KaMIaHUH 10 U3MEHEHHIO
HOpPM TIOBEACHHSA M pa3pabOTKU CPEJCTB Ui BHEAPEHUS MO3WTHUBHOW KYJIBTYpHl O€30MACHOCTH B HX
OpTaHu3aIHsIX.
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3. VKPEIUIEHUE TO3UTUBHOM KYJbTYPhI BE3OITACHOCTH

3.1 D¢ dexTuBHOE pa3BUTHE KYyJIbTYphl O€30MACHOCTH MOXET MPUBECTH K TOMY, YTO
COTPYIHHKH OYyAyT Y4aCTBOBATh B PEIICHHUH 33]1a4 B 00JIaCTH 0OeciedeHns1 0€30MacHOCTH U HECTH 33 3TO
OTBETCTBEHHOCTh. JTa KYJbTypa SBISETCS HEOTHEMJIEMBIM KOMIIOHEHTOM HAJEKHOTO pPEKUMa
0€301acHOCTH, KOTOPBIM JIKUT B OCHOBE CIOCOOHOCTH OpPraHM3allMd TMPOTHBOCTOSTH BO3JCHCTBUIO
¢dakTopoB pHcka. Pa3BuTHE TO3WTHBHOM KyIbTYpbl O€30HaCHOCTH CIOCOOCTBYET YMEHBIICHHUIO
MHCAMIEPCKUX M BHEIIHHUX yTPoO3, MOCKOJIBbKY MEPCOHAN MPUBBIKAECT MBICIHUTH M JEHCTBOBATH C YUETOM
cooOpaxeHHH 0e30MaCHOCTH M YUUTCS BBISIBIATH IOJO3PUTEIbHBIC MTOBEICHUECKIE XapaKTePUCTUKN WIIN
JeWCTBUS M co00IIaTh 0 HUX. B cBOrO o4epenp, 3T0 MPUBOAUT 0€3 KaKUX-THO00 3HAYUTENbHBIX BIOKCHUN
K OCO3HAHUIO BCEM IIEPCOHATIOM CBOCH BaXHOW pOJM B COONIIOACHHH pEXHMa O€30MacHOCTH H
MTOBBIIIICHHUIO 00IIEro ypoBHs 3(PpPEeKTHUBHOCTH NOTPAHUIHOTO KOHTPOJIS B IIEIOM M Mep M0 00eCIIeYeHUTI0
aBHALIMOHHOW O0€30MacHOCTH B YacTHOCTH. B paboTe 1O TMOBBIIEHUIO YPOBHSA AaBHALMOHHON
0€30MacHOCTH JOJDKHBI y4acTBOBAaTh BCE, OT OIEPAaTOPOB JOCMOTpPAa OO YOOPIIMKOB, a TaKXe OT
BOJUTEJICH TaKcH 10 paOOTHHKOB c(epbl PO3SHUYHON TOPTOBIH B a3POIIOPTY.

3.2 Hapexnuerii u »¢dexkTuBHBIA pekuM obecredeHnss Oe30MacHOCTH JOJDKEH OBITh
MMPOAKTUBHBIM U IPOBOJUTHCA KOMIICTCHTHBIMU COTPYAHUKAMMH. KpOMC TOro, HCO6XOI{I/IMBIM YCJIOBHUEM
YCIIEIIHOTO Pa3BUTHsI KYJIbTYphl O€30MACHOCTH SIBISCTCS MOJOTYCTHOCTH MEPCOHANIa U €r0 TOTOBHOCTh
CJICZIOBaTh YCTAHOBJICHHBIM TpaBHiaM, COONIONATh TPEANUCAHHS W TIPOSIBISATh WHHUIMATHBY TMPU
BO3HMKHOBCHUHN HEIMPECABUACHHBIX O6CTOHT€J’IBCTB. B oesix PpeHICHUA 9TON 3agadu IpeajraracTcsa
pa3pabotath 3()(HEKTUBHYIO CHCTEMY YIIpaBieHHs aBHAlMOHHON Oe3omacHocThio (CYAB) Ha ocHoOBe
YIOPSJOYCHHOTO CHCTEMATHYECKOTO TOJXO0Ja K YNpaBlIeHHIO O€30MacHOCTHIO, MPEIyCMAaTPHBAIOIICTO
BHCAPCHUC B MOBCCAHCBHYIO ACATCIIBHOCTDH OpFaHI/I?;aHI/II\/'I U UX COTPYAHHUKOB IPUHIUIIOB YIIPAaBJICHUS
0€30I1acCHOCTBIO ¥ OTBETCTBEHHOCTH 32 PUCK.

3.3 WGT pekoMeHyeT BceM rocynapcTBaM, OpraHU3alusIM U CTPYKTYpaM COTpYIHHYATh U
pa3BUBaTh NO3UTUBHYIO KYJIbTYpY O€30MIaCHOCTH B LIEJISIX CKOPEHIIEro BBHIMOJHEHUSI COOTBETCTBYIOILUX
JEeNCTBUI 10 AOCTIKEHUIO puoputeTHoro pesynsraTta 2 ['TIAB. Becem maptHepam creyer obecrneduTsb
Hapali¥BaHHE TMOTEHIMANa M paclIMpeHHe BO3MOXKHOCTEH Ha BCEX YPOBHIX CHCTEMBI IOCPEICTBOM
WHBECTULMHA B YEJIOBEUECKHH KallUTajdl B LENAX IOATOTOBKM MOTHBHPOBAHHOIO M KOMIIETEHTHOTO
nepcoHana. OTo OyJeT CIocoOCTBOBATH PAa3BUTHIO KYJBTYPbl O€30MIACHOCTH M 3HAHHMIO KaXIIbIM
COTPYJIHUKOM CBOMX (YHKIMA M OOSI3aHHOCTEH B paMKax pexuma Oe30macHOoCcTH. B pamkax Takoi
JesITeNbHOCTH MPeJaracTcs nNpelpuHIMaTh MEpPhL, YKa3aHHble B fobasieHnu A ""Komnaekm cpeocme
0na pazeumus Kyjibmypol déuauuoHHou dezonacnocmu’ u onodpennsie ['pynmoit sxcieproB AVSEC
B 2018 rony, BKJIIOYAs, B YACTHOCTH. NPOBEJCHHE HAYabHOW MOATOTOBKH M TEPENOJrOTOBKU 10
Pa3BUTHIO KYJIBTYPBl 0€30IIACHOCTH M MEPOTNPHITHSAM B OOJACTH HEMPEPHIBHOTO OOYYCHHS;, Pa3BUTHE
KYJITYpbl O€30MacHOCTH CTapIIMMH PYKOBOAMTEISIMH; Pa3pabOTKy LEJIEBOro IlaHa MH(OpMaMOHHO-
pPa3bSICHUTENBbHON paboThl W TPOBEACHHE HA TIOCTOSHHOM OCHOBE KaMITAaHUW TIO TIOBBIMICHUIO
WHPOPMHUPOBAHHOCTH IO BOIpPOCaM OE30MAaCHOCTH; a TaKKe CO3JaHUe CHCTEMBl WH(POPMHPOBAHHUS,
rapaHTUpyoIeil KOHPHUIEHINAIBHOCT JaHHBIX O JIMIAX, COOOLIAoNNX HHHOPMALIHIO.

3.4 WGT npusHaeT, 4To U3MEHEHHE HOPM TIOBEJICHUS B IEJISIX 00ecleueHrs Oe301MacHOCTH U
MOBBIIIICHHE MH()OPMHUPOBAHHOCTH HA BCEX YPOBHSX OpPraHM3allMH, OT BBICIIETO JI0 HHU3IIEr0, MOXKET
MPEICTABIISITh COOOU TPYIHYIO 3a1ady. B 1e/sax JoCTHKEHHS ONTHMANIBHBIX PE3YJIbTaTOB IOCYy1apCTBaM
ClIeyeT TPHUACPKUBATHCS MEKBEIOMCTBEHHOTO IIOAXO0JA, C TEM YTOOBI pa3BHTHUE KYJIbTYPHI
Oe3omacHOCTH OBLIO HAmNpaBICHO Ha OOECHeYeHHWEe HE TOJIBKO aBHAIIMOHHON O€30MacHOCTH, HO U
0e3omacHocty B 1ejioM. WGT pekoMeHayeT rocyqapcTBaM, OPraHu3alusM U OTPACIH He3aMeIIUTEIbHO
MPENNPUHATh TPAKTHYECKUE JEHCTBUS IO Hadaly NpPOBEACHUS KAMIIAHWH 10 H3MEHEHHIO HOPM
MTOBE/ICHUS HA BBICOKOM YPOBHE U JIPYT'HE MPAKTUYECKUE JCHCTBHS 1O PA3BUTHIO BRICOKOW U YCTOWYMBON
KYJIBTYpPbI 0€30IIaCHOCTH B X OpraHU3aIUsX.
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JEVCTBUS KOH®EPEHIIUY BBICOKOI'O YPOBHSI

Konepennny BEICOKOTO YpOBHS 110 aBHAIIMOHHON 0€30MaCHOCTH MpearaeTcs:

a)

b)

OTMETUTh pPabOTy 1O PAa3BUTHIO MO3UTHBHON KyJNbTypbl 0€30MMacHOCTH,
MPOJICNIAHHY0 Ha CETOJHSAIIHUN JIeHb Paboueli TpyIoi Mo MmoroTOBKe MepcoHaa
u I'pynmoii sxcieproB AVSEC UKAO;

PEKOMEHIOBaTh TOCYJapCTBaM, OpraHU3alMsAM U OTpPAacii UCIOJIb30BaTh MaTepHal
WGT 1o kynpType 0€30MacHOCTH B IIEJSIX 00eCIeUeHHs HEMEJIEHHOTO TIOBBINICHUS
YPOBHsI 0€30MaCHOCTH M 0o0jee OJATOCPOYHBIX HW3MEHEHUH WyTeM MPHHATHS
MPAaKTUYECKUX MEp MO YKPEIJICHHWIO KYJIbTyphl O€30MacHOCTH B paMKax CBOHX
COOTBETCTBYIOILUX HOPUCAUKIUI WIA OpraHU3aLHN.
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Appendix A
English only

APPENDIX A
SECURITY CULTURE TOOLKIT

A priority action of the Global Aviation Security Plan (GASeP), as adopted by the Council of ICAO 10 November 2017, is to Develop
Security Culture and Human Capability. This document produced by the ICAO Working Group on Training and endorsed by the ICAO
Aviation Security Panel 19-23 March 2018 seeks to build and promote positive security culture by providing States and Industry with a toolkit
of best practices.

Introduction
— What is Security Culture?

Security culture is a set of norms, beliefs, values, attitudes and assumptions that are inherent in the daily operation of an organisation and are
reflected by the actions and behaviours of all entities and personnel within the organisation. Security should be everyone’s responsibility -
from the ground up. Effective security culture is about:

Recognising that effective security is critical to business success;

Establishing an appreciation of positive security practices among employees;

Aligning security to core business goals; and

Avrticulating security as a core value rather than as an obligation or a burdensome expense.

o O O O

Benefits
The benefits of an effective security culture include:
o Employees (staff) are engaged with, and take responsibility for, security issues;

o Levels of compliance with protective security measures increase;
o The risk of security incidents and breaches is reduced by employees thinking and acting in more security conscious ways;
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o Employees are more likely to identify and report behaviours/activities of concern;
o Employees feel a greater sense of security; and
o Security is improved without the need for large expenditure.

Tools for the implementation of a positive security culture
This toolkit is designed to assist organisations operating in the aviation industry in enhancing their security culture. It outlines a number of

tools to support trainers and managers with embedding and sustaining strong security behaviours within the workforce. The tools are grouped
under the following intervention areas:
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POSITIVE WORK ENVIRONMENT

DESIRED OUTCOME

TOOLS

A work environment which
drives and facilitates a positive
security culture.

Clear and consistent: policy, processes, systems and procedures — enshrine security in all
corporate policy and procedures, including those areas which do not have a primary security
focus, such as the organisation’s management plan. Document clearly in writing: policy,
processes, systems and procedures which support a positive security culture. Ensure the
information is easy to understand, simple to follow, and readily accessible to staff who may want
to refresh their understanding.

Equipment, space, resources — provide staff with the resources they need to achieve a strong
security performance. This may be in the form of additional screening equipment, or by providing
extra staff at a security checkpoint, or the provision of appropriate IT equipment or machinery.

Prompts — help employees to implement good security by reminding them what actions they
need to take. This could be notices on doorways reminding them not to allow tailgating (drive too
closely behind another vehicle); or a pop-up prompt when logging on/off a computer.

Suggestions box — allow staff the opportunity to suggest ways in which security could be
improved. Reward suggestions which result in changes and improvements.

Targeted communications plan - invite experts or celebrities from outside of the organisation to
endorse security practices through fun messages. This could be via a video or an article or an in-
person presentation.

Staff who know what security
behaviours are expected of them

and who confidently and
willingly ~ demonstrate  the
behaviours.

Performance appraisals — document for every employee what security behaviours are expected
of them and assess their performance against these behaviours as part of the appraisal process.
Provide feedback on their security behaviours, recognition for positive security behaviour, and
consequences or sanctions for failure to adhere to security policy.

Thank you messages - this may be in the form of a blog or an article on how strong security
culture is impacting positively on the organisation. Or a corporate communication on the results
of security checks e.g. 100% of employees were clearly displaying their security pass.

An organised, systematic approach
to managing security which embeds
security management into the day-
to-day activities of the organisation
and its people.

Security Management System (SeMS) — manage security in a structured way by implementing
a SeMS. A SeMS can provide a risk-driven framework for integrating security into an
organisation’s daily operations and culture. The philosophy of SeMS is a top-to-bottom culture
that leads to the efficient provision of a secure operation.
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TRAINING

DESIRED OUTCOME

TOOLS

Staff who have the knowledge,
skills and capability to practice
good security.

Induction training — equip employees with the knowledge, skills and abilities to practice good
security from the outset. This includes those whose roles do not involve the implementation of
aviation security measures. Educate new staff on the threat, in particular those who may pose a
threat to civil aviation and their possible motives; the types of attack on aviation; and the reasons
why aviation is an attractive target. Emphasise the importance of challenging non-compliance
with security procedures/policy and include details of how to respond to security incidents.
Provide examples of unusual/suspicious behaviour/items which should be reported. Use case
studies, dummy items and role play to emphasise the message.

Refresher training — provide refresher training at regular intervals so that employees can renew
and update their knowledge of security matters. Training should include updates on emerging
threats/recent incidents, security failures, suspicious behaviours and what to watch out for.

Continuous learning activities — promote security messages throughout the year and support
employees in expanding their security knowledge and skills. This may be in the form of security
events, support with e-learning, and job shadowing or mentoring.

LEADERSHIP

DESIRED OUTCOME

TOOLS

An environment where
managers and leaders, including
those at the highest level, lead
by example and support their
staff in implementing good
security.

Leadership briefings - promote security messages through senior staff. Senior leaders could
include security in part of their newsletters or staff briefings, or write an article or a blog on
underlining the importance they place on good security and the actions they take personally to
enhance and promote positive security culture.

Example behaviour — support and personally apply security policy at all times and do not cut
corners e.g. to save time.

Patience and understanding - allow all staff the necessary time and resources to comply with
security measures, even when under pressure.

Thank you messages — personally thank those who have reported suspicious activity or security
breaches.

Involvement in security awareness events and staff briefings — senior management taking time to get
personally involved in security awareness briefings and events. This would send a message to staff that
managers/leaders have placed importance in security and are supportive for ongoing security initiatives.
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UNDERSTANDING THE THREAT

DESIRED OUTCOME

TOOLS

Targeted threat briefings — provide middle and senior managers with targeted, more detailed
threat briefings to maintain and enhance their understanding and appreciation of the threat.

All staff understand the nature of
the threats they and their
organisation face.

Reminder briefings — deliver regular reminders to existing staff and the wider airport
community on security threats faced by the organisation. This could be via the intranet, in
newsletters, at staff meetings, through annual refresher training or at specific coordinated briefing
awareness sessions.

Verbal updates when the threat picture changes — inform staff as soon as possible about new
and emerging threats, or changes in threat level, and the implications of this for them and the
organisation. This is best done face-to-face e.g. at staff meetings and shift briefings to allow staff
to ask questions.

VIGILANCE

DESIRED OUTCOME

TOOLS

All staff feel able to challenge
those who are not complying
with security policy /procedures.

Repetition — repeat messages for consistency and to help embed awareness. For example a
person getting the same security messaging on recruitment, during induction, on pass issue, and
throughout their employment.

Reminder briefs - encourage staff to challenge non-compliance via briefings, handouts and
posters in staff rest areas pointing out potential consequences of failing to challenge.

All staff and visitors pay
attention to their surroundings
when at the airport and know
what unusual or suspicious
behaviour looks like.

Visitor briefing note - create a short security briefing note to issue to all visitors along with
visitors pass. The note could highlight the importance of paying attention to their surroundings
when at the airport and provide contact details for the security room.

Posters and signage — place signage around airport premises to remind staff and visitors to
remain vigilant and pay attention to their surroundings. Contact details can be provided on the
sighage to advise the person who to contact if they detect suspicious personnel or activities.

Regular security awareness campaigns — run security education campaigns at regular intervals to remind
existing employees and airport operators about their role in protective security, what may constitute
suspicious activity and the importance of reporting unusual behaviour or items. The campaign could
include posters listing suspicious activities in staff rest areas, a blog or article on the intranet, including
real-world examples or experiences, and a security awareness event showcasing protective security




HLCAS/2-WP/19
Appendix A

A-6

| arrangements, with expert speakers, displays and presentations.

REPORTING SYSTEMS

DESIRED OUTCOME

TOOLS

Security breaches and
occurrences are reported swiftly
and corrected. Staff do not feel
as though they are ‘telling tales’
when reporting an incident.

A just culture reporting system - establish a reporting system that guarantees confidentiality of
reporting individuals (a “just culture” reporting system) and include information on how to report
breaches/occurrences via posters in staff rest areas.

Induction training on reporting of security breaches - deliver training on the functioning of
the “just culture” reporting system, its benefits and employees rights, responsibilities and duties
in relation to occurrences as part every staff member’s induction

Rewards/Thank you - reward staff members who report security breaches and occurrences e.g.
personal thank you from senior leaders, or recognition within the performance management
system so that they know their report has been received and taken seriously.

INCIDENT RESPONSE

DESIRED OUTCOME

TOOLS

All staff know how to respond
and who to contact in the event
of an incident.

Wallet card - issue to all employees a wallet-sized quick reference card containing details of who
to contact for each type of security incident e.g. the number for reporting unusual or suspicious
behaviour, reporting a lost company item etc. Cards could be made to fit into/to the back of
airport/crew pass holders so to be always on hand.

Regular table top exercises and practice drills — provide staff with the opportunity to think
through the actions they may take during an incident and test their ability to respond to a
situation. Lessons should be identified and recorded with changes in plans and procedures
implemented where necessary.

INFORMATION SECURITY

DESIRED OUTCOME

TOOLS

Sensitive information is stored,
transmitted and disposed of
securely and is shared only with
those who need to know.

Induction training - deliver training on protecting and sharing information securely to all new
employees with a test or other assessment to confirm understanding.

Clearly documented information security policy and procedures — ensure this is readily
accessible to staff who may want to refresh their understanding.

Cyber Security - have robust cyber incident response plans in place. These plans should be
tested and updated on a regular basis, with mechanisms in place to implement lessons learned
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from exercises and real life incidents.

Reminder briefs - use briefings, handouts and posters in staff rest areas to remind staff of the
importance of good information security, pointing out potential consequences of an information
breach.

Lost/stolen items such as | Wallet card/quick reference intranet page — containing an easy to follow information on
laptops, phones or papers are | actions to take when company items have been lost or stolen.
reported immediately.

MEASURES OF EFFECTIVENESS

DESIRED OUTCOME TOOLS

Breach records - record the number of security incidents reported and allow an element of
analysis to improve areas of weakness.
Improvements in security culture | Inspection results — record compliance rates with security policy e.g. number of staff correctly

are being made. displaying their pass during inspections.
Staff surveys/focus groups — carry out surveys to find out how staff feel about security and the
culture.
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