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SECOND HIGH-LEVEL CONFERENCE ON AVIATION SECURITY
Montréal, 29 to 30 November 2018

ORGANIZATION OF THE CONFERENCE

1. BACKGROUND

1.1 The Council, at its second meeting of its 214th Session, approved the agenda and dates
for the convening of the Second High-level Conference on Aviation Security (HLCAS/2) to be held at
ICAO Headquarters from 29 to 30 November 2018. The objectives of the Conference are directly in line
with the aims and objectives of the Global Aviation Security Plan (GASeP) and can only be achieved if
the international aviation security community is fully aware of and committed to the Plan. In this regard,
the role of ICAO is crucial in raising global awareness and securing commitment. This Conference
provided much needed insight on important metrics, as the attention is now focused on urgent technical
priorities, and harnessing innovative sources of data, in order to develop an effective implementation and
monitoring framework for the GASeP.

2. SITE AND DURATION

2.1 The Second High-level Conference on Aviation Security (HLCAS/2) was convened at
ICAO Headquarters in Montréal from 29 to 30 November 2018.

3. REPRESENTATION

3.1 The HLCAS/2 was attended by 540 participants, representing 107 Member States
and 22 international and regional organizations, and industry associations. High-level participation
included 11 Ministers, Deputy Ministers and other senior officials. The complete list of attendance is
provided in Appendix A.

3.2 In accordance with Rule 2 of the Standing Rules of Procedure for Meetings in the Air

Transport Field (Doc 8683), delegations provided credentials signed on behalf of the State or
organization concerned, by a person duly authorized thereto.

4. OPENING

4.1 Welcoming remarks by Dr. Olumuyiwa Benard Aliu, President of the ICAO
Council
4.1.1 The President of the Council welcomed participants to the event and noted the historical

importance of the High-level Conference on Aviation Security. He provided an overview of the
significant aviation security accomplishments since the Ministerial Meeting in 2002, following the
devastating events of 9/11. The President highlighted the GASeP as a pivotal initiative and commended
the steadfast efforts of experts in developing and subsequently implementing the Plan. He emphasized the
Plan’s aspirational goals and welcomed updates on the Regional Roadmaps and recommendations on the
GASeP’s evolution.
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4.1.2 The President highlighted the main objectives of the Second High-level Aviation Security
Conference: take stock of the current risk situation, understand the ever-changing nature of the threat, and
ensure the global aviation community is prepared to respond to tomorrow’s challenges. He underscored
the insidious threat posed by insiders, and the overarching importance of establishing and maintaining a
strong security culture.

413 Acknowledging that security threats transcend national boundaries, the President
requested that participants develop recommendations on achieving synergies throughout all elements of
the aviation sector in order to support global counter-terrorism efforts. He also noted the importance of
understanding the impact of security measures on passengers, industry and other stakeholders and
ensuring the aviation security system is fully integrated and sustainable.

4.1.4 Finally, the President encouraged participants to make the most of this opportunity to set
a course for aviation security that builds on past experiences, leads to consensus, and achieves measurable
results.

4.2 Opening address by Mr. Michael Keenan, Deputy Minister of Transport (Canada)

4.2.1 The Deputy Minister of Transport, Mr. Michael Keenan delivered his opening address,
citing the expansion and progress in civil aviation around the world, and reiterating that ICAO has been at
the forefront of efforts to respond to new and emerging threats and risks. He also drew attention to the
escalating importance and urgency of a collaborative and coordinated global response to address such
threats and risks, central to this being the exchange of information.

422 Recalling the United Nations Security Council resolution 2309 and noting the GASeP,
Mr. Keenan emphasized and urged all Member States and aviation security stakeholders to work through
ICAO to implement global aviation security standards while achieving as quickly as possible the key
objectives and tasks identified in the GASeP.

423 Finally, Deputy Minister Keenan recognized that meeting international standards may
prove to be a challenge for some Member States that lack appropriate resources or expertise. He
highlighted that Member States who make a commitment to improvement can count on strong
partnerships and capacity building from ICAO and other Member States. In conclusion, he reaffirmed that
Canada is ready to help, as are other Member States represented at this Conference and he expressed
Canada’s unwavering support for [CAQ.

5. STATUS OF GLOBAL EFFORTS IN AVIATION SECURITY
5.1 Dr. Fang Liu, Secretary General of ICAO
5.1.1 The Secretary General of ICAO, Dr. Fang Liu, noted that the High-level Conference

concluded ICAQ’s first ever Aviation Security Week, five full days dedicated to understanding the
current state and exploring future opportunities. As the culmination of the week’s activities, she
emphasized the importance of working together more effectively and improving the sharing of
information, expertise, and resources.

5.1.2 Dr. Liu described the long standing yet evolving partnerships with a variety of other
United Nations (UN) organizations. Citing a series of formal arrangements between ICAO and the UN
Counter-Terrorism Executive Directorate (UN CTED) and the UN Office of Counter-Terrorism
(UNOCT). These relationships have already enabled improvements in the global response to terrorist
threats, exchanges of critical information, and implementation of both the general intentions and specific
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objectives of United Nations Security Council resolution 2309 (2016). Dr. Liu stated that partnerships
amongst international agencies would be insufficient without the support of Member States and industry
stakeholders, especially in the implementation of the GASeP. Similarly, bolstering aviation security
cannot succeed without strong partnerships with safety, air navigation, law enforcement, and
counter-terrorism organizations, to name a few.

5.1.3 Dr. Liu reiterated ICAO’s commitment to leadership in all matters pertaining to global
aviation security policy, regulation, standardization, assistance, and training. She voiced optimism that the
High-level Conference would lead to strengthened international cooperation that benefited all participants
in aviation.

52 Mr. Vladimir Voronkov, Under-Secretary-General, United Nations Office of
Counter-Terrorism (UNOCT)

5.2.1 In updating the Conference on the status of global efforts in aviation security,
Under-Secretary-General, Mr. Vladimir Voronkov described the role of the United Nations in combating
terrorism. He also stated that terrorists continue to see the aviation industry as a primary target and
emphasized the serious impact attacks on airports and aircraft can have to international civil aviation. He
stated that while we continue to learn new lessons and adjust counter-terrorism efforts, terrorists also
adapt. Mr. Voronkov stressed the need to ensure continued vigilance, to strengthen weak links, use
innovative approaches in ensuring security, and called for stronger international cooperation.

5.2.2 Mr. Voronkov praised the collaboration between UNOCT and ICAO, through the
capacity-building arm, the United Nations Counter-Terrorism Centre (UNCCT). In particular, he referred
to an aviation security project in Nigeria that was instrumental in strengthening the capacity of the
Nigerian Government to counter terrorism by delivering screener training to more than 180 airport
security officials, who have since been deployed to 26 airports across the State, and that such training has
had a positive impact on detection abilities of the airport security workforce.

523 In addressing the Conference, Mr. Voronkov also highlighted a new global flagship
project involving UNOCT, ICAO and other UN entities, which aims to enhance the capacity of States to
use Advance Passenger Information (API) and Passenger Name Record (PNR) data to detect and prevent
terrorist travel, and plays an important role in the prevention of terrorism. He stated that such initiative is
expected to have a significant impact on the capabilities of States and the broader international
community to curb the mobility of foreign terrorist fighters.

6. OFFICERS

6.1 On the nomination of the United Kingdom, seconded by Argentina, His Excellency
Arkhom Termpittayapaisith, Minister of Transport (Thailand) was elected as the Chairperson of the
Conference. On the nomination of Nigeria, seconded by Singapore, Her Excellency Annette Ferguson,
Minister within the Ministry of Public Infrastructure (Guyana) was elected as Vice-Chairperson.

7. SECRETARIAT

7.1 Mr. Boubacar Djibo, Director of the Air Transport Bureau served as Secretary of the
Conference, and assisted by Mr. Sylvain Lefoyer, Deputy Director, Aviation Security and Facilitation and
Mr. Steven Berti, Chief, Aviation Security Policy Section.
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7.2 Administrative services and physical arrangements for the Conference were provided
under the supervision of Mr. Vincent J. Smith, Director, Bureau of Administration and Services and
Mr. Alfred T. Detchou, Deputy Director, Languages and Publications.

8. ADOPTION OF AGENDA

8.1 The Conference considered the agenda and provisional programme in Appendices A
and B of HLCAS/2-WP/1, and adopted the following agenda:

Agenda Item 1:  Aviation security threat and risk context

Agenda Item 2:  Future approaches to managing aviation security risks
Agenda Item 3:  Global Aviation Security Plan (GASeP)

Agenda Item 4:  Achieving better synergies with other areas

Agenda Item 5:  Ensuring sustainability of security measures

9. WORKING ARRANGEMENTS

9.1 The Conference met as a single body on the basis of the provisional programme as
presented in Appendix B of HLCAS/2-WP/1. The applicable Standing Rules of Procedure for Meetings in
the Air Transport Field (Doc 8683) were noted.

10. DOCUMENTATION

10.1 The Conference considered Working Papers 1 to 32 and Information Papers 1 and 2, as
listed in Appendix B to this report.

10.2 At the end of the meeting, a Communiqué of the Second High-level Conference on
Aviation Security was adopted, which is provided in Appendix C to this report.
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REPORT OF THE CONFERENCE
Agenda Item 1: Aviation security threat and risk context
1.1 DOCUMENTATION

1.1.1 HLCAS/2-WP/6, titled Update on Aviation Security Threat and Risk, was presented by
the Secretariat. This agenda item was also addressed in: HLCAS/2-WP/16 presented by Austria on behalf
of the European Union and its Member States, the other Member States of the European Civil Aviation
Conference; and HLCAS/2-WP/23 presented by Egypt, Jordan, Oman, Saudi Arabia, Sudan and the
United Arab Emirates.

1.2 DISCUSSION

1.2.1 As a starting point in its deliberations, the Conference took stock of the latest
developments in the threat environment faced by the international civil aviation network, with a particular
look at improvised explosive devices (IEDs) and the insider threat. The Conference noted the continued
value and relevance of the ICAO Global Risk Context Statement (RCS) as a tool to assist States to assess
the risks their respective civil aviation system and operators may face, and implement measures
commensurate with those risks.

1.2.2 In discussing the issue of the insider threat, the Conference stressed that this was a matter
of great concern and should urgently be addressed by all stakeholders. In effect, failing to implement
robust and sustainable measures aimed at mitigating the risk associated with the insider threat
compromises the aviation security system in its entirety by enabling the circumventing of airport security
measures, such as those in place at passenger screening checkpoints.

1.2.3 A number of approaches and measures were discussed as possible ways to mitigate the
risk posed by insiders. The Conference, keeping in mind the critical importance of setting a robust
baseline in the form of strengthened Annex 17 Standards, was of the view that the implementation of
security culture regimes can help address the insider threat as part of a multi-layered approach to the
issue. While the insider threat often materializes from the exploitation of staff and their privileged access
to secure areas and sensitive security information, employees remain the first layer of defence against
suspicious activities within aviation premises. As they play a key role in mitigating the threat through
their commitment to aviation security, their vigilance and overall security awareness, it was agreed that a
multi-layered approach to the insider threat discussed during the Conference should be implemented
including the regulatory measures described in WP/16, such as staff screening, enhanced background
checks and elements of randomness and unpredictability.

1.2.4 While the Conference widely expressed its support for the strengthening of Annex 17
provisions to better mitigate the risk posed by insiders, including the implementation of 100 per cent
screening of persons other than passengers, some participants cautioned against an overly prescriptive
approach and called for more risk-based and outcomes-focused measures to combat the threat. The
Conference, therefore, agreed to refer the matter to the Aviation Security Panel so that it can provide the
relevant ICAO governing bodies, as a matter of priority, with appropriate and timely recommendations in
that regard.

1.2.5 In considering the issue of the sharing of aviation security information, the Conference
recalled that Assembly Resolution 39-18 urges States to adopt the principles of international cooperation,
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which include respect for the spirit of cooperation defined in bilateral and/or multilateral air services
agreements and the recognition of equivalent security measures. To that end, the Conference supported
the need for States to enter into collaborative arrangements, such as bilateral and/or multilateral
agreements, taking into account the provisions of Annex 17 on international cooperation, in order to help
make informed decisions to effectively and efficiently address new and emerging threats, and avoid
unilateral and/or uncoordinated implementation of security measures. It was also highlighted that the
sharing of aviation security information between States helps develop and implement sensible and
cost-effective security measures. The Conference further agreed that such collaborative arrangements for
the sharing of information should include, as appropriate, elements related to audit results and associated
corrective action plans.

1.2.6 Finally, the Conference noted that States should leverage existing mechanisms to share
information of a non-confidential nature, such as the ICAO Point of Contact Network (also referred to as
the AVSECNET).

1.3 CONCLUSIONS
1.3.1 The Conference concludes that:

a) global terrorism and security threats against international air transport operations
continue to exist and need to be addressed;

b)  the threat posed by insiders through the exploitation of staff and their privileged
access to secure areas and sensitive security information continues to represent a
real concern, as terrorist groups are reported to actively look for insiders to assist in
their attempts to target civil aviation;

C) the integrity of security checkpoints and the effectiveness of security measures
applied to passengers is undermined when staff can circumvent a checkpoint
without being subjected to screening and security controls. Failure to address the
insider threat could result in a displacement of threats such as the one posed by
improvised explosive devices (IED), and therefore greatly impair mitigation
efforts;

d)  the sharing of appropriate and relevant aviation security information on new
threats, together with the implementation of effective mechanisms to exchange
such information, are essential to facilitate the development of coordinated
measures aimed at mitigating such threats to civil aviation in a global and
harmonized fashion; and

e) bilateral or multilateral agreements regarding the sharing and protection of
sensitive aviation security information can provide a legal basis for facilitating the
communication of aviation security threats, risks and vulnerabilities between States
in a timely fashion.
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1.4

1.4.1

RECOMENDATIONS

The Conference recommends that:

a)

b)

States refer to the ICAO Global RCS as a useful tool to assist stakeholders in
developing evidence-based risk assessments and in identifying possible mitigating
actions;

the ICAO Council, taking into consideration the advice from its Aviation Security
Panel, expedite the development of strengthened Standards and Recommended
Practices in Annex 17 to deal with the insider threat, reflecting the multi-layered
approach discussed during the Conference;

States and industry ensure the effective implementation of regulatory measures
aimed at addressing the insider threat, so as not to compromise the global aviation
security system, taking into consideration a multi-layered approach;

States and industry promote an effective security culture among their aviation
workforce and raise public awareness to help further address the insider threat; and

States enter into collaborative arrangements for sharing security information about
threats, risks and vulnerabilities in order to enhance the effectiveness of aviation
security measures, address security gaps at the national, regional and global level,
and avoid unilateral and/or uncoordinated implementation of security measures.
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Agenda Item 2: Future approaches to managing aviation security risks
2.1 DOCUMENTATION

2.1.1 HLCAS/2-WP/2, titled Improving Aviation Security Risk Management was presented by
the Secretariat. This agenda item was also addressed in: HLCAS/2-WP/13 presented by Argentina,
Australia, Belgium, Brazil, Canada, Egypt, Ethiopia, France, Italy, Japan, Jordan, New Zealand, Nigeria,
Portugal, Qatar, Russian Federation, Senegal, Singapore, South Africa, Spain, Switzerland, United Arab
Emirates, United Kingdom, United States, Airports Council International (ACI) and the International Air
Transport Association (IATA); HLCAS/2-WP/14 presented by Singapore; HLCAS/2-WP/18 presented by
Romania; HLCAS/2-WP/19 presented by Belgium, Canada, Germany, Italy, New Zealand, Portugal,
Qatar, Romania, Singapore, Switzerland, United Kingdom, United States and ACI; HLCAS/2-WP/22
presented by ACI and IATA; HLCAS/2-WPs 27 and 28 presented by IATA; and HLCAS/2-WP/30
presented by Ireland.

22 DISCUSSION

2.2.1 The Conference agreed upon the need to address cybersecurity, not only at a national but
also on a global scale, noting that potential cyber-attacks on air traffic management, aircraft, and airports
remain a concern within the aviation community. Additionally, the delegates noted that addressing
cybersecurity involves a number of stakeholders, from both the safety and security environments,
including those at the local, national, regional, and international levels, from both States and industry
entities.

2.2.2 In an effort to promote collaboration and information sharing among these stakeholders,
the Conference supported the development of an ICAO Global Cybersecurity Strategy. In addition, State
representatives discussed ICAO infrastructure for addressing cybersecurity, currently dealt with by the
Secretariat Study Group on Cybersecurity (SSGC). While some States supported the creation of a
Cybersecurity Panel, others expressed support to continue the development of the Cybersecurity Strategy
within the existing SSGC, and have the creation of the Panel follow the Strategy.

223 Regarding the future of aviation security systems, the Conference supported ongoing
efforts by industry to develop a long-term vision for aviation and airport security. In developing future
systems, States noted the importance of outcomes-based security measures, with innovation focusing on
the security output. However, it was also noted that in an outcomes-focused security regime, there must
be clear baseline Standards and performance indicators to measure progress on meeting standards that
concentrate on the end result rather than the security practice.

224 Human capability and training are pillars of a comprehensive and effective aviation
security infrastructure, as underscored by the second priority objective of the Global Aviation Security
Plan (GASeP). As the threat to aviation security continues to evolve, a well-trained workforce is
instrumental to protecting aviation security targets from attack. Essential to building human capability is
the implementation of a robust security culture. States expressed strong support for the development of a
security culture, seeing an organization-wide understanding of the importance of a strong aviation
security system as a key countermeasure to mitigate threats.

2.2.5 In building a security culture, the Conference noted key aspects for implementation,
including a just culture reporting system and security awareness training. The Conference agreed that a
reporting system that allows staff to confidentially and safely report possible gaps in the security system
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or suspicious activities should be embedded in every entity in the air transport arena. Additionally, the
delegates strongly supported the continued development and delivery of security awareness training for
all aviation staff, regardless of job title and description. This includes those individuals at the highest
levels of management to the operational staff, and both security and non-security personnel.

23 CONCLUSIONS

2.3.1 The Conference concludes that:

a)

b)

d)

identifying and mitigating emerging threats, such as those posed by Chemical,
Biological, and Radiological (CBR) weapons and Remotely Piloted Aircraft Systems
(RPAS), remains a priority for aviation security practitioners. Information sharing
and collaboration among ICAOQO, States, and industry on how to best mitigate these
threats is necessary;

addressing and mitigating risks within the cyber realm remains a priority for aviation
stakeholders. Cooperation and collaboration among stakeholders is essential in the
development of a comprehensive approach to address cybersecurity;

industry efforts to develop a vision for the future of aviation and airport security are
underway and important, but will also require a parallel review of current regulatory
frameworks, including ICAO Annex 17 — Security;

the integration of a robust security culture for all personnel, in both security and
non-security functions, at all levels, is imperative to the development and
sustainability of an effective security environment;

regular security awareness training for all personnel within the aviation arena, as a
strong security culture underpins the effectiveness of all other aviation security
countermeasures; and

targeted, accurate, and effective aviation security training and assistance is key to
strengthening aviation security, and the purpose of capacity-building is to provide
Member States with the knowledge and capabilities to address both existing and
emerging threats.

2.4 RECOMMENDATIONS

24.1 The Conference recommends that:

a)

b)

ICAO and Member States should continue to develop risk assessments to identify
vulnerabilities within their aviation security systems and implement the most
effective security measures to mitigate threats;

ICAO, Member States, and industry organizations investing in the development of
cybersecurity strategies should continue to develop a comprehensive Cybersecurity
Strategy as well as mechanisms to identify and manage risk, including the sharing
of appropriate information related to cybersecurity;
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d)

ICAO should commence a feasibility study for the establishment of a
Cybersecurity Panel with a clear timeframe, and based on a gap analysis to
determine specific topics which may be not covered by existing panels, without
delaying the ongoing work of the Secretariat Study Group on Cybersecurity;

ICAO, Member States, and industry organizations should ensure existing training
remains up-to-date with aviation security best practices and technological
advancements, and new training should be developed to address emerging threats
to aviation security; and

States and industry take practical steps to develop and implement security culture
and security awareness programmes, including high profile campaigns using best
practices and tools provided by ICAO and regional organizations, and other States
that reflect their unique operating environments, and implement these programmes
for all stakeholders within the aviation environment.
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Agenda Item 3: Global Aviation Security Plan (GASeP)
3.1 DOCUMENTATION

3.1.1 HLCAS/2-WP/3, titled Status of the Global Aviation Security Plan and HLCAS/2-WP/7,
titled Review of the Universal Security Audit Programme Continuous Monitoring Approach (USAP-CMA)
indicators, were presented by the Secretariat. This agenda item was also addressed in: HLCAS/2-WP/8
presented by Georgia, Russian Federation and Switzerland; HLCAS/2-WP/10 presented by Kazakhstan;
coordinated with Algeria, Armenia, Azerbaijan, Belarus, Georgia, Kyrgyzstan, Morocco, Republic of
Moldova, Russian Federation, Tajikistan, Tunisia, Turkmenistan, Ukraine and Uzbekistan;
HLCAS/2-WP/12 presented by Brazil; HLCAS/2-WPs 15 and 17 presented by Austria on behalf of the
European Union and its Member States, the other Member States of the European Civil Aviation
Conference; HLCAS/2-WP/21 presented by Airports Council International; and HLCAS/2-WPs 24, 25,
26 and 32 presented by the Russian Federation.

32 DISCUSSION

3.2.1 The Conference expressed support for the Global Aviation Security Plan (GASeP) and
gratefully acknowledged that the regional aviation security conferences hosted by Egypt, Panama,
Portugal and Thailand helped Member States obtain a deeper understanding of the GASeP.

3.2.2 With regard to the status of the Plan’s implementation, delegates welcomed various
updates and experiences by Member States and industry, and encouraged continued efforts towards
aviation security progress. Note was taken on the current level of implementation reported by ICAO,
which indicated a need for a much stronger effort by Member States to achieve aspirational global targets
established by the GASeP.

323 The Conference also deliberated on the future evolution of the Plan, recognizing a
number of Annex 9 — Facilitation and Annex 17 — Security provisions that are mutually complementary.
Therefore, future inclusion of security-related components of Annex 9 in the GASeP will make it a more
coherent Plan, not only for global security, but also for process efficiency.

3.2.4 There was support for regional initiatives and mechanisms designed to ensure the
successful implementation of the region-specific roadmaps. Delegates also encouraged other States to
support and actively participate, as appropriate, in regional efforts, mindful of the important role of ICAO
Regional Offices in encouraging the effective implementation of Annex 17.

3.2.5 Delegates noted the shared experiences concerning implementation of the GASeP in
States. These include coordination between authorities and operators, innovation in liquids screening
technology, electronic security management systems, and checkpoint operator performance monitoring
systems. Contributions and updates to the GASeP by industry were also welcomed by the Conference.

3.2.6 Efforts by ICAO to implement targeted assistance to address identified security
deficiencies within Member States, as well as capacity-building by the aviation industry, were supported
by the Conference. In order to avoid duplication of effort, and to have a comprehensive understanding of
available capacities, many delegates stressed the importance for ICAO to map capacity-building resources
and providers, with the Organization’s executed, ongoing and planned activities.

3.2.7 Support was expressed for the essential role played by the Universal Security Audit
Programme — Continuous Monitoring Approach (USAP-CMA) in enabling the successful implementation
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of the GASeP and in building and maintaining confidence in the global aviation security system.
Although the Conference expressed support for the proposed modifications to the indicators currently
used by the USAP-CMA, it agreed that discussions in this regard should continue within the Secretariat
Study Group (SSG) on the USAP-CMA and at the next meeting of the Aviation Security Panel. The
Conference overwhelmingly supported a holistic and fundamental review of the objectives and
methodology of the USAP-CMA in order to ensure that the programme is able to effectively support the
GASeP. The outcome of this complete review should be presented to the upcoming 40th Session of the
Assembly for endorsement.

33 CONCLUSIONS
3.3.1 The Conference concludes that:

a) experience in States indicates that the GASeP and roadmap have brought
stakeholders closer together to enhance security, identify weaknesses, share
relevant information and experience, and promote innovative aviation security
solutions;

b) regional/inter-regional initiatives and mechanisms promote shared accountability
for GASeP objectives and priorities, and provide a useful platform for the
coordination of relevant efforts. ICAO Regional Offices play an important role in
assisting Member States to address common issues and challenges in implementing
the GASeP;

c) significant efforts are still needed by many States in order to achieve the global
pledge of 80 per cent of audited States meeting the aspirational target of 65 per cent
Effective Implementation (“EI”’) by 2020;

d) capacity-building activities by ICAO, individual States, regional stakeholders or
industry stakeholders are critical in supporting States’ efforts to effectively
implement security measures as required by Annex 17 — Security, equally
important are I[CAQO’s efforts on high-level actions to trigger political commitment
from beneficiary States and sustained benefits of delivered assistance;

e) the USAP-CMA plays an important part in the successful implementation of the
GASeP. States’ support through the provision of qualified and highly-skilled
USAP auditors plays a critical role in this regard;

f)  a holistic review of the USAP-CMA objectives and methodology, including the
indicators used to report audit results, is required in order to provide confidence in
the international aviation security system and ensure that the audit programme is
able to effectively support the GASeP and its aspirational goals; and

g) future iterations of the GASeP should take into account the ever growing traffic
and congestion in civil aviation, the need to address evolving security threats, and
the need for innovative solutions as primary considerations.
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34 RECOMMENDATIONS

34.1 The Conference recommends that:

a)

b)

d)

continued efforts are made by States to implement the GASeP and its associated
Roadmap towards achieving the aspirational global goal of 80 per cent of audited
States achieving the minimum level of 65 per cent EI by 2020, and for ICAO to
monitor progress made;

ICAO map existing capacity-building resources and providers so as to have a
comprehensive understanding of available capacities. ICAO shall also map
delivered, on-going and planned capacity-building activities, so as to have a
comprehensive overview of the situation;

subsequent iterations of the GASeP promote a longer-term vision of ensuring
strengthened security, timely sharing of aviation security information, and
increased operational efficiency, in part by drawing upon relevant security-related
components of Annex 9 — Facilitation; and

ICAO, in cooperation with Member States and international organizations,
complete a holistic and fundamental review of the objectives and methodology of
the USAP, including the indicators used to report audit results, for decision by the
40th Session of the Assembly, aimed at ensuring the USAP plays a full part in the
successful implementation of the GASeP, and in delivering confidence in the
international aviation security system.
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Agenda Item 4: Achieving better synergies with other areas
4.1 DOCUMENTATION

4.1.1 HLCAS/2-WP/4, titled Ensuring appropriate holistic consideration of security,
facilitation and safety elements of the aviation sector, was presented by the Secretariat. This agenda item
was also addressed in: HLCAS/2-WP/20 presented by Airports Council International and the
International Air Transport Association; and HLCAS/2-WP/29 presented by the United States.

4.2 DISCUSSION

4.2.1 The Conference deliberated on the synergies between security, facilitation and safety. A
complimentary approach in security, safety and border control was strongly encouraged, both within
ICAO and on the State level.

422 It was recognized that cooperation between different State authorities is extremely
important and that it exists in many States, even when not formalized. However, it was also recognized
that each sector and authority continues to have its specific responsibilities.

423 For this reason, the Conference was of the opinion that integrating border facilitation
elements into aviation security requires further study and investigation, and that consideration should be
given to possible legal constraints related to the sharing of information between different State authorities.

424 The efforts of the United Nations (UN) to combat terrorism were noted, and the
Conference recognized the importance of efforts by ICAO and its Member States to implement
UN Security Council resolution 2309 (2016).

4.2.5 The Conference noted that Advance Passenger Information (API) data and Passenger
Name Records (PNR) data have proven to play an important role in combatting terrorism, as recognized
in UN Security Council resolution 2396 (2017). Therefore, further consideration should be given to the
development of a Standard regarding the use of PNR data. While there was much support to advance
quickly on this matter, it was noted that no country should be left behind.

4.2.6 While recognizing that this matter is relevant to the Aviation Security Panel, the
Conference suggested that the Facilitation Panel is currently the appropriate body to discuss the
advancement of the use of PNR data. When doing so, due consideration should be given to the protection
of fundamental rights of passengers in the collection, use, processing and protection of PNR data.

43 CONCLUSIONS
43.1 The Conference concludes that:

a) a holistic and coordinated consideration of security, facilitation and safety matters
is necessary in the aviation sector to successfully prevent acts of terrorism, both on
the ground and in the air;

b)  border security, prevention of criminal acts and general counter-terrorism efforts
would benefit from increased multi-agency partnerships to jointly address the range
of border and aviation security threats at airports and on board aircraft;
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c) to ensure the successful implementation of UN Security Council
resolution 2309 (2016), it is essential that ICAO and its Member States remain
committed to supporting UN counter-terrorism efforts; and
d) API and PNR data have proven to be useful tools to detect and deter illicit and
terrorist travel, and play an important role in the prevention of terrorism.
4.4 RECOMMENDATIONS
44.1 The Conference recommends that:

a)

b)

ICAO explore ways in which the relationship between aviation security, safety and
facilitation can be strengthened, including the relationship between the Aviation
Security Panel and the Facilitation Panel;

ICAO and Member States continue to collaborate with the United Nations agencies
involved in counter-terrorism, including the UN Office of Counter Terrorism
(UNOCT) and the UN Counter-Terrorism Executive Directorate (UN CTED), with
a view to implementing UN Security Council resolution 2309 (2016); and

further action be taken by ICAO so that passenger information can be better used to
inform, assist, and support aviation security objectives, including the promulgation
of ICAO Standard(s) regarding the collection, use, processing and protection of
PNR data, in line with UN Security Council resolution 2396 (2017).
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Agenda Item 5: Ensuring sustainability of security measures
5.1 DOCUMENTATION

5.1.1 HLCAS/2-WP/5, titled Effective and efficient aviation security measures was presented
by the Secretariat. This subject was also addressed in: HLCAS/2-WP/9 presented by the United States,
Australia, Brazil, Canada, New Zealand, Qatar, South Africa, United Arab Emirates, and the International
Air Transport Association (IATA); HLCAS/2-WP/11 presented by Australia, Brazil, Canada, Jordan,
Kuwait, New Zealand, Oman, Saudi Arabia, Singapore, Tunisia, United Arab Emirates and IATA; and
HLCAS/2-WP/31 presented by Australia, Canada and New Zealand.

52 DISCUSSION

5.2.1 There was wide consensus on the proposal to ensure parity between aviation security and
aviation safety, and to elevate aviation security and facilitation within ICAO to strengthen its activities
and capacity in these areas, in line with ICAQO’s budgetary planning for the next triennium.

5.2.2 Many delegates supported the proposal to conduct a feasibility study to determine options
for establishing an Aviation Security and Facilitation Bureau under a zero nominal growth budget, and
called on the ICAO Council to provide guidance in this regard, in consultation with Member States. The
Conference also noted that the proposal should not be done in isolation, but also take into account other
options it is currently examining in a holistic manner. Some delegates expressed a name change only will
not achieve the intent of elevation.

523 Recognizing the importance of ensuring the sustainability of security measures to
respond more effectively and efficiently to new and emerging threats, States, ICAO, and other
stakeholders were encouraged to enhance collaboration at the national, regional and international levels.
This collaboration will help find new ways of mitigating security risks to civil aviation, and facilitate the
sharing of relevant information, including on threats to aviation, wherever possible.

5.2.4 In view of the support received, a number of delegates indicated that Secretariat aviation
security activities should be carried out through its regular programme budget; and with reference to the
sharing of information, more attention should be given to the protection of information to be shared.

525 In considering WP/11, delegates noted the benefits of implementing One-Stop Security,
including increased efficiency and more effective use of resources. However, delegates cautioned that
States should ensure that they establish a robust monitoring and oversight regime that appropriately
guarantees effectiveness and sustainability. The Conference also noted the guidance material available in
the ICAO Aviation Security Manual (Doc 8973) on this subject.

5.2.6 Delegates recognized the benefits of focusing on outcomes-based security standards as
proposed in WP/31. However, some States stressed that baseline Standards, which tend to be more
prescriptive by nature, should not be overlooked. Although it was noted that having less prescriptive
Standards might promote innovative and multi-layered approaches to security, some delegates were
concerned that outcomes-based Standards would be difficult to measure and enforce, and expressed their
view that this could potentially lead to security gaps.
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5.3 CONCLUSIONS
5.3.1 The Conference concludes that:

a) the evolving threat environment in which civil aviation security operates

b)

demonstrates the need for aviation security and facilitation to be properly
prioritized and resourced. Within the ICAO organizational structure, there are
benefits of establishing parity between aviation safety and aviation security;

outcomes-focused approaches in the implementation of security measures is one of
many overarching principles to guide the development of sustainable aviation
security measures; and

one-stop security arrangements between like-minded States based on the
recognition of equivalence of security measures can provide certain benefits; e.g.
more efficient operations, quicker transfer times for passengers, and increased
passenger satisfaction.

5.4 RECOMMENDATIONS

5.4.1 The Conference recommends that:

a)

b)

d)

the ICAO Council strive to ensure parity between aviation security and aviation
safety within ICAO, and provide guidance on the conduct of a feasibility study,
taking into account input from States, using a holistic approach, to determine
options for establishing an Aviation Security and Facilitation Bureau under a zero
nominal growth budget. This feasibility study should consider the extent to which
this could contribute to the enhancement of ICAQ’s practical aviation security
capability and should be completed in sufficient time for the Council to review it
and make a decision prior to the 40th Session of the Assembly;

ICAO ensure the sustainability of aviation security funding in accordance with
applicable Assembly Resolutions, recognizing that increased contributions by
States in the next triennium, whether regular budget or voluntary, whether financial
or in-kind, will further enhance the Organization’s leadership in global aviation
security matters;

ICAOQO, States and industry continue to assess the suitability of outcomes-focused
approaches, where appropriate, in accordance with the specific regulatory language
contained in Annex 17 — Security and the ICAO Aviation Security
Manual (Doc 8973); and

encourage States to enter into collaborative arrangements and implement one-stop
security arrangements in order to increase the sustainability of the aviation security
system, by avoiding unnecessary duplication of security controls, where consistent
with the guidance material in the ICAO Aviation Security Manual (Doc 8973) as
amended.
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WP
NO.

10

11

12

13

14
15

16

LIST OF WORKING PAPERS AND INFORMATION PAPERS

TITLE
Conference agenda, provisional programme and
meeting arrangements
Improving aviation security risk management
Status of the Global Aviation Security Plan

Ensuring appropriate holistic consideration of
Security, Facilitation and Safety elements of the
aviation sector

Effective and efficient aviation security measures
Update on aviation security threat and risk

Review of the Universal Security Audit Programme
Continuous Monitoring Approach (USAP-CMA)
indicators

Follow-up initiative to the Regional Conference for
the EUR/NAT Regions (Lisbon, 29-31 May 2018) to
address common challenges through implementation
of the ICAO Global Aviation Security Plan (GASeP)

Elevating Aviation Security and Facilitation within
ICAO

The role of the ICAO EUR/NAT Office in
coordinating the implementation of Annex 17
requirements in the framework of the GASeP and
regional roadmap

Recognition of equivalence of security measures
one-stop security

GASeP — Promoting better coordination between
authorities and operators

Promoting awareness on Aviation Security to other
agencies and organisations

Promoting aviation security training

Capacity-building: making a difference

Insider threat and security culture

PRESENTED BY

Secretariat

Secretariat
Secretariat

Secretariat

Secretariat
Secretariat

Secretariat

Georgia, Russian Federation and Switzerland

United States, Australia, Brazil, Canada, New Zealand, Qatar,
South Africa, United Arab Emirates and International Air
Transport Association

Kazakhstan; coordinated with Algeria, Azerbaijan, Armenia,
Belarus, Georgia, Kyrgyzstan, Morocco, Republic of Moldova,
Russian Federation, Tajikistan, Tunisia, Turkmenistan, Ukraine
and Uzbekistan

Australia, Brazil, Canada, Jordan, Kuwait, New Zealand,
Oman, Saudi Arabia, Singapore, Tunisia, United Arab Emirates
and International Air Transport Association

Brazil

Argentina, Australia, Belgium, Brazil, Canada, Egypt, Ethiopia,
France, Italy, Japan, Jordan, New Zealand, Nigeria, Portugal,
Qatar, Russian Federation, Senegal, Singapore, South Africa,
Spain, Switzerland, United Arab Emirates, United Kingdom,
United States, Airports Council International and International
Air Transport Association

Singapore

Austria on behalf of the European Union and its Member
States, the other Member States of the European Civil Aviation
Conference

Austria on behalf of the European Union and its Member
States, the other Member States of the European Civil Aviation
Conference
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17 The role of the ICAO Universal Security Audit Austria on behalf of the European Union and its Member
Programme in ensuring the sustainability of the States, the other Member States of the European Civil Aviation
Global Aviation Security Plan Conference
18  Development of a Global Cybersecurity Strategy Romania
19  Promoting security culture Belgium, Canada, Germany, Italy, New Zealand, Portugal,
Qatar, Romania, Singapore, Switzerland, United Kingdom,
United States and Airports Council International
20  Joint approach to border and aviation security threats Airports Council International and International Air Transport
at airports Association
21  Contributions and updates to the Global Aviation Airports Council International
Security Plan
22 Vision for aviation security at airports Airports Council International and International Air Transport
Association
23 Sharing of aviation security information between Egypt, Jordan, Oman, Saudi Arabia, Sudan and United Arab
States Emirates
24 Implementation process of Key Priority Outcomes of Russian Federation
the Global Aviation Security Plan (GASeP) in the
Russian Federation challenges and successes
25 Innovative solutions applied for automation of Russian Federation
X-Ray machine operator’s State and performance
monitoring, and enhancement of their job functions
26  Innovative technology of integration and control of Russian Federation
information flows on security at the airport to
improve the efficiency of the aviation security
management system
27  Aircraft digital protection — An integrated approach  International Air Transport Association
28  Pathway to collaboration, partnership, and enhanced International Air Transport Association
aviation security
29  PNR Standard(s) United States
30  Security reporting and culture Ireland
31 The benefits of outcomes based Standards in Australia, Canada and New Zealand
Annex 17
32 Innovative technologies for identification of Russian Federation
chemical substances on pre-flight inspection
I\:CP) TITLE PRESENTED BY
1 Procedure for the preparation and certification of Russian Federation
transport (aviation) security staff
2 USAP-CMA and the French approach to assess France

security measures
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COMMUNIQUE OF THE

SECOND HIGH LEVEL CONFERENCE ON AVIATION SECURITY

Montréal, 29 to 30 November 2018

The International Civil Aviation Organization (ICAO) convened its Second High-level Conference on
Aviation Security at its Headquarters in Montréal, Canada, on 29 and 30 November 2018.

The Conference was attended by over 540 participants representing 107 Member States, 22 international
and regional organizations, and industry associations.

Reaffirming the critical importance of aviation security in the overall global civil aviation system and the
continued security threats and challenges faced by the international air transport sector, the Conference highlighted:

a)

b)

g)

h)

i)

that global terrorism and threats against international air transport operations such as insider and
cyber threats continue to exist and evolve, and need to be addressed, taking into account passenger
traffic growth;

that awareness of those threats and associated risks must be enhanced through information sharing
between States and with stakeholders, and through continued attention to the Global Risk Context
Statement;

the strong support for the implementation of the Global Aviation Security Plan (GASeP), adopted
in November 2017, and noted with appreciation regional aviation security conferences hosted by
Egypt, Panama, Portugal and Thailand;

that the GASeP provides a new opportunity to further strengthen the objectives and methodologies
of the USAP;

Annex 17 - Security contains measures primarily intended to address aviation security threats, but
certain measures in place at airports can help address both border and aviation security needs;

that the security-related components of Annex 9 - Facilitation, such as the use of Advance
Passenger Information (API) and Passenger Name Record (PNR) data, are effective to prevent
terrorists and other criminals from carrying out their acts or escaping prosecution;

that the United Nations Security Council (UNSC) acknowledged the importance of enhancing
aviation security to combat terrorist threats to international civil aviation and address concerns of
foreign terrorist fighters, with the adoption of UNSC Resolution 2309 (2016) in September 2016
and Resolution 2396 (2017) in December 2017;

that further cooperation and coordination between ICAO and the UN will contribute to global
efforts in this domain and avoid duplication;

that all stakeholders need to further develop new and innovative approaches to strengthen aviation
security and counter ongoing and emerging threats;

that all stakeholder efforts would continue to be made towards effective aviation security measures,
facilitation of efficient passenger travel, and movement of cargo; and
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k)  the importance of strengthened cooperation and collaboration among States and stakeholders in the

provision of technical assistance and capacity-building to States in need under the No Country Left
Behind initiative.

The Conference delegates further agreed on a set of conclusions and recommendations of the high-level

meeting, which will be submitted to the [ICAO Council for further consideration and approval ahead of the 40th Session of
the ICAO Assembly in 2019.

—END —



