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Definition of Io

[WIKIPEDIA ] The Internet of Things (IoT) is the
network of physical objects or "things" embedded with
electronics, software, sensors

and connedctivity to enable it to achieve greater value
and service by exchanging data with the manufacturer,
operator and/or other connected devices.

[ OXFORD ] A proposed development of the Internet in
which everyday objects have network connectivity,
allowing them to send and receive data.
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What capabilities do 7 N

loT devices have?

What are their cybersecurity
and privacy risks?

What challenges are there for
mitigating these risks?

How might an organization
address these challenges?
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The internet of Things moves in

Would find value in The 2014 U.S. edition of Deloitte’s Global Mobile Consumer Survey reveals that smartphone owners overindexed in their Would find value in
smart HOME solutions desire for Internet of Things (IoT) solutions for the home and car. connected CAR solutions

FE—— CONNECTED cAR [
—— 71* % of most valued technologies - :q/ =g consumers willeg 1o pay 60.,,
oo smast home soktions = for comectd car sokions

1 % Compared to other consumers susveyed, the youngest
generan  andscape controlthe mast. Do they not want

Automation

driveriess operation

10 o their chores?

Deloitte.

one option.
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Malware’s laked malignancies in C'1°

By Kiv Z

R

When Hillary Clinton stum-
bled and coughed through public
appe: S i her 2016
presidential run, she faced critics
who said that she might not be
well enough to perform the top
job in the country. To quell ru-
mors about her medical condi-
tion, her doctor revealed that a
CT scan of her lungs showed that
she just had pn nia.

Eut what if the scan had shown
faked cancerous nodul
the
ners

anning
searchers in I
developed such malware to draw

attention serious  security
e s in critical medical
imaging equipment used for di-

o
agnosing conditions and the net-
works that transmit those images
— vulnerabilities that could have

potentially life-altering conse-
quences if unaddressed.
The Iware they created

would let attackers automatically
add realistic, malignant-seeming
growths to CT or scans
before radiologists and doctor
examine them. Or it could

am to highlight w in medic

move rea
lesions without m-leuinn,
ing to misdiagnosis and possibly
a fallure to treat patients who
need critical and timely care.

Yisroel Mirsky, Yuval Elovici
and two others at the Ben-Gurion
University Cyber Security Re-
search Center in Israel who creat-
ed the malware sa;

them into hvllovnlg they have a

nd cause them to
from & race: to! seek

treatment.

"he research isn’t theoretical.
In a blind study, the researchers
conducted involving real CT lung
scans, 70 of which were altered by
their malware, they were able to

trick three skilled radiologists
into misd gnmmg conditions
nearly every the case of

e AR o L

in Israel and MRI sc;

»w fake, 1 t-s

COWR 5012 (0 5%

INESS

10-YEAR TREASU
BOWN S4T30 PR 81,000; 2.5

-ans lrick

imaging

BEN-GURION UNIVERSITY

malware that can alter C1 ns to s

real 60 percent of the time, lead-
ing them to misdiagnoses involv-
ing those patients. In the case of
scans where
moved cancerous 1
tors did not detect this 87 percent
of the time, concluding that very
sick patients were healthy.

they could prevent patients who
ceiving

ords. But what happens within
the [hospital] system itself, which
no regular person should have

1l to receive unwarranted  access to In general, they tend to

tsandtreatment. The, be pretty lenient I'nboul]

attackers could even alter follow- .. that dc care.
scans after treatment begins
1 ow tumors spreading

just
that their pr nnlxlu-s are set else.

where

The researchers ran their test inking. Or they could alter Although one hospital network
against a lung-cancer screening scans for patients in drug and to
software tool that radiologists medical research trials bo- encryption on its PACS net-
often use to confirm their diagno-  tage the results. worl, the hospital configured the

ses and were able to trick it into The vulnerabilities that would  encryption incorrectly and
misdiagnosing the scans with  allow somecone to alte resuit the images were still not
false tumors every time. side in the equipment

“I was quite shocked €

Nancy Boniel, a radiologist
Canada who participated in the
study. “I felt like the carpet was
pulled out from under me, and I
was left without the tools neces-
sary to move forward.”

ages are sent to
gy workstations and back-end
databases through what’s known
s a picture archiving and cor
munication system (PACS). Mir-

sota who did not participate in
the study but confirmed that the
attack is possible, said that PACS
networks are generally not en-

, as in the image at right.

that
de

don’t
vpt or
1o Aavelon their
aeli researct

have the ability to

malware, the
16! used machine

learning to train their code to
rapidly assess scans passing
through a PACS network and to
adjust and scale fabricated tu-
ors to conform to a patient’s
unique anatomy and dimension
to make the e realistic. The
fully auto-

entire attack can be
mated so that once the malware is
installed on a hospital’'s PACS
network, it will operate indepen-
dently to find and alter scans,
earching for a specific pa-
t's name.
get the malware onto a
'k, attackers would

T -
network — to connect
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doclor

ible to enter the
department after hour
nect his malicious device to the
network in just 30 th
out anyone questioning his pres-
ence. Although the hospital had
given rmission for the test, stafi
members didn’t know how o1
n Mirsky planned to carry it

radiology
con-

seco)

To prevent someone from al-
ng CT and MRI scans, Mirsky
hospitals ideally would
end-to-end encryption
their PACS network
sign all images
also making sure that
and doctor workstations are set
up to verify those signatures and
flag any images that aren’t prop.
erly signed.

doctor and the Food
Administ n sOC

Science and Strate
1o has been leading

FDA’s effc
Aavices and equin
expressed :ern aboul
eli 1
said many
don’t have the money tc
ecure equipment
or they have 20-year-old infra-
structure that doesn’t support
newer technologies.

Christian Dameff, an emergen-
»om physician with the Uni-
“aliforn n Diegc
edicine and a security
ircher who has exposed vul-
abilities in the 911 emergency

a 2
and Drug

se
ne
calling system, notes tha
case of a cancer diagnosi
backstops would prevent
t from receiving unwa
treatment based only on
ciously modifi CT scan.
that  doesn’t the attack
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e we just take someone
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Massive Botnet Attack Used More Than [EiViiiaaEEele)
400'000 |0T De\”ces A — Video Techlibrary Universly Radio Calendar Biack Hat News

THE ANALYTICS  ATTACKS/ APPSEC CAREERS& CLOUD ENDPOINT IoT OPERATIONS
EDGE BREACHES PEOPLE

Researchers at Imperva Say Incident Mimicked Mirai-Style DDoS Attack

wWasokar
loT
IoT cyber attacks cost the UK economy £1 billion
[ 24TH MAY 2019 & BY MEERA NARENDRA % IN CYBER SECURITY, NEWS N ew L i n ux Worm Attacks IOT
Devices
DARK Silex has 'bricked’ more than 2,000 Linux-based loT devices so far.

A new Internet of Things (loT) bricking worm — malware designed to
Dark Reading permanently disable the hardware it infects — is hitting Linux-based devices,
Staff and it appears the culprit responsible for the attack is 14 years old.

The new software, dubbed "Silex," is running across the Internet looking for
B 12comments  Linux systems deployed with default admin credentials. Once it finds such a
COMMENT NOW system, it overwrites all of the system's storage with random data, drops its
firewall rules, removes its network configuration, and then restarts the system
— effectively rendering the device useless.

Login
https://gdpr.report/news/2019/05/24/iot-
bskeees s v TN et yeny |l et cyber-attacks-cost-the-uk-economy-1-billion/

The Dutch Security vendor conducted research on IT security decision makers at UK organisations in

sectors including health, transport and manufacturing. It was revealed IoT devices cost the UK
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|OT Attack news

IoT Attacks Escalating with a 217.5% Increase in Volume

By Sergiu Gatlan March 29, 2019 07:00 AM 0

Attacks against Internet of Things (IoT) devices and networks have been escalating throughout 2018
with 32.7 million IoT attacks having been detected during last year by SonicWall, while phishing saw a

decrease in volume with most of the attacks being targeted.

‘While everyone wants to have their devices interconnected and connected to the Internet, many of the
estimated 31 billion IoT devices that will be installed by 2020 according to Statista will also come with
easy to abuse or no security controls,

This allows malicious actors to compromise and add them to large scale botnets they control by
exploiting security flaws impacting them in great numbers or taking control of them using publicly
available default credentials
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What is the Mirai Botnet?

The Mirai malware exploits security holes in loT devices, and has the potential to harness the collective power of
millions of loT devices into botnets, and launch attacks.

share B3 D W &

What is a DDoS Attack? ~ What is a Botnet? Common DDoS Attacks DDoS Attack Tools DDoS Glossary of Terms Famous DDoS Attacks

Mirai Botnet What is Mirai?
Learning Objectives

Mirai is malware that infects smart devices that run on ARC processors, turning them into a network of

After reading this article you will be able to: remotely controlled bots or zombies. This network of bots, called a botnet, is often used to launch DDoS

attacks.
e Learn about the Mirai botnet
e Learn how botnets are mutating Malware, short for malicious software, is an umbrella term that includes computer worms, viruses, Trojan

® Learn why botnets are dangerous horses, rootkits and spyware.

® Learn how loT devices and botnets are related In September 2016, the authors of the Mirai malware launched a DDoS attack on the website of a well-

known security expert. A week later they released the source code into the world, possibly in an attempt
Related Content ; o - : : S :
to hide the origins of that attack. This code was quickly replicated by other cybercriminals, and is

believed to be behind the massive attack that brought down the domain registration services provider,

_ iiii' i i ii'iir Din in October 2016. _



CYBER SECURITY AND SN \ ICA0 2019

RESILIENCE SYMPOSIUM

TOWARDS A RESILIENT AVIATION CYBERSPACE o i & 7 5

AMMAN, JORDAN | 15-17 OCTOBER 2019

|OT Attack news

kaspersky daily

Products ~ Renew Downloads Support Resource Center Blog ~

oes Enterprise

March 19, 2019

Yesterday we found a story about a new version of Mirai (a self-propagating botnet that targets loT
devices and was responsible for a massive DDoS attack on Dyn's servers back in 2016). According to
the analysts, this botnet is equipped with a much wider range of exploits, which makes it even more
dangerous and allows it to spread faster. More troubling is the fact that the new strain is targeting not
only its usual victims — routers, IP cameras, and other “smart” things — but also enterprise loT
devices.
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Smart Home &Wearable devices

WORKS WITH

amazonalexa
N1

®) 11il

Works with Alexa

by Amazon

v dr ey 923 customer reviews | 345 answered questions
price: $59,99 vprime

FREE Delivery Tuesday Details
In Stock.
Ships from and sold by Amazon.com.

onfiguration: Microwave

$59.99 $99.98 $99.98

prime prime prime

AmazonBasics Microwave, Small, 0.7 Cu. Ft, 700W,

Microwave with Dot (Charcoal) with Dot (Heather Gray)

Smart WiFi Light Bulb, LED
RGB Color Changing,
Compatible with Amazon
Alexa and Google Home ¢ o BQ"
Assistant, No Hub Required,
A19 E26 Multicolor " Incoming call
LUMIMAN 2 Pack ; . Whitney

by LUMIMAN
Wivd Yy v 358 customer reviews

| 105 answered questions

Price: $24.99 ($12.50 / Count) VPFime

Get $70 off instantly: Pay $0.00 upon approval
for the Amazon Prime Rewards Visa Card.

Style: 2 Pack RGBW Smart Bulb

2 Pack RGBW Smart Bulb

$24.99 ($12.50 / Count)
prime

24FT LED Outdoor String
Lights

from 1 seller
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EARTH CONDITION
MONITORING

IRRIGATION
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Wireless Mesh
Cellular 3G/LTE

Traffic

Management

Controller (TMC)

. Road-Side Sensor @ In-Road Sensor -<—=» Traffic Monitoring
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loT In Smart City

SMART CITY
Q= 1O

' : : Open Data
Traffic Management 9 Air Pollution

Education
@ “ - Electromagnetic

Ry Emissions
Internet of Things e Smart Environment

Intelligent Shoppin )
Smart Health < ER DY o ))

@ . = (i) SmartBuildings

)

Public Safety
Smart Home

Gas & Water
Leak Detection
Smart Street Lights

@ Electric Vehicle Charging 0

Waste Management

Smart Energy G

Water Quality Smart Parking
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loT Based Waste Collection

Sensors deployed in recycling Benefits include:

containers monitor waste levels in » Waste collection consumes less cost and carbon
real time, send alert, and identify + Reduced fire/safety risk

most appropriate collection method « New contracts/SLAs can be defined

based on volume and waste type

Temp

(fire detection)

(&

L\

City Wi-Fi 3

Monitoring/control
of applications

Connected
waste vehicle
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loT Based Pollution Control

Installation of environment sensors: Air/pollution
air, light, humidity, noise, etc sensor

Benefits include: Monitoring/control

of applications

* Leverages parking sensor
infrastructure Noise

+ Provides valuable data for sensor S
improving analytics City Wi-Fi ‘
applications and forecasting \

l//
Temp/humidity Light
sensor Leak sensor

. detection
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loT Application Areas and Devices

soplicationGroups | towstions __________Devees_

Buildings

Energy

Consumer 5
and Home

Healthcare
and Life Science

Transportation <

Commercial/Institutional
Industrial
Supply/Demand

Alternative
Oil/Gas

Infrastructure

Awareness & Safety

Convenience & Entertainment

Care

* InVivo/Home

Research
Non-Vehicular
Vehicles

Trans Systems

» Office, Education, Retail, Hospitality, Healthcare,
Airports, Stadiums

Process, Clean Room, Campus

Power Gen, Trans & Dist, Low Voltage, Power Quality,

Energy management
Solar Wind, Co-generation, Electrochemical
Rigs, Derricks, Heads, Pumps, Pipelines

Wiring, Network Access, Energy management

Security/Alerts, Fire Safety, Elderly, Children, Power

Protection

HVAC/Climate, Lighting, Appliance, Entertainment

Hospital, ER, Mobile, POC, Clinic, Labs, Doctor Office

Implants, Home, Monitoring Systems

Drug Discovery, Diagnostics, Labs

Air, Rail, Marine

Consumer, Commercial, Construction, Off-Highway

Tolls, Traffic mgmt., Navigation

HVAC, Transport, Fire & Safety, Lighting, Security,
Access, etc.

Turbines, Windmills, UPS, Batteries, Generators,
Meters, Drills, Fuel Cells, etc.

Digital cameras, Power Systems, MID, e-Readers,
Dishwashers, Desktop Computers, Washer/
Dryers, Meters, Lights, TVs, MP3, Games Console,
Alarms, etc.

MRI, PDAs, Implants, Surgical Equipment, Pumps,
Monitors, Telemedicine, etc.

Vehicles, Lights, Ships, Planes, Signage, Tolls, etc.

— | . —
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loT Appllcatlon Areas and Devices

Industrial

Retail

Security /
Public Safety

IT and
Networks

Resource Automation

Fluid/Processes
Converting/Discrete

Distribution
Specialty
Hospitality
Stores
Surveillance
Equipment
Tracking

Public Infrastructure

Emergency Service
Public

Enterprise

poplcationgroups | ___woatons ______|_osviees __

* Mining, Irrigation, Agricultural, Woodland
* Petro-Chem, Hydro, Carbons, Food, Beverage

* Metals, Papers, Rubber/Plastic, Metalworking electronics,
Assembly/Test

* Pipelines, Conveyance
* Fuel Stations, Gaming, Bowling, Cinemas, Discos, Special Events
* Hotels Restaurants, Bars, Cafes, Clubs

* Supermarkets, Shopping Centers, Single Site, Distribution, Centers

* Radar/Satellite, Environ., Military Security, Unmanned, Fixed

* Weapons, Vehicles, Ships, Aircraft, Gear

* Human, Animal, Postal, Food, Health, Baggage

* Water, Treatment, Building, Environ. Equip. & Personnel, Police, Fire,

Regulatory
* Ambulance, Police, fire, Homeland Security
* Services, E-Commerce, Data Centers, Mobile Carriers, ISPs

* [T/Data Center Office, Privacy Nets

Pumps, Valves, Vats, Conveyors,
Fabrication, Assembly/Packaging,
Vessels/Tanks, etc.

POS Terminals, Tags, Cash Registers,
Vending Machines, Signs, etc.

Tanks, Fighter Jets, Battlefields, jeeps,
Cars, Ambulance, Homeland Security,
Environment, Monitor, etc.

Servers, Storage, PCs. Routers,
Switches, PBXs, etc.
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INTERNET OF THINGS =°*=

Weak, Guessable, or Hardcoded Passwords

Use of easily bruteforced, publicly available, or unchangeable credentials, including
backdoors in firmware or client software that grants unauthorized access to deployed
systems.

Insecure Network Services
Unneeded or insecure network services running on the device itself, especially those

exposed to the internet, that compromise the confidentiality, integrity/authenticity, or
availability of information or allow unauthorized remote control...

Insecure Ecosystem Interfaces

Insecure web, backend API, cloud, or mobile interfaces in the ecosystem outside of the
device that allows compromise of the device or its related components. Common issues
include a lack of authentication/authorization, lacking or weak encryption, and a lack of
input and output filtering.

Lack of Secure Update Mechanism

Lack of ability to securely update the device. This includes lack of firmware validation on
device, lack of secure delivery (un-encrypted in transit), lack of anti-rollback mechanisms,
and lack of notifications of security changes due to updates.

Use of Insecure or Outdated Components

Use of deprecated or insecure software components/libraries that could allow the device to be <>
compromised. This includes insecure customization of operating system platforms, and 5 @ =
the use of third-party software or hardware components from a compromised supply chain.
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loT Attack Surface Areas

e Cleartext e Implicit trust
credentials between
e Third-party components
credentials ® Enrollment
e Encryption keys security
e Decommissioning
system
e Lost access
procedures

Device Physical

Interfaces

e Firmware
extraction

e User CLI

e Admin CLI

* Privilege
escalation

® Reset to insecure
state

* Removal of
storage media

e Tamper
resistance

P Yvep

¢ SQL injection

e Cross-site
scripting

e Cross-site
Request Forgery

e Username
enumeration

* Weak passwords
e Account lockout

e Known default
credentials

¢ Hardcoded
credentials

® Encryption keys

® Encryption
(Symmetric,
Asymmetric)

¢ Sensitive
information

¢ Sensitive URL
disclosure

¢ Firmware version
display and/or
last update date
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Device Network Local Data Cloud Web d-pa
Services m Storage Interface
¢ Information e SQL injection ¢ Unencrypted data e SQL injection e Unencrypted Pll sent
disclosure e Cross-site scripting e Data encrypted with e Cross-site scripting ¢ Encrypted Pll sent
* User CLI e Security/encryption discovered keys e Transport encryption e Device information
e Administrative CLI options e Lack of data integrity e Insecure password leaked
¢ Injection and Denial * Logging options checks recovery mechanism e Location leaked
of Service * Two-factor * Two-factor
¢ Unencrypted authentication authentication
Services * Inability to wipe
¢ Poorly implemented device
encryption
e UPnP
¢ Vulnerable UDP
Services
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loT Attack Su rface Areas

Vendor Backend cosystem
APIs Communication EEE—

Update
Mechanism

e Update is not e Implicitly e Inherent trust e Health checks e LAN
encrypted trusted by of cloud or e Heartbeats ¢ LAN to Internet
e Updates not device or cloud mob.ile . « Ecosystem e Short range
signed e Username application e e Non-standard
e Update location enumeration e Weak - « Deprovisioning
writable e Account lockout authentication « Pushing updates
e Update e Known default * Weak access
verification & credentials controls
authentication  Weak pass e Injection attacks
e Missing update e Transport e Hidden services
mechanism encryption
* No manual e Insecure
update recovery

mechanism mechanism
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loT Security is the Worst-of-All-Worlds

Network * services, encryption, firewall, input...

: CYBER SECURITY AND Tt e
g ‘ |CAO MID RESILIENCE SYMPOSIUM e L Ao 'CAQ_?O;W
> TOWARDS ARESILIENT AVIATION CYBERSPACE " 1. ' " AW

authN, authZ, input validation, etc.

Application

insecure APls, lack of encryption, etc.

Mobile

AuthSessionAccess

Cloud

net + app + mobile + cloud = loT
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Short-range i Medium-range
Wireless ; Wireless
Communication | Communication

2 €& & & @&

Bluetooth Low Energy J Ha-low
(BLE)

Light-Fidelity (Li-Fi)

Near Field
Communication (NFC)

QR Codes and
Barcodes

J LTE-Advanced

Radio Frequency
Identification (RFID)

Thread
Wi-fi

Wi-Fi Direct § 4 H A\
Z-wave : g !

ZigBee

Long-range
Wireless
Communication

J Low-power Wide-
area Networking
(LPWAN)
€ LoRaWAN
@ Sigfox

& Neul

J VerySmall Aperture
Terminal (VSAT)

2 Cellular

Wired
Communication

J Ethernet

J Multimedia over Coax

Alliance (MoCA)

J Power-line

Communication (PLC)

IoT
Operating
Systems

RIOT OS

ARM mbed 0OS
RealSense OS X
Nucleus RTOS
Brillo

Contiki

Zephyr

Ubuntu Core
Integrity RTOS

Apache Mynewt
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loT Communication Models

Light Bulb from
manufacturer A

Device with
Temperature
Sensor

Device-To-Device Model n Device-To-Cloud Model
/\ Application
...... Service Provider
N ([ wm\ 1l /. L EGEGSSSSEE . e,
...................... » > Wrrrnnsnsssnnnnsnnsnnnsh - v HTTP v CoAP s
Q v TS v DTLS
Wirel k h hf i hg e
Netw Light Swit
I oty Devicewith  ~ 'P Ve Device with
v Bluetooth Temperature Carbon Monoxide
v Z-wave Sensor Sensor
v Zigbee
Device-to-Gateway Model n Back-End Data-Sharing Model
Application Protocol Stack
v HTTP Service Provider v fonb CoAP Application
VIS e v 'y "/ DTLS g Service Provider #2
........ : IPVa/IPV6 HTTP e
TV TeP —~ vop "% DO o Application 4" yrypg
v IPv6 =1 v IPvé Service Provider #1 Oauth 2.0
: ﬁ Local Gateway .. JSON
: ieh
Local 1 Protocol : Device with Sl::s;r ®
..........-‘; ................................... . Qrbon Monoxide A App“auon
Bluetooth smart " Service Provider #3
v IEEE 802.11 (Wi-Fi)
v IEEE 802.15.4 (LR-WPAN)
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Humidity/Moisture “‘.‘7
a‘z "-‘. “‘.‘
(S _oo° o’
M G ot g Data Storage/

Cloud Server

Temperature Send Data

<lll'lllll'llllllllllll
Q Receive Command loT Gateway

Sound/Vibration

loT Devices

Remote Control using
Mobile App
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5"‘.::. CIB Smart Wallet
wallet  needs access to
Device & app history
Contacts
Call logs
Phone
Photos/Media/Files
Camera
Wi-Fi connection information

Device ID & call information

Google Play G Pay ACCEPT
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Your privacy is our main concern!
The General Data Protection regulation (GDPR)
is now in force. For greater transparency on
how we handle your data and to give you more
control over how your data is used, we have
revised our privacy policy

We need to temporarily switch the
default SMS app in order to Restore
messages.

You can set Messages back as the
default after the Restore process has
finished.

Tap Yes on the next screen to set SMS
Backup & Restore as the default SMS
app for the Restore process.

ICAO 2019

ok
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v

Galaxy Watch

Terms and Conditions

Tap the links below and read them carefully.

Agree to all
“Google Maps" has been

using your location in the End User License Agreement
background. Do you want to Agree to the terms of the End User
; < S License Agreement
continue allowing this? 9 ..le
To get navigation, traffic, and transit Learn more Slrl

updates, and see info about places . . .
near you, choose Always Allow Bixby and other voice services Siri helps you get things done just by

Agree to use Bixby and other voice asking. Siri can even make suggestions
Settings Continue related services including voice before you ask in apps, search, and
recognition by the server keyboards.

Learn more To use Siri, press and hold the side button
or say "Hey Siri” anytime.

Privacy Policy

User data processed by Samsung is

governed by the Samsung Privacy 3 rma t cts

Policy. Apple t re About Siri

Learn more

DONE
Set Up Later in Settings
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Data Leakage & Users Privacy Issues

o =51l 42% @ 00:24

HP LaserJet Professional P 1102w =
192.168.1.9, Black & White

& .1 100% W 21:56

Allow Enhanced image analysis? < OTHER PHONE DATA

Copies Paper size Use the Image analysis service from C‘l_\LENDAR‘ o
Samsung Cloud to better recognise izt
06 1SO A4 . : ynee 1
the people, places, and things in your
Colour Orientation pictures. This will help you find photos Sync on &
Black & White Portrait easily and improve the stories Gallery _
makes for you. Spcusing
Two-sided pages Wi-Fi and mobile data
Samsung collects your information to
provide you with the service. CONTACTS
Wasl HP Print Service Plugin? ftes (Uimitec space avalle
DENY  ALLOW '
Your document may pass through one . —
or more servers on its way to the ylhc.on -
printer. X
. i Sync using
Tr| p “fe latEd lOCE]tIO n Wi-Fi and mobile data
Uber may collect location data from when you KEYBOARD DATA
open the app until a trip ends, even when the app Predictive text data
is not on your screen. This improves pick-ups, iene 2
support and more Sync on q
Learn more Sync using

Wi-Fi and mobile data

SYNC NOW

—
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oogle Services

7] © 2.5 44% @ 00:20
© =Nl 44% R 00:17 G © = 4l 44% 8 00:17
< Device settings H
: HEal didiis did HHPUI L UpUdLes
YouTube Settings
Home YouTube Restricted Mode, more
Advanced
2 + e :
® Group delay correction
Broadcast Add Settings 0ms
Privacy

Family Room

1device

Your home in your hands Send JBL Link 20 device usage data and
crash reports to Google
This selection does not affect your Google

account controls at myaccount.google.com

With the new Google Home app, you

can now control, organise and manage

compatible lights, cameras, TVs and sere

more, all from just one place. Family Room speaker Remove Voice Match
Device will no longer recognise your voice

- One simple view, with you in control.

- Shortcuts for the things that you do
most, such as turning on and off the lights
or playing music.

- Check up on your home when you're
away, or use it as a remote for your
Google Home, Chromecast and other
devices.

DISMISS WATCH NOW

(=

Remove device
Remove from home, unlink

Information

System firmware version: 1443
Cast firmware version: 1.32.129357
Language: English (United States)
Country code: EG

MAC address: 80:C5:F2:28:32:49
IP address: 192.168.1.17
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Google Services (Cont.

= e © =4 70% § 23:46 © =0 87% W 13:09
( IS ®.
The new way to talk to The new way to talk to
Google Google
Navigate, communicate and get things Navigate, communicate and get things
done done

Turn on these settings for the full Assistant B
experience. You can still get a limited
Assistant experience without them.

adelnet2k@gmail.com

Google Partners v

Google partners are businesses that have
a commercial relationship with Google.

ﬁ Services and your privacy N,
(20 Device Information v Google sends services that you talk to a
unique code

Stores info about contacts, calendars,
apps, music and other data from your

devices Google Terms of service and Privacy policy apply

NO, THANKS TURN ON m
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Google Services (Con .

0032 Wi 4

%)

< Adel Abdel Moneim (%]

Signed in to Google as

adelnet2k@gmail.com

adelnet@aucegypt.edu
o Add account
“ Sync
s Sync is off

U, Allow Chrome to record
Google Activity Controls audio?
Control how Google uses your browsing history
to personalise Search, ads and other Google
services

~
<

Deny  Allow

Sign out of Chrome
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Google Services (Cont.)

@ew © = 4 70% W 23:47 [~ © = 4 70% #2349 [~ © = 4 70% #2349

& : < § < Routines §

Get your Assistant to do multiple things with just one
command. Use ready-made routines that you adjust to
fit your day, and create customised ones from scratch.

Adel Abdel Moneim Adel Abdel Moneim
adelnet2k@gmail.com adelnet2k@gmail.com Good morning N
5 actions
Your info Assistant Services Home Your info Assistant Services Home
Bedtime N
e Nickname 2 actions
“* What your Assistant will call you -, Continued Conversation
For asking follow-up questions s
Leaving home N
® Your places No actions
Add home & work addresses @ Voice Match
Teach your Assistant to recognise your voice
I'm home N
=) Getting around One action
Transport modes 0 Home control
= Manage the devices in your home .
Commuting to work 5
2 Your people 4 actions
Family & other important contacts % Routines
Multiple actions with one command
Commuting home N
B Payments 2 actions
Payment methods & purchase approvals Email updates
Latest news & features
Availability
® Weather
N Preferred temperature unit Assistant devices
B000C
¥ Reservations Available on Google Home, Android 6.0+ phoneg
For flights, hotels and events D Phone tablets, Chromebooks, and Smart Displays
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Google Services (Cont.

[~ o =4 70% @ 23:47

U Voice & Audio Activity A
Records your voice and audio to improve
speech recognition

Voice & audio activity records your voice
and other audio on Google services and
from sites, apps and devices that use

or connect to Google speech services
The recording only happens when you
use audio activation commands, such
as touch the microphone icon or say
commands such as "Ok Google" and
includes a few seconds before to catch
your request at the right time.

If you use your device without an Internet
connection, your data may be saved in
your account once you return online

Not all Google services save this data in
your account

This data helps Google give you more
personalised experiences across Google
services, such as improved speech and
audio recognition, both on and off Google

This data may be saved and used in any Google service
where you are signed in to give you more personalised
experiences. You can see your data, delete it and change

your settings at account.google.com

NO, THANKS TURN ON

Qe 0= 4 70% @23:48

= Continued Conversation

Continued Conversation

Your device's microphone will re-open briefly
after every response to listen for follow-up
questions. These will appear in My Activity
as usual. Audio that your Assistant doesn't
respond to will be deleted from your Google
Account

Availability

@ew o= 4 70% @ 23:47

Google Partners work with
your Assistant to help you

B Google Partners v
Google partners are businesses that have
a commercial relationship with Google

You can change this for these Google Home devices ﬁ Services and your privacy v
No devices available Google sends services that you talk to a
unique code.

Continued Conversation is currently available for
English (US). If you use Google Home devices not
shown here, the person with the primary account on
those devices may turn Continued Conversation on or
off in their Assistant settings. Learn more

Google Terms of service and Privacy policy apply
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Google Services (Cont.)

vl 99% M 08:19

[~ © 4.0 100% W 21:57
< OTHER PHONE DATA < Music H
Sync using
Wi-Fi and mobile data The Assistant will use this music provider by default
when asked to play music. You can still play music
using all other linked providers when specified.
REMINDER

Your music services

KB used 0 item

g : AR ° YouTube

Free service available when using a screen
Allow permissions

No default provider ®

SAMSUNG INTERNET Use other accounts' preferences on
45 items (unlimited space available shared devices
1ced: 23 1
_ More music services
Sync on «€

Other music services
Sync using You can ask your Assistant to use any
Wi-Fi and mobile data music app on your phone or tablet

SAMSUNG PASS Availability

n-in informati

yni 1/201
80004
Available on Google Home, Android 6.0+ phones and

nc on « J ) P
Sync o " tablets, TVs, Chromebooks, and Smart Displays
Sync using
Wi-Fi and mobile data

SYNC NOW

] =
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What's New in Calendar

Found Events

Siri suggests events found in
Mail, Messages, and Safari, so
you can add them easily, such
as flight reservations and hotel

bookings.

Time to Leave Allow “Calendar” to access

Calendar uses Apple Maps to your location while you are
@ look up locations, traffic using the app?

conditions, and transit options Your location is used to estimate travel

to tell you when it's time to times to events and improve location

leave. searches.

Location Suggestions
Calendar suggests locations
based on your past events and

significant locations.

Don't Allow




=] © . 48% @ 00:46
.o‘

Access your Assistant with
Voice Match

Voice Match lets you access your Assistant
directly by using your voice, even when your
screen is off.

A unique model of your voice will be created on this device,
which will help your Assistant identify you and tell you apart
from others.

Keep in mind: A similar voice or recording might also be
able to access your Assistant. You can remove Voice Match
permission later by turning it off in Assistant settings.

CYBER SECURITY AND
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NI 0199% M19:14

Hi, Adel. I'm your Assistant, here to
help you throughout your day. Here
are some things you can try saying to

get started.

Make a phone call
Make me laugh
Set an alarm

Why is the sky blue?

Q@ |0| 0|0

Play a game

RC

@ 006

Improve camera input

Google Translate sends camera images to
Google for text recognition.

Let Google retain images for use in
product improvement

You can change this option at any time for
new images in Settings. Note that changes
affect new images only.

CANCEL OK

| ICA02019
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Google Lens

/

Discover new places
Get info on points of interest

Search what you see with Lens v
When you open Google Lens or tap the Lens button, Lens
will continually analyse what you see to show you results
Your Google Lens Activity A

If your Web & app activity setting is turned on, your
Google Lens activity - including images that you use with
Lens - will be saved to your Google Account

This is true whether you use Lens in any camera app,
Google product or Google service. You can see your

data, delete it and change your account settings at
ccount.google.com

Tel

e and Privacy Policy ;
i)

1)) ryn Q0 D &

Bixby Vision  Scroll capture

=

Google Lens

Scan text
Look up a word, save contact info

Search what you see with Lens

When you open Google Lens or tap the Lens button, Lens
will continually analyse what you see to show you results

Your Google Lens Activity

If your Web & app activity
Google Lens activity - including images that you use w
Lens - will be saved to your Google Account

etting is turned on, your

This is true whether you use Lens in any camera app,
Google product or Google service. You can see your

data, delete it and change your account settin
account.google.com

s at

e and Privacy Policy

camera to use

@

Google Lens

Shop smarter
Find products & compare prices

Search what you see with Lens v

When you open Google Lens or tap the Lens button, Lens
will continually analyse what you

ee to show you results.

Your Google Lens Activity A

If your Web & app activity setting is turned on, your
Google Lens activity - including images that you use with
Lens - will be saved to your Google Account

This is true whether you use Lens in any camera app,
Google product or Google service. You can see your

data, delete it and change your account settings at

account.google.com

Terms of Service and Privas

Turn on camera to use Let
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0257 O & - o =0 60% &
Google Lens - e Bl
X a espresso Pro Zenius oogle S... "(3

https://www.google.com/search?q=Nespress

Google

Nespresso Pro Zenius X n

ALL  IMAGES  VIDEOS ~ NEWS  MAPS  BOOK
Latest GIF HD & Product ([ §

machine coffee machine nespresso water tank

Coffee Machine | Nespresso Pro Zenius | Commercial Coffee Machi

Nespresso Pro Zenius nespresso.com

G Search

Nespresso Pro Zenius

ZENIUS WATER TANK - Nespresso

QUMII AR PNEEFE MAKERS

11 @) < I @) 7 <
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Google Services (Cont.

Google admits it tracked user location data even
when the setting was turned off

It did so via cell tower data

o| SSnennca_Liso | Nov 21,2017, 11:53em EST

m ==

Android phones gather :,o location data an
off location services and don't have a SI" card, Quartz reported today.
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Samsung Health App

© Bixby Voice @ o @
) — O

Bixby can help you get things done v
faster than ever before.
4 Samsung Health 16:15 y
4194 steps (All steps)
You have achieved 69% of your step goal
Nearb 8 permission u Honior. © )
ﬁ ; e i “Galaxy Watch” would like to
Allow Facebook to show content on Bixby Home? Signathasbgen detected using Micraphone. make data available to nearby
Bluetooth devices even when
m & Android system you're not using the app.
1 device connected Turn on Bluetooth Sharing to allow
Tap to set up. Mobile Hotspot Power saving mode is on Galaxy Watch to connect with your
watch.
@ Nearby places B Maps Moderate traffic in your area 16:05
Don't Allow
| have read and agree to the Foursquare Terms and Notification settings Clear

Conditions and Privacy Policy. Agreement is required

to use Foursquare in Bixby Home.

START THE JOURNEY

0 Notifications

i i 5 vodafone
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Samsunﬂg H

000 - B 4¢ .1 78% §01:43

Welcome to
Samsung Health!

fefo

N

‘ ?\;»

B 40 77% R01:44

B a

Privacy Policy

Samsung Health is for fitness and wellness, not
medical purposes

Terms and Conditions

This app will use your sensitive health data based
on your consent. Please read the consent document
carefully to ensure that you understand it fully.

Consent to the pi ing of health data
(Optional)

This app will use your personal data based on your
consent to the following items:

Customised Services (Optional

Samsung Health may send promotions and
marketing information

Marketing information

| have read and agree to all of the above.

Next

ealth A

@oo - B 4.0 77% W 01:44

Auto sync will turn on when you tap Start. You can
turn it off in Settings.

Skip Start




CYBER SECURITY AND A ICA0 2019

|C A O M I D RESILIENCE SYMPOSIUM et = , —oL
—_— ® o) Z ] EA A
TOWARDS A RESILIENT AVIATION CYBERSPACE 0 0 » s 75 CONNECTING

— - , THE WORLD
AMMAN, JORDAN | 15-17 OCTOBER 2019 0 Yoo :
o
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A swsns Health Q Q sminns oGt 0 a
C Record
I . 0 How did you sleep?
Place your finger on the sensor. ee your step count, tap here
 change Galaxy Watch to All st —— Ricord

Allow Samsung Health to
access sensor data about 0 170 0.0 83 Maasiire
your vital signs?
DENY ALLOW Start
Measure

Record your workout

Add

0 0 =

C Record
v A
[ ) How did you sleep? 0
Find the heart rate sensor on the back of your
device. ° & o
Home Together Discover (v] ol

Home Together Discover
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{ Contacts Edit Cancel % Medical ID Dons Cancel sk Medical ID Done
EMERGENCY ACCESS Medical Conditions

Show When Locked

Your Medical ID can be viewed when iPhone is locked by

Adel Abdel Moneim tapping Emergency, then Medical ID, Medical Notes

This information is not included in your Health Data or
shared with other apps.

Allergies & Reactions

email (Siri found in Accounts) dd del Abdel
add Adel Abdel Moneim

adelne

@gmail.com

photo
Medications
Notes
add date of birth
add blood type
Medical Conditions
> dd dk
Create Medical ID * add organ donor

add weight
Medical Notes

add height

Allergies & Reactions
EMERGENCY CONTACTS

add emergency contact

Medications Your emergency contacts will receive a message saying
that you have called emergency services when you use
Emergency SOS. Your current location will be included

in these messages
) addBlocd e _—-
CE—
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Samsung Health App (Cont )

@00 - & 16 75% W 01:56 @oo - B 46 40 75% W 01:55 oo - B 1€.0075% W01:55
Measure heart rate Measure heart rate Measure heart rate
I | 1
61 120 6 61
B
] = =
Select current status Select current status Select current status
i Q LA I O : + i o ® ®© & © ©
Resting Before Tir General Resting f Excited rprise y Angr
er

Cancel Save Cancel Save Cancel Save
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DEO - @ = %l 35% @ 02:06 W@ - 3 @ =%l 34% @ 02:08
< LEGAL INFORMATION < Samsung Pass settings
Biometrics

Tap the links below and read the terms carefully.
By proceeding, you acknowledge that you have

Select biometrics to use to verify your identity.
read and agree to the following terms.

Vagreetoall. Fingerprints «©
Terms and Conditions and Special terms.
Iris
Samsung Privacy Policy.
Turn on Customisation Service. (optional) Face

| agree to share information about my
contacts with Samsung so that | can use
the Samsung Social service. (optional) Samsung account

Account information
\delnet2k@gmail.com

dit | charge

Advanced

Add Samsung Pass

g Pass to your Home ar

Delete data
About

About Samsung Pass

< NEXT >
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NIST Cyber Security Framework

|dentify Protect Detect Recover

Anomalies and

Asset Management Events

Access Control Recovery Planning
Awareness and

Training

Business

- Security Continuous
Environment
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