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Attack landscape 
constantly evolving Supply chain attacks





Aviation Cybersecurity: Major Challenges



Key assets supporting the daily airport operation

• IT and Communications including internal and external infrastructure:

– Internal: Lan, VPN, IT equipment, Mobile network and apps, passenger WIFI, SOC, Flight Display Systems.

– GPS, cloud-based data, Network Security Management, WAN, Air to satellite communication systems, GIS, 

etc.

• Airline / Airside Operations: including among others – air traffic management, flight tracking systems, departure 

control systems, airfield lighting and runway control and monitoring, cargo processing, aircraft re-fuelling, etc.

• Landside Operations: including the landside operations systems control center, fuel management, lighting 

detection systems, parking management systems, etc.

• Safety and Security: access control systems, authentication systems, baggage screening and handling systems, 

surveillance systems, passenger screening, perimeter intrusion detection, emergency response, firefighting, etc.



Key assets supporting the daily airport operation – cont. 

• Customer Ancillary Services: Cashpoint terminals, mobile payments, point of sales (PoS), duty free, catering, etc.

• Facilities and Maintenance: airport vehicle maintenance, building management and control systems, energy 

management systems, lifts and escalators, SCADA (utilities, roads, ancillary areas), environmental management 

systems, etc.

• Passenger Management Systems: kiosk devices, e-ticketing, electronic visual information display systems, 

passenger check-in and boarding, central reservation systems, etc.

• Staff Management: staff records management, authentication systems, mobility-enabled applications.



Taxonomy of threats to the cyber security of Smart airports

enisa: Securing Smart Airports
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• Ransomware is the most profitable type of malware in history.

• Ransomware has changed the game from stealthy undetected access to 
extortion.

• Ransomware uses traditional malware attack vectors such as phishing emails, 
known vulnerabilities, and exploit kits to deliver the ransomware to a desktop.

• Ransomware communications include command and control (C2) callback 
methods for obtaining encryption keys and payment messaging are mostly using 
DNS. 

Ransomware



The Evolution of Ransomware Variants
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The confluence of easy and effective encryption, the popularity of 
exploit kits and phishing, and a willingness for victims to pay have 
caused an explosion of ransomware variants.

NotPetya



Ransomware Email and Web Delivery
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Ransomware and DNS
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Ransomware Emails







Bristol Airport Ransomware Incident – Sept 2018



Capabilities needed to break the kill chain

• Threat intelligence – Knowledge 
of existing Ransomware and 
communication vectors

• E-mail security – Block 
Ransomware attachments and 
links

• Web Security – Block web 
communication to infected sites 
and files

• DNS Security - Break the 
Command & Control call back

DNS

• Client Security – Inspect files 
for Ransomware and Virus’s, 
quarantine and remove

• Segment infrastructure –
Authenticate access, separate 
traffic based on role and policy

• Intrusion Prevention - Block 
attacks, exploitation and 
intelligence gathering

• Monitor Infrastructure 
communications – Identify and 
alert on abnormal traffic flows



Capability Defense against the “Kill Chain”



Final thoughts
• Commercial airlines and other transportation providers 

present a tempting target for cybercriminals

• As technology adoption evolves in the civil aviation industry, it 
will have to invest in smarter, safer digital infrastructure that 
leverages machine learning, integrated cyber security 
architecture, and threat intelligence to thwart attacks and 
ensure that its critical systems are protected and always 
available.



Questions?




