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Aviation Cybersecurity & loT Context

ICAO Cyber Security and Resilience Symposium

As the aviation ecosystem becomes more connected and global aviation continues to experience
regular attacks on several fronts, Cyber Security became a key challenge for the aviation

industry.

Acknowledging the urgency and importance of protecting civil aviation’s critical infrastructure,
information and communication technology systems and data against cyber threats, ICAO MID Office
Is organizing the Cyber Security and Resilience Symposium

The objective of the Cyber Security and Resilience Symposium is to empower the aviation industry
with prevention measures to mitigate the exploitation of critical information system and fostering
a cyber-security culture that promotes a resilient and secure cyberspace.
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loT (Internet of Things)

The Internet of Things, or loT,
= |s asystem of interrelated computing devices, mechanical and digital machines,
= ability to monitor and transfer data over a network
= without requiring human-to-human or human-to-computer interaction.

An [oT Device is a “Thing”,
= AHardware
= A Software

= Sensors which detect and/or measure events in its operational environment and send the
Information to other components

= Actuators which are output units that execute decisions based on previously processed
Information
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Typlcal loT Infrastructure
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END TO END SECURITY

Network Domain

» Availability

* Repudiation

» Confidentiality

* Integrity

» Mutual authentication

Network Attacks

Trust Boundary

MITM Attacks

Trust Boundary
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» Destruction
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Why Is It Hard To Secure?

Complex, distributed systems
. Many languages, Operation Systems, and networks

. Specialized hardware
Developing applications is hard

Securing them is even harder
. Enormous attack surface
. Reasoning across hardware, software, languages, devices, etc.
. Many types of threats and attack models
= Valuable data: personal, financial, health, location, presence

No time/money to invest on security + hard = avoid, deal later
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Why Is It Hard To Secure?

Longevity: these systems will last for up to 20 years and their security must too.

. Especially for critical infrastructures
" But need to adapt to evolving threats
. Implies “remote” security upgrade capabilities

Hardly-reachable: 0T devices are not always close to humans.

" They might be physically exposed to attackers
" User not constantly monitoring activity
. Requires context based privacy configuration

Constrained resources (e.g battery power)

" Limited processing resources

" Sleep mode: communications not always online
. Often with limited bandwidth

. Challenge for revocation and upgradability
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Step 3 & 4 - Identify & Prioritize Your Assets
- LANDSIDE TERMINAL AIRSIDE
Most Critical Assets Example: P
- & fa
— Passenger check-in and boarding? HIRPORT ADMINSTRATION Vet
— Baggage handling system? ‘-‘ﬁ\ ™
— Air traffic management (atm), navigational B ~GheaTions
aids...? =
Fifa

FACILITIES AND MAINTENANCE

Less Critical Assets
— Flight Display System?
— Meteorological information systems?

&

SAFETY & SECURITY

INTERNAL gﬂ

EXTERNAL IT & COMMS




3 CYBER SECURITY AND AN
ICAQ M| RESILIENCESYMPOSIUM e, g Ll

MAN, JORDAN | 15-17 OCTOBER 2019

Security & Safety in loT?
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Security & Safety in loT?
e Security Is about preventing the adverse

« Safety Is about preventing the adverse

« Since loT systems are intended to affect our
environment,
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Malicious Actions

 Denial of Service Attacks

* Misuse of authority /
autorisation

* Breach of physical access
controls / administrative
controls

Human Errors

* Configuration errors
o Loss of hardware

Natural Phenomena

e Earthquakes
* Floods
e Fires

... O

Systems Failures

o Failure of device or
systems

* Failures or disruptions of .
communication links

Third Party Failures

e Internet service provider

* Cloud service provider
(Saas$, Paass,...)

o Utilities (power, gas,
water)
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Step 7 & 8- Evaluate your attacks scenarios & Identify Security Measures

Stakeholders involved
— Passengers
— Airline and Airport personnel
— IT Support Services

Type of Attacks

—  Tampering with airport devices

Asset affected —  Third Party Providers
— Self-service check-in devices, and
connected IT Comms, Recovery Time and Efforts
— Network Security Management Attacking check-in devices can compromise the whole chain of

entities and processes involved in the e-ticketing system. Often third

party providers will be involved in managing part of the service (e.g.

.. . local area network). This will require the whole chain to react to the
Cr|t|caI|ty attack by providing the effort needed to detect the flaw, and provide

: : th lution to fix it.
— Medium to High © oo o
Some Prevention Measures
. . — Data Encryption
Likelihood _ — Disable services, close ports, restrict usage of external
— Medium — Intrusion Detection Systems (IDS)
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KEY TAKEAWAYS
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How to Identify Cyber Threats and Risks in any loT Architecture

Step 1 — Know your environment

Step 2 - ldentify Stakeholders

Step 3 & 4 - ldentify & Prioritize Your Assets

Step 5 & 6 - Identify your Threats and Attack scenarios

Step 7 & 8- Evaluate your attacks scenarios & ldentify Security Measures
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North American

Central American Western and European and Eastern and

and Caribbean South American ICAO Central African North Atlantic Middle East Southern African Asia and Pacific Asia and Pacific
(NACC) Office (SAM) Office Headquarters (WACAF) Office (EUR/NAT) Office (MID) Office (ESAF) Office (APAC) Sub-office  (APAC) Office
Mexico City Lima Montréal Dakar Paris Cairo Nairobi Beijing Bangkok
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