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Certification Standards —
what metrics ?

METRICS defined by STANDARDS/CERTIFICATIONISCHENES \ .
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Trust TECHNICAL
Solutions/ (assessment, review,

Definition products validation)

providers

LEGAL
(regulations,
contracts,
commitments,
liabilities)

Integrators

SOCIAL
(reputation,
Operators transparency)
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Security Evaluation
What trust/confidence ?

ACCREDITATION

AUTHORITY

National/Multinational Scheme

CERTIFICATION
Security : SCHEME

Evaluation and therefore

AN minimize
or
ufficien
Internal Lab Tevelsiof
Self-assessment
Correct )
of having
Relying Parties/
Service Providers Threat
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designed, tested and revieved
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WHAT IS THE PROBLEM WITH EXISTING IT
PRODUCTS CERTIFICATION ? ‘_
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Internet of Things
Problems in Certification Practices

“Objective” IT Products Certifications

CC consultancy (optional)

s eciorene. - COST @ CONSIAerable amount of MONEY,

Site visit expenses (optional)

el Experses (optona) Takes and 1s more often VALID

Equipment Costs

Lost opportunity fOr Only a. ShOrt tlme
Certification Scheme (ANSSI -> FREE, BSI

-> 2,5K€ to 12K€)

=> Evaluation Lab Examples of Fees: EAL2 4 -6 months

EAL 2: 80KE - 150 K€

EAL 3: 120K€ = 200 K€ FALS 69 months

EAL 4+: 150K€ - 300 K€ _— T—
>EAL 4 12 — 24 months
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SO WHY NOT REUSE EXISTING
EVALUATION TECHNIQUES FOR loT ?
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loT Product Security
Why Not Reusing Existing Certification Techniques ?

Can’t be applied to the 50 Billion 10T product market ! Not enough resources to do that...

—

What is the credibility of the evaluation lab/pentester/etc. ?What does secure mean? Can
we compare more or less secure products?

=Silo Approach - they often cover part of the problem, specific to an industry (banking, ID)
but security & privacy is now a concern of every business and citizen.

= Poor Security Definition

There is no common and holistic approach to define security requirements per profile
taking into account the threat model & risks due to the intended usage
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WHAT SOLUTION ?

AN IOT SECURITY CERTIFICATION FRAMEWORK
- FOR AVIATION SYSTEMS
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A Risk-Based Approgeh

Operational Environments

{.
\

(.

-
SECURITY
|
* ’-
Koo T/
aa¥ '\‘
@— ( -
IT INFRASTRUC] ’
3 . /\.
~. . - - ‘R i

(.

a3
T

INTERNAL COORDIWATION

AIRSIDE
~.

PR

| ICA0 2019

¢

EXTERNAL COORDINATION

75

YEARS OF
CONNECTING
THE WORLD



CYBER SECURITY AND ICA0 2019

| ( AO M | D RESILIENCE SYMPOSIUM . e ‘ o
TR e e e T ST T e T T T T 3 ARDS
TOWARDS A RESILIENT AVIATION CYBERSPACE - g 7 5 CONNECTING
— . THE WORLD

AMMAN, JORDAN | 15-17 OCTOBER 2019

Risk-Based Security Assurance Activities

IMPACT V5 LIKELIHOOD UNLIKELY (1) |L|KELY (2) |VERY LIKELY (3) ALNCIST CERTAIN (4)
CA.DocumentationReview CKDo:Jm;\taE)n g\ri;\r T C:Do:.lm;taa)nr\:vie; T
CA.SourceCodeReview l CA.SourceCodeReview CA.SourceCodeReview
CA.CompositionAnalysis (if applicable)| CA.FunctionalSecurityTesting CA.FunctionalSecurityTesting
SEVERE (4) VA VulnerabilityScanning |CA.CompositionAnalysis (if applicable)|CA.CompositionAnalysis (if applicable)
VA VulnerabilityScanning VA.VulnerabilityScanning
WA.BasicRobustnessTesting VA.BasicRobustnessTesting
| VA.AdvancedRobustnessTesting

Conformity Analysis (Doc Review, Source Code Review, Composition
MODERATE (3) Analysis, Security Functional Testing)

Testing

sis (if applicable,

Vulnerability Analysis (Scanning, Basic Robustness Testing, Advanced
Robustness Testing, Non-Intrusive Pentesting)

MINCR (2) VAVulnerabilityScanning CA.CompositionAnalysis (if applicable)
| VA.BasicRobustnessTesting VA VulnerabilityScanning
| VA.BasicRobustnessTesting

CA.DocumentationReview CA.DocumentationReview CA.DocumentationReview CA.DocumentationReview
CA.CompositionAnalysis (if applicable)|CA.CompositionAnalysis (if applicable)|CA.CompositionAnalysis (if applicable)|CA.SourceCodeReview
VAVulnerabilityScanning CA.CompositionAnalysis (if applicable)

LOW (1) VA VulnerabilityScanning
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VULNERABILITY MANAGEMENT, MAINTENANCE & ASSURANCE CONTINUITY WORLFLOW

Scheme Owner

Vendor

Researcher

CAB

ToE/Asset Owner

Vulnerability
Disclosed

Applies

Vulnerability
Disclosed

Vulnerability
Disclosed

Temporary -
Mitigation/Patch

Updates

Certification a3
Metadata Status

“endor

Motification

}

Impact Analysis

Report (IAR)

|

Updates
Certification
Metadata Status
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Certificate B

Vulnerability
Triage
| N Notify ToE
| Owner and
A 4
Attack Potential
Calculation
I1AR review and
Delta Evaluation
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Owner and
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Active Certificate Monitoring/Vulnerability Surveillance
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Requirements Design Implementation Verification Response

loT Risk Analysis

Lack of Fault Lack of
tolerance authorization

Insecure

- - - - - - Cryptography » Lack of
loT Security Profile (from certificate evidence verification to auditi Integrity
Lack of Lack of

Confidenciality authentication

DoS Attack Replay
Attack

(from self-assessment to low level design verification)(from a self-security testing to third-party
advanced vulnerability analysis)
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KEY TAKEAWAYS
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Key Takeaways

RECOGNIZE
AUTOMATISATION EXISTING

& AGILE
EVALUATION
METHODOLOGY | 1ctt: 05651 0GY

o
O

Allow to automate
Security
Regs/Questionnaire
acts as guidelines, not
much overhead
evidence docs, and
reduced testing time

Requirements could
be simply mapped to
other certification
schemes allowing
recognition of existing
methodologies by
composition such as
SOGIS CC evaluations
for underlying
platforms. In any case
all types and formats
of evidence could be
reused as is under this
Scheme.

REDUCE
COSTS

The evaluation must
address priorities and
is time-constrained,
thus limiting its delays
and cost, but still
offering a guarantee
that experts have
spent time analyzing
the product most
valuable security
functionalities

REQUIREMENTS
COMPARE IOT 1|1 ORED TO THE
DEVICES INTENDED USE

The accurate
evaluation scope
coupled with the

security functionalities
and the defined set of
security requirements
are a result of
accurate security
analysis/threat
modelling, The
Evaluation metrics and
ratings are simple and
expressive

The scope of
evaluation focuses on
the HW & SW forming
the loT Device but the

threat model covers
the operational
environment including
the final application,
interfaces and other
components
connected to the
product if any.
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Key Takeaways

COST-EFFICENT
CERTIFICATION
MAINTENANCE

Provide a smart
framework to define,
attest and maintain
the certificates
delivered for loT
devices after issuance.
Patching & Temporary
Mitigation are
allowed.

CREATE
SERVICE
INCENTIVE FOR PROVIDERS

VENDORS

N

Minimum Effort
required on providing
evidence, simple
metrics, clear
requirements, security
valued by customer

INVOLVE 10T

Expressing security L
Level Rating +
Community creating
awareness. loT Service
Providers and
Customers trust the
vendors

REGULATIONS

SIMPLE METRICS COMPLIANT

Requirements and
Test Procedures must
be expressed in simple
wording allowing the
vendors and CABs to

implement and test

efficiently.

Incorporate
Cybersecurity, Safety
and Resilience in
Regulations (by
design).
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Thank you!
Questions?

Roland Atoui

Managing Director
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North American

Central American Western and European and Eastern and

and Caribbean South American ICAQ Central African North Atlantic Middle East Southern African Asia and Pacific Asia and Pacific
(NACC) Office [SAM] Office Headguarters IWACAF) Office |EUR/NAT) Office (MID) Office (ESAF) Office |APAC) Sub-office  [APAC) Office
Mexico City Lima Montréal Dakar Paris Cairo Nairobi Beijing Bangkak
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