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CASRA

Center for Adaptive Security Research and Applications

> Founded in 2008

> Emerged from the Visual Cognition Research Group (VICOREG) at the
University of Zurich (founded 1999)

> About 30 employees (mainly psychologists, computer scientists and engineers)

> Main aim: Increase security and facilitation at airports and other
environments involving people and technology.

> CASRA members are from the following organizations:

U APSS Software & Services Ltd. n ‘ w University of Applied Sciences and Arts

Northwestern Switzerland




Project ICU

Intelligence, Competence and Unpredictability

Goal Increase threat detection performance by combining
Intelligence with competence of security officers and
unpredictable changes of screening level

Funding Swiss Federal Office of Civil Aviation (FOCA)
Scope All Swiss airports and security screening providers

Collaborations Swiss airports, police authorities, federal competence
centers and screening providers

Duration 01.01.2013-31.12.2015




Challenge: Training Content

Which threat objects should be trained?




Online News

Information about 3D-printed guns
EE News Sport  Weather ET ] Future Shop

NEWS sciENCE & ENVIRONMENT

Home UK Africa Asia Europe Latin America Mid-East US & Canada Business Health BI=USiUlglili

6 May 2013 Last updated at 06:38 GMT BEEO&

Working gun made with 3D printer
B COMMENTS (1079

By Rebecca Morelle
Science reporter, BBC World Service, Texas

The BBC's Rebecca Morelll.g;‘s;
Texas

BBC online: May 06, 2013




Open Online Forum

3D-files of gun parts available

=== 380 Barrel (Threaded).stl
=== 380 Barrel (Unthreaded).stl
=== Bottom Cover.stl

=== Firing Pin Bushing.stl

=== Frame Pins (x3).stl

==a -Frame.stl

=== Grip Pin.stl

=== Grip.stl

=== Hammer Body.stl

=== Hammer Pin.st|

=== Hammer.stl

=== Spring (x2).stl

=== 5Spring Connecting Rod Bushing.stl
=== Spring Connecting Rod.stl

=== Trigger Spring.stl

=== Trigger.stl

Defcad Forum: May 2013




Deep Web (aka Darknet)

Printed guns available

Q * 8 g—:ll onion/results ¢ | | B - startpage P B ¥+ A d-
GI’ mSm liberator ﬂ Home Contact Markets FAQ

Relevance Priced Price¥ HNew

Liberator pistol next gen stealth compact handgun

220414 kSzodTEwd3wdvig.ononiisting' 11796 Evolution
Another New Market! | am selling liberator pistols they are made 0 out of very strong ABS plastice and on high grade machines |

will be supplying many spares and extra barrels with each purchase | alse will give you a guide on

We Just added the 1776 Market, Th ket
o ustadmea e Brret s ke strengthening the liberator which i have developed myself inexpensive materials PICTURE IS OF THE NON

makes mulki-sig transactions easy

Check them out now COMPACT VERSION AND IS FROM GOOGLE MY PIC WILL BE UP SHORTLY | can make original
liberator
Vendor ReadySetGo Price B0.49499118 Lecation Austraka

Compact Liberator Pistol
DISCREET GLOBAL MAILORDER . :
kSzqd7BwdIwdyi dvig.onon/isting/738 Evolution

BUNFEEsq The first one to buy one of these gets it for 150 PM me if interesed in this deal This listing is for 1 liberator
pistol A liberator is a plastic handgun Pease note that these are not equivelent to a real firearm in tems of

dependability or quality but you can t beat the price on these This one is just like the origional but has a
much smaller frame so it s easier to conceal priced at 250 | also can..
Vendor ideal Price B0.49413785 Location United States

LIBERATOR COMPACT STEALTH PISTOL
agorahooawayyloe onion/piczzgoH7Gd Agora
COMPACT LIBERATOR PISTOL Aussie Seller Hi 10 4 2014 QUICK UPDATE okay so i am getting alot of

interest so please read | advise you ALL to simply search google and youtube to
Vendor ReadySetGo Price B0 43487311 Location Austraka

Deep Web research, April 22, 2014

BEST COCAINE + MOMA ON THE HIDDEN WEB
TAKE A LOOK AT OUR GOODS!




Conseguence

Implementation of new objects in X-ray training software?
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Social Media
Manuals of Radio-Controlled IEDs (RCIEDS)

Timeline About Photos Friends More =

[ — e - Recent -

Facebook, February 02, 2014




Video Sharing

Manuals are distributed on video sharing websites

Videos Playlists Discussion

Home

All activities -

(11| Tube)

About

S I o o v
™y KURSUS PELATIHAN MERAKIT DETONATOR 2
1 month ago * VIEWS
o 11:13 |
Youtube




File Sharing

Manuals are distributed on file sharing platforms

Dmhbnx

cer I =

2 months ago - 11.05MB

Dropbox




Conseguence

Implementation of new objects in X-ray training software?




Online News

Information about IEDs in electronic devices

Afghan news site, December 2013




Closed Online Forum

Resurgence of discussion about how to hide explosives
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Jihadist forum, May 2014




Conseguence

Implementation of new objects in X-ray training software?




Radical Propaganda

Manual for homemade detonators

Open Source Jihad | Inspire Summer 1431 | 2010

We will proceed to break the top of the lamp by heating it. Make sure the filament does not break. The filamentis
the part which when electricity passes through it, it glows and produces light.

Heat the head of the lamp until it becomes black.
Place the lamp immediately in water while still hot.
Strike the tip of the lamp and it would break.

Inspire magazine, Summer 2010




Conseguence

Implementation of new objects in X-ray training software?

Standard detonators

r v
Homemade detonators
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Deep Web

How to hide knives

r“t
b

b- s | I
st Visited ¢§ Learn more about Tor § The TorBlog

B npuHUMNE, B pIOKZaKe MOMHO NPOBE3TH A3XeE CKNagHble WTYKW TMNa MynbTMTYNoB. A BO3WMN HECKONbKO pas,
NpWMaTbIEaA WX K BN HoyTEyKa NpoBodaMu. Ha cKaHepe 3To BbIFMAOMT KaK KOM 3NeKTpoHHoro Gapaxna c
napannenenuWnegHsiM 4em-To B LeHTpe. Kak npaewno, He AokansiBaknTcA. OAHaKo, Hago BbiTb rOTOBLIM K TOMY 4TO paHo

MK NosOdHo O020pHbBIE OTHUMYT %Y BAC 3TOT rag*eT no npuydvHe Hanvd1Aa B HEM PeEsly WX yacTer. JluuHo Y MEaHA ero

OTHANK Kaz2aXK, Y KOTOpDBIX CNOManacCh NPOCEETKA M OHW A0CMaTpWEANM bDaram PYUE M.

Ecnw Bbl NETHUTE A0AM0 M C ANWHHBIMK CTHIKOBKAMMK:
KynuTe ABe-TPpW Camblx AelWEBbIX 3yDHbIX WETKK W «2apAguTes» Mx 3yOHOR NacTol, BOaBNWEaR & B WETWHY. CMOXeTe

NoOYHUCTHTE B‘fﬁbl rae YyrodHo, B nwoboe EpeMA, B mobok mecTe. B KavecTee SNbTEPHATHUERl MOXHD E3ATb OOHY LuéT}-C'f 4l

«MpoBHKMK® 3yOHOR NacTel. HO ero TpyaHO H3ATW. 5 «33pAMeHbIX» WETOK BECAT MEeHblle OAHOMD CTaHAapTHOro THOWKa

«Actually in the backpack you can hide some transformable thinkgs like knife-
multitools. | did it few times just by binding it to the laptop battery with some
wires. On the scanner it looks like some electronic mess with something rectangular
in the center. Usually they [security personnel] don’t pay attention to this. [...]»




Conseguence

Implementation of new objects in X-ray training software?




Systematic Threat Assessment

Evaluation of source and information

THREAT SCENARIO

Feasibility Mitigation




Systematic Threat Assessment

v

Beispiel 1 - Kommentar
Die Pepperbox Derringer geladen in einem “einfachen” Gepackstiick.
‘Sowohl die Form als auch die metallischen Teile sind gut erkennbar.

Lonem SITAMET. ™

X-RAY TUTOR 3




Systematic Threat Assessment

Conclusions
> Keeping up to date
> New types of early stage threats can be found

> Large number of web alerts are constantly generated and have to be

evaluated
> Resulting reports serve as support for decision makers

> Processes must be defined in order to ensure know-how transfer to

security personnel
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Thank you for your attention

Florian Schmid
Project Manager Systematic Threat Assessment

sta@casra.ch

APSS Software & Services Ltd. n w University of Applied Sciences and Arts (‘ =2 ei‘; niversi

North
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