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HPEJJIOKEHUE B OTHOIEHUH JAJTBHEUIIENA PABOTBI NTWG,
KACAIOIIEUCA UCITOJIB30OBAHUSA DJIEKTPOHHBIX BU3 (E-BU3)

(ITpencraBneno Paboueit rpymmoit mo HoBeIM TexHOJOTHAM (NTWG))

1. BBEJAEHME

1.1 Bompocsl  ucrons30BaHUS W TOTEHIMAIBHBICE BO3MOXXHOCTH JJIEKTPOHHBIX Bu3 ("e-BH3bI"
paccmarpuBatorcs NTWG UKAO yxe B TedeHHME HEKOTOPOro BpeMeHH. [IpakTmdeckoe NMpPUMEHEHHE HUMEET
MECTO B ABCTpaJINH, OJTHAKO OHO OTPAaHUIMBACTCS HEO(PHUITMAITEHEIM UCIIOJE30BAHIEM CaMOM ATOU CTPAHOM.

1.2 Bo3moxkHas pa3zpaboTka cienudukannii 11 3JIeKTPOHHBIX BU3 paccMaTpUBallach Ha COBELIAHUU
NTWG B Manuectepe B HosiOpe 1999 rona. ITocire aToro Oblia mpoBecHa AOTIOHATEIbHAS UCCIICI0BATEIbCKASL
pabota, u Ha coBemannu NTWG B Xapieme B urone—asrycre 2000 roga Obl1 npeAcTaBieH U NEPBOHAYATBHO
paccMoTpeH aokyMeHT "Pa3spaboTka crmenmuduxauuii 1y 3MeKTpOHHBIX Bu3". Pe3ynbraThl pazpaboTku ObLIH
npencraiensl Ha coBemanud TAG 13 B despane 2000 roga, u B aekadbpe 2002 roma ABCTpaaus HOArOTOBUIIA
HEPBbIH IPOEKT TEXHUUECKOT0 T0KJIAAA.

1.3 Pazpaborka crnemudukarmii MKAQO, kacaromuxcss BHECEHUS OHOMETPHUYECCKUX AaHHBIX B
MaITHHOCUYNUTEIBaeMble mpoe3aabie qokyMmeHTsl (MCII), n B gacTHOcTH pemenue coBemanms TAG 14 B mae
2003 roga omoOpuTh Kcnonb3oBaHHe OeckOHTaKTHBHIX MC OonbLION €MKOCTH Ui XpaHEHUs WHPOPMAIHH C
uesbio ux npuMeHenus: B MCII/] npu BHeceHHH OMOMETPUYECKUX NAHHBIX, BBI3BAIN JOMOIHUTEILHOE BHUMaHUE
K JAHHOMY METOJy XpaHEHHS JaHHBIX TPUMEHHUTEILHO K BU3aM.

2. HNCXOJHASA HHOOPMAIIUA

2.1 B mupoxoil mepcrekTuBe €-BU3bI MOTYT HAaWTH 3HAUYUTEIBHOE MPHMMEHEHHE B rOCyJapcTBax
coobmectBa MKAO, B wactHOoCcTH B CBsi3u ¢ Japyrumu nHunuatnBamu NTWG, KacarommMucs BHECEHUS
onometpudecknx mMaHHbIX B MCII. OTo mpumeHeHHEe MOKET MPHHECTH TMOJB3y BCEM TOCYIapcTBaM, B
YaCTHOCTH TPU MPOBEPKE JIMYHOCTH MACCAKUPOB M MPUEMIIEMOCTH UX JIOKYMEHTOB. BH3bI OOBIYHO BBIIAIOTCS
JUIsl MCHOJB30BaHUSA MPUHUMAIOLUIUM TOCYJapCTBOM WIIM TPYHION TrocydapcTB, XU C ITOM TOUKH 3pPEHUA
He00XO0MMO paccMaTpUBaTh KOHKPETHBIA XapakTep BUAOB IPUMEHEHHS U MTPEUMYIIECTB €-BU3.
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2.2 Yka3aHHBIH B 11. 1.2 BBITIE TOKYMEHT OIPENEIsSeT TPH THITA €-BH3, OJTHAKO B XOJI€ MOCIICTYIOITIX
pa3paboToK, YIOMSHYTHIX B 1. 1.3 BBIIIE, OBUIO OMPECIICHO YE€THIPE CIACAYIOMNE THIIA ¢-BH3;

a) YHCTO OJIIEKTPOHHAs BH3a, KOTJA BHM3a WM pa3pelieHne Ha BHE3/ BBHIACTCS B BHIE
3JIEKTPOHHOM 3aIUCH;

b) osmexkTpoHHas BH3a, KOTOpas BBIJACTCS COIVIACHO ONHCAHHOMY BBIIIE, OJHAKO TaKKe
peructpupyercss B MCIIJl, wumeromem OeckoHTakTHYI0 HMC OGonpImoid eMKOCTH, B
COOTBETCTBHU C TEXHUYECKUMH crienupukanusmu, paspadbarsiBaemeivu NTWG UKAO;

C) DIIEKTPOHHAs BW3a, KOTOPAs BBIAAETCS COTJIACHO OMHCAHHOMY BBIIIE, OJHAKO 3aIHChIBACTCS
Ha OCCKOHTaKTHBIA HOCUTENh WHGOPMAIMH OOJBIION €MKOCTH, MCTIOIL3YEMBIH C OOBITHON
BKJICUBACMOMH BU30i1; U

d) OJICKTPOHHAA BU3a, KOTOpasd BbIAACTCA COTJIACHO OIMMCaHHOMY BBINIC, OJJTHAKO 3aIIMChIBACTCA
Ha MRV CIICHUAJIBHOT'O THIIA, TIIPHU 3TOM ,E[aHHBIfI HOCHTCIIb I/IH(I)OpMaI_II/II/I BbIOACTCA IJIs
CHeHHaﬂBHOﬁ e perucrpanmuun OI[HOI71 NI HCECKOJIBKUX C-BU3 PA3JIMYHBIX TOCYyAapCTB B
TCUYCHUEC €T0 CPOKa UCIIOJIB30BaAHU.

2.3 Coremranne NTWG B lNaare B depane 2004 royja cormacuinock ¢ T€M, YTO COOTBETCTBYIOIIUN
noakomuteT NTWG nmomKkeH TPOTOKUTh MaHHYIO pPabOTy, MPEKpacHBIE pe3yiabTaThl KOTOPOH ITO3BOJIMIIH
MIOATOTOBUTHh TPOEKT TEXHUYECKOTO aokiaana. llemp 3akmiodaeTcss B TOM, YTOOBI BKJIIOYHTH B TEXHHUCCKHIMA
JIOKJIAJ] SJICKTPOHHOE XpaHEHUE JAaHHBIX O BH3aX, MCIONKL3Ys OeckoHTakTHBIE MIC, Kak 3TO M3JI0XKEHO B II. 2.2 b)
BBIIIIC.

2.4 [Ipu nposenennu 3toii padoTsl moakomureTy NTWG npeacTouT caenarthb clieayronee:
a) IOAIOTOBUTH IIPEUIOKEHHUS O BO3MOXKHBIX CIOCO0AaxX BHEIPEHHsS €-BU3, C YUYETOM
tpeboBannii UKAO 0 BO3MOXXHOCTH HCIIOJIBE30BaHMS OMOMETPHICCKUX JAaHHBIX, PACCMOTPEB

X JOCTOMHCTBA U OTPAHUYCHUA,

b) paccMOTpeTh BO3MOXHBIC CIIOCOOBI OpPraHMYECKOW YBs3KH e-Bu3 ¢ apyrumu MCITJ]
(macnopramu);

C) paccMOTpeTh NIOTEHIMANbHbIE IPENATCTBUS Ha IIyTH BHEAPEHUS €-BU3 OT HadaJbHbBIX CTaluil
0 KOHEYHOTO pe3ysibTaTa, BKJIOYass AacCHEeKThl YHUBEPCAJIbHOCTH M 3alUTHI, a TaKXKe
TEXHUYECKUE MPOOJIEMBI; U
d) ompenenuTs NporpaMMbl IPOBEACHUS NIPAKTUIECKOM OLIEHKU Ha KOOIIEPAaTUBHON OCHOBE.
2.5 [IpuBenennoe B nobasnennu npeanaraemoe "Coxaepxanue” omnpeaeiseT pa3IuyHbIe acleKThl U
BOIIPOCHI, KOTOpBIE OyIyT pACCMOTPEHbI U BKJIFOUEHBI B TEXHUUECKHUIl OTUET IO e-BU3aM.
3. JEUCTBUA TAG-MRTD
3.1 TAG-MRTD npennaraercs:

a) yTBepAHTH NponaosrkeHne mpoBogumMori NTWG pa3paboTku MHCTPYKTHBHOTO MaTepHayia U
CTaHJIapPTOB, KaCalOIIUXCA OJIIEKTPOHHBIX BU3 M WX BO3MOXKHBIX BHUIOB TPUMEHCHUS
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coobmectBoM MKAQO, a Takxke pa3pabOTKy MOTHOTO TEXHWYECKOTO IOKJIama IO STUM
BOIIpOCaM IS oceaytomero paccmorpenus u npunastust TAG-MRTD; u

IMOCTaHOBUTb, YTO IIPHM IIOATOTOBKE YIIOMAHYTOI'0O TEXHHUYCCKOI'O IOOKIagda CICOYyET

PYKOBOJICTBOBAThCS MpemtoskeHHBIM "CoepikanueM’ OyayIero TeXHHIECKOTo JOKIaaa, He
OTPaHUYHUBASCH MPU 3TOM MEPESUUCICHHBIMU B HEM BOTIPOCAMHU.
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APPENDI X

PROPOSAL FOR CONTINUING THE WORK BY THE NTWG
ON ELECTRONIC VISAS (E-VISAYS)

PROPOSED TECHNICAL REPORT, TABLE OF CONTENTS

Thecasefor e-visas

Goals

2.1, Major
2.1.1. ICAO'sMRTD compliance
2.1.2. Improved verification and facilitation at port of entry
2.2.  Derived
2.2.1. Practica experience on implementing multiple biometrics

e-Visa types— advantages and limitations

3.1.  Chipenabled
3.1.1. Chip attached to passport
3.1.2. Freestanding document (paper with chip or card)
3.2.  Centra database
3.2.1. Electronic visain data base only (pointer)
3.3.  Hybrid
34. Refer to DIMIA (Australiads paper)

Visaregistration issues (initial data capture)

4.1. Additional biometrics
4.2. Enrollment

I nter oper ability issues

5.1  Readability by other stakeholders such as airlines
5.2. Increased capacity to authenticate
5.3.  Evauate impact of MRTD compliance vs. technical constraints
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10.

11.

Privacy issues

6.1. Use NTWG MRTD published documents
6.2. Include comments on specific local laws at enrollment countries
6.3. Link to data security

Chip insertion, manufacturing, durability and cost issues

7.1 Practical issues at issuing point

7.2.  Chipinclusion within label / sticker / paper (ex : secure films & laminates)
7.3.  Physical compatibility issues between passport book and visa media

7.4.  Critical component issues for durability

e-Visa chip layout (data structure)

81 MRTD compliance
8.2.  Correlation with printed data
83. SeeNTWG LDS and PKI updates

Use of e-Visa at control point (data robustness, external
coherence, reading constraints)

9.1. Describe several scenarios
9.2.  Verification of data

9.2.1. Integrity checks

9.2.2. External data base matching
9.3.  Common reader check point issues

Correlated data security and integrity issues (both of chip
and other visa security features)

10.1. Physical: mechanical stamping and clipping areaissues
10.2. Logica: see NTWG PKI updates focussed only on non tampering
10.3. Potential interferences

Deployment constraints and potential interactionson MRTD
passports

11.1. Coallision detection (two chips and more inside asingle MTRD passport)

11.1.1. Passport chip should never be obscured/incapacitated by e-visa chip

11.1.2. Collect and analyse chip interoperability aswell as reader interoperability data
11.2. Performance issues
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13.

14.

15.
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11.2.1. Sequence and timing of passport and e-visa read steps by chip reader
11.2.2. Ownership dialogue time (to identify a given e-visa amongst several other ones
already on passport)
11.3. Antennasizesand layout on passport (see WG8 and e-passport task forcerecommendations)
11.3.1. Mutua antenna de-tuning (antenna overlay)
11.3.2. Single resonator for multiple e-visas
11.4. Coordinate with WG8 papers N947, N938 , etc. on antennaand MRTD

e-Visavalidity and cancellation

12.1. Multiplevs. single entry, extension, expiry
12.2. Initialy: WORM only (like passports), so no extension, so far
12.3.  Should it be destroyed ? (by issuing country ?)

Conclusion

13.1. Feasibility, stumbling blocks and time-to-market estimates
13.2. Recommendations

13.2.1. RFI from the Industry

13.2.2. Test scenarios (see Appendix I1)

13.2.3. Pilot sites

Appendix | : Reference documents (ICAO, 1SO, EU, SC17,
WG8 and other origins)

Appendix |I: Practical e-visa test implementation

15.1. Refer to WG8 antenna discussions
15.2. Coordinate with Japan test site
15.3. Include MasterCard's own interoperability data
15.4. Multiple e-visas on a single passport
15.4.1. Reproducible successful read rate levels
15.4.2. Optimized passport page layout
15.5. Single antenna
15.5.1. Influence of antenna size and location
15.5.2. Pardlel MRZ and chip reading
15.5.3. Combining passport ID1 and (smaller) e-visa antennas
15.6.  Other interferences
15.7. Durability data
15.7.1. Mechanical resistance (stamping, etc.)
15.7.2. Encryption compromises
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