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1. INTRODUCTION

1.1 The sixth edition of Part 1, Volume 2 of Doc 9303 — Machine Readable Travel
Documents, published in September 2006, and the third edition of Part 3, Volume 2, published in 2008,
contain the technical specifications of the Logical Data Structure (LDS) in Section III, and the Public Key
Infrastructure (PKI) in Section IV.

1.2 Issues that arise within the scope of Doc 9303 are being addressed in the Supplement to
Doc 9303, the purpose of which Supplement is to provide guidance, advice, updates, clarifications and
amplifications for the travel document community to have timely and official direction with respect to the
standards. The Supplement is published on a regular basis.

1.3 In this fast moving world it is necessary to evaluate the specifications in Doc 9303 from
time to time to stay up to date, especially with respect to cryptographic security features and PKI.

1.4 Such evaluation activities were announced at the nineteenth meeting of the TAG/MRTD
in December 2009 through Information Paper TAG/MRTD/19-1P/2. The results of the evaluation were
detailed in a technical report providing updated specifications on relevant subjects.

1.5 At its meeting in Bern, Switzerland in May 2011, the NTWG approved this technical
report for presentation at the twentieth meeting of the TAG/MRTD.

(22 pages)
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2. TECHNICAL REPORT

2.1 The technical report containing the revised specifications is entitled LDS and PKI
Maintenance (version 1.0) and addresses the revised specifications detailed below.

2.2 LDS version information: The LDS version is indicated in a file called EF.COM, which
is not electronically signed. Undetected manipulation of its contents is possible, and this may be of
interest for an attacker, who aims to mask the presence of new security features in a specific LDS version.
The Document Security Object has therefore been extended with a signed attribute, containing the LDS
and Unicode version information. This information is protected by Passive Authentication.

2.3 Certificate profiles: Volume 2, Section IV, Normative Appendix 1 of Doc 9303 specifies
certificate profiles for Country Signing CA certificates and Document Signer certificates. In practice, the
assignment of qualifications such as mandatory and optional to various certificate extensions appears to
be too strict in some cases and not strict enough in others, resulting in interoperability issues in the
exchange of certificates. The specified profiles have now been revised.

24 Access Control: The present access control mechanism for electronic machine readable
travel documents is Basic Access Control, which was evaluated in relation to future technology
developments and e-passport validity periods. A revised access control mechanism has been developed,
which is specified in the technical report Supplemental Access Control for Machine Readable Travel
Documents, endorsed by TAG/MRTD/19.

2.5 Active Authentication: Although Doc 9303 specifies the use of various cryptographic
algorithms, for Active Authentication the Seventh Supplement to Doc 9303 recommends the use of RSA
and not ECDSA. The technical report provides a specification for the use of ECDSA in Active
Authentication, in which a choice is made between the alternative methods of implementation.

2.6 Extended Length: Doc 9303 does not contain specifications for the use of Extended
Length in the communications between an e-passport chip and an inspection system. Specifications on the
use of Extended Length are under development within the International Organization for Standardization
and the results, once finalized, will be incorporated into, or referenced in, Doc 9303.

3. ACTION BY THE TAG/MRTD

3.1 The TAG/MRTD is invited to:

a) recognize the necessity of regular evaluations of the specifications in Doc 9303
to preserve an appropriate level of accuracy and security; and

b) approve the technical report LDS and PKI Maintenance containing revised
specifications for inclusion in Doc 9303.
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1. Introduction

The specifications for the electronic part of MaehReadable Travel Documents have been in place
since 2004. In this fast moving world it is necegda evaluate these specifications from time neetito
stay up to date, especially with respect to th@tographic security features and PKI.

Therefore an evaluation work plan has been devd|ggédressing the various aspects that may need to
be updated.

This Technical Report results from this evaluatiamd provides updated specifications for relevant
subjects.

1.1 Assumptions

It has been assumed that the reader is familidr thvé concepts and mechanisms offered by public key
cryptography and public key infrastructures.

It has been assumed that the reader is familidr tivé contents diCAO Doc 9303-Machine Readable
Travel Documents, part 1-Machine Readable Passpddlime 2-Specifications for Electronically
Enabled Passports with Biometric Identification @apity, sixth edition-2006e.9.ICAO Doc 9303-
Machine Readable Travel Documents, part 3-Machieadable Official Travel Documents, Volume 2-
Specifications for Electronically Enabled MRtdshwiiometric Identification Capability, third edite
2008 as well as3CAO Supplement to Doc 9303, latest release

1.2 Terminology

1.2.1 Technical report terminology

The key words "MUST", "SHALL", "REQUIRED", "SHOULQ"RECOMMENDED", and "MAY" in
this document are to be interpreted as describ&FiD 2119S. Bradner, “Key words for use in RFCs
to Indicate Requirement Levels”, BCP 14, March 1997

In case OPTIONAL features are implemented, they MBS implemented as described in this
Technical Report.

1.2.2 Abbreviations

Abbreviation

Cos Document Signer Certificate

DER Distinguished Encoding Rule

ICAO International Civil Aviation Organization
LDS Logical Data Structure

SO Document Security Object

1.3 Reference documentation
The following documentation served as referencdfmr 9303, Technical Reports and the Supplement:

ANSI X9.62:2005,'Public Key Cryptography For The Financial Serviceslustry: The Elliptic Curve
Digital Signature Algorithm (ECDSA)”, 7 January 199

FIPS 180-2Federal Information Processing Standards Publicat{IPS PUB) 180-2, Secure Hash
Standard, August 2002

FIPS 186-2 or 186;3Federal Information Processing Standards PublmaiFIPS PUB) 186-2 (+
Change Notice), Digital Signature Standard, 27 Jayw2000 (Supersedes FIPS PUB 186-1 dated 15
December 1998)
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ISO 1073-2: 1976AIphanumeric character sets for optical recognitienPart 2: Character set OCR-B
— Shapes and dimensions of the printed image

ISO 1831: 1980Rrinting specifications for optical character reation

ISO 3166-1: 2006Codes for the representation of names of coungestheir subdivisions — Part 1.
Country codes

ISO 3166-2: 2007Codes for representation of names of countriesthait subdivisions — Part 2:
Country subdivision code

ISO/IEC 7810: 1993dentification cards — Physical characteristics

ISO/IEC 7816-2: 2007dentification cards - Integrated circuit cards aR 2: Cards with contacts -
Dimensions and location of the contacts.

ISO/IEC 7816-4: 2009dentification cards — Integrated circuit cards —arP4: Organization, security
and commands for interchange

ISO/IEC 7816-5: 2004dentification cards — Integrated circuit cards —arP5: Registration of
application providers

ISO/IEC 7816-6: 2004dentification cards — Integrated circuit cards Part 6: Interindustry data
elements for interchange (Defect report included)

ISO/IEC 7816-11: 2004dentification cards — Integrated circuit cards —arP11: Personal
verification through biometric methods

ISO 8601:2000Data elements and interchange formats — Informaitiberchange — Representation of
dates and times

ISO/IEC 8825-1:2002nformation technology — ASN.1 encoding rulescBipation of Basic
Encoding Rules (BER), Canonical Encoding Rules (CGiid Distinguished Encoding Rules (DER)

ISO/IEC 9796-2: 2002nformation Technology — Security Techniques —tBlig@ignature Schemes
giving message recovery — Part 2: Integer factdgiirabased mechanisims

ISO/IEC 9797-1:1999nformation technology —Security techniques — Mgsgeauthentication Codes
(MACs) — Part 1: Mechanisms using a block cipher.

ISO/IEC 10373-6:2011dentification cards — Test methods — Part 6: Pnaity cards

ISO/IEC 10373-6:2001/Amd 7:201@jentification cards — Test methods — Part 6: Pnoixy cards —
Test methods for ePassports and ePassport Readers

ISO/IEC 10646:2003nformation technology — Universal Multiple-Octedded Character Set (UCS).

ISO/IEC 10918|nformation technology — Digital compression andiog of continuous-tone still
images.

ISO 11568-2:2008anking — Key management (retail) — Part 2: Synmimetphers, their key
management and life cycle.
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ISO/IEC 11770-2:1998nformation technology! Security techniques Key management Part 2:
Mechanisms using symmetric techniques.

ISO/IEC 14443-1:2008dentification cards — Contactless integrated cit(s) cards — Proximity
cards — Part 1: Physical Characteristics

ISO/IEC 14443-2:2010dentification cards — Contactless integrated ait¢s) cards — Proximity
cards — Part 2: Radio Frequency Power and Signtdrface

ISO/IEC 14443-3:2011dentification cards — Contactless integrated cit(s) cards — Proximity
cards — Part 3: Initialization and Anticollision

ISO/IEC 14443-4:2008dentification cards — Contactless integrated ait¢s) cards — Proximity
cards — Part 4: Transmission protocol

ISO/IEC15444|nformation Technology - JPEG 2000 image codingesys

ISO/IEC 15946: 2002nformation technologyl Security techniques Cryptographic techniques based
on elliptic curves.

ISO/IEC 19794-4|nformation technology — Biometric data intercharfgrmats — Part 4: Finger
image data

ISO/IEC 19794-5|nformation technology — Biometric data intercharfigrmats — Part 5: Facial
image data

ISO/IEC 19794-6|nformation technology — Biometric data intercharfgrmats — Part 6: Iris image
data

RFC 2119S. Bradner, “Key words for use in RFCs to IndicReqguirement Levels”, BCP 14, March
1997.

RFC 3279W. Polk, R. Housley, L. Bassham, “Algorithms anehtifiers for the Internet X.509 Public
Key Infrastructure Certificate and Certificate Reation List (CRL) Profile”, April 2002.

RFC 3280R. Housley, W. Polk, W. Ford, D. Solo, “X.509 Rulley Infrastructure Certificate and
Certificate Revocation List (CRL) Profile”, April0B2.

RFC 5280D. Cooper, S. Santesson, S. Farrell, S. BoeyeHpRsley, W. Polk, “Internet X.509 Public
Key Infrastructure Certificate and Certificate Reation List (CRL) Profile”, May 2008.

RFC 3369R. Housley, Cryptographic Message Syntax (CMS)ustgp02.

RFC 3447,). Jonsson, B. Kaliski, “Public-Key Cryptography&dards (PKCS) #1: RSA Cryptography
Specifications Version 2.1, February 2003.

TR-03111 Bundesamt fur Sicherheit in der Informationstechpilechnical Guideline - Elliptic Curve
Cryptography - Version 1.11%, April 2009.

Unicode 4.0.0The Unicode Consortium. The Unicode Standard, \@ar4i0.0, defined by: The Unicode
Standard, Version 4.0 (Boston, MA, Addison-Weg&le93. ISBN 0-321-18578-1) (Consistent with
ISO/IEC 10646-1)
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2. LDSVersioning

2.1 Present specification

ICAO Doc 9303 specifies in Volume 2, Section IlHetLDS version 1.7. LDS version numbering and
Unicode version numbering are specifies in the ERCas follows:

Header. The Header contains the following information, @thienables a receiving State or approved
receiving organization locate and decode the varidata Groups and Data Elements contained within
the block of data recorded by the issuing Stat@rganization.

APPLICATION IDENTIFIER (AID)
LDSVERSION NUMBER
UNICODE VERSION NUMBER

LDS Version NumberThe LDS Version Number defines the format versidrthe LDS. The exact
format to be used for storing this value will bdided in the technology mapping annexes. Standeddiz
format for an LDS Version Number is "aabb", where,
* "aa" = number (01 —99) identifying the Versiontloé LDS (i.e., Significant additions to the
LDS)
* "bb" = number (01-99) identifying the Update of i8S

Future upgrades to the standardized organizatidineo. DS have been anticipated and will be addcesse
through publication of Amendments to the specifara by ICAO. A Version Number will be assigned
to each upgrade to ensure that receiving Stateagmaved receiving organizations will be able to
accurately decode all versions of the LDS.

Unicode Version NumbefThe Unicode Version Number identifies the codingtimd used when
recording alpha, numeric and special charactecédmg national characters. The standardized forma
for a Unicode Version Number is “aabbcc”, wheregTdxact format to be used for storing this value
will be defined in the technology mapping annexes.
* “aa” = number identifying th& ajor version of the Unicode Standard (i.e. Significant addiion
to the standard, published as a book);
e “pbb” = number identifying thé/inor version of the Unicode Standard (i.e. Character additions
or more significant normative changes, published @schnical Report); and
* “cc” = number identifying thé&Jpdate version of the Unicode Standard (i.e. Any other changes
to normative or important informative portions bétStandard that could change program
behavior. These changes are reflected in new Uai@idhracter Database files and an update

page).

Although future upgrades to the standardized omgdioin of the LDS have been anticipated and the
decoding of future LDS versions is supported byltb& version number, this construction has a
drawback.

The EF.COM file is not signed. Therefore undetecteshipulation of its contents is possible. This may
be of interest for an attacker, who aims at maskiegpresence of new security features in a specifi
LDS version.

Therefore it is desirable that the LDS version namb part of the signed information, and as such
protected by Passive Authentication.
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2.2 Revised specification

The Document Security Object has been extendedansigned attribute, containing the LDS and
Unicode version information:

LDSVersi onl nfo ::= SEQUENCE {
| dsVer si on PRI NTABLE STRI NG
uni codeVersi on PRI NTABLE STRI NG }

The version number of the Document Security Olfp@stbeen incremented from VO to V1.

Specification of the Security Object V1 is as fol®

The Document Security object is implemented aggaediData Type, as specified in RFC 3389,
Housley, Cryptographic Message Syntax (CMS), Aug@2.All security objects MUST be produced
in Distinguished Encoding Rule (DER) format to gne® the integrity of the signatures within them.

Signed Data Type
The processing rules in RFC3369 apply.

m mandatory — the field MUST be present
X do not use — the field SHOULD NOT be populated
o] optional — the field MAY be present
c choice — the field contents is a choice froraralhtives
Value Comments
SignedData
version m Value = v3
digestAlgorithms m
encapContentinfo m
eContentType m id-icao-mrtd-security-ldsSagbject
eContent m The encoded contents of an IdsBg0bject
certificates m Nations SHALL include the Docurm&igner
Certificate (Gs) which can be used to verify the
signature in the signerinfos field.
Crls X It is recommended that States do nothisefield
signerinfos m It is recommended that states priyide 1
signerinfo within this field.
Signerinfo m
version m The value of this field is dictatadthe sid field. See
RFC3369 Section 5.3 for rules regarding this field
Sid m
issuerandSerialNumber c It is recommeritdatinations support this field over
subjectKeyldentifier.
subjectKeyldentifier c
digestAlgorithm m The algorithm identifier thfe algorithm used to
produce the hash value over encapsulatedContent and
SignedAttrs.
signedAttrs m Producing nations may wismtdude additional
attributes for inclusion in the signature, however
these do not have to be processed by receiving
nations except to verify the signature value.
signatureAlgorithm m The algorithm identifigfrthe algorithm used to
produce the signature value, and any associated
parameters.
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Value Comments
signature m The result of the signature getiweT process.
unsignedAttrs o] Producing States may wishis®this field, but it is
not recommended and receiving nations may choose
to ignore them.

ASN.1 Profile LDS Security Object

LDSSecurityQbject {iso(2) identified-organization(23) icao(136)
nrtd(1) security(l) ldsSecurityCbject(1)}

DEFINITIONS I MPLIC T TAGS :: =
BEG N

-- Inmports from RFC 3280 [ PRCFI LE], Appendix A 1

Al gorithm dentifier FROM

PKI X1Explicit88 { iso(l1l) identified-organization(3) dod(6)
internet(1) security(5) mechani sns(5) pkix(7)

i d-nmod(0) id-pkixl-explicit(18) }

-- Constants
ub- Dat aGroups | NTEGER :: = 16

-- (bject ldentifiers

id-icao OBJECT I DENTIFIER ::= {2.23. 136}
id-icao-nrtd OBJECT IDENTIFIER ::= {id-icao 1}
id-icao-nrtd-security OBJECT IDENTIFIER ::= {id-icao-nmtd 1}
id-icao-nrtd-security-ldsSecurityQobject OBJECT I DENTIFIER ::= {id-

i cao-mrtd-security 1}

-- LDS Security bject

LDSSecurityQbjectVersion ::= | NTEGCER {VO(0), V1(1)
-- | f LDSSecurityQObjectVersion is V1, |ldsVersionlnfo MIST be present }
DigestAlgorithmdentifier ::= Algorithm dentifier
LDSSecurityQCbj ect ::= SEQUENCE {
ver si on LDSSecurit yQbj ect Ver si on,
hashAl gorithm Di gest Al gorithm dentifier,

dat aGr oupHashVal ues  SEQUENCE SI ZE (2. . ub-Dat aGroups) OF
Dat aG oupHash

| dsVer si onl nfo LDSVer si onl nf o OPTI ONAL

-- |If present, version MJST be V1 }

Dat aG oupHash ::= SEQUENCE ({

dat aGr oupNunber Dat aG oupNunber,

dat aG oupHashVal ue OCTET STRI NG }
Dat aG oupNunber ::= | NTEGER {

dat aGroupl (1),

dat aG oup?2 (2),

dat aGr oup3 (3),

dat aG oup4 (4),

dat aGr oup5 (95),
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dat aGr oup6 (6),
dat aG oup7 (7),
dat aGr oup8 (8),
dat aG oup9 (9),
dat aGr oup10 (10),
dat aG oupll (11),
dat aGroupl2 (12),
dat aG oup13 (13),
dat aGroupl4 (14),
dat aG oup15 (15),
dat aGr oupl6 (16)}
LDSVersi onl nfo ::= SEQUENCE {
| dsVer si on PRI NTABLE STRI NG
uni codeVersi on PRI NTABLE STRI NG }
END
Note:

The fielddat aGr oupVal ue contains the calculated hash over the completeentsof the Data group
EF, specified bylat aG oupNurnber .

2.3 Backwards compatibility

The change will be implemented in the revised Lp&ctications V1.8.

The change has an impact on inspection systemseTlystems will need to be able to parse the\&D
structure. When the EF.COM is not present, versgitormation (both the LDS version as well as the
SO, version) can only be retrieved from thesSO

2.4 Implementation strategy

With this change all information, present in the &M, has been duplicated in the $S®@his means
that the EF.COM will be removed from the specificas from the next LDS version after V1.8.
Itis RECOMMENDED that inspection systems that refythe EF.COM will be modified to use the
SO instead as soon as possible.

2.5 Documentation
Present documentation, affected by this change, is:

ICAO Doc 9303-Machine Readable Travel Documentg, pdachine Readable Passports, Volume 2-
Specifications for Electronically Enabled Passpavith Biometric Identification Capability, sixth
edition-2006

* Normative Appendix 3 to Section IV - “Document SetyuObject”

ICAO Doc 9303-Machine Readable Travel Documentd, ddachine Readable Official Travel
Documents, Volume 2-Specifications for ElectromycBhabled MRtds with Biometric Identification
Capability, third edition-2008

* Normative Appendix 3 to Section IV - “Document SetyuObject”

ICAO Supplement to Doc 9303, latest release
* R1-pl_v2 slV_0006
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3. Certificate Profiles

3.1 Present specification

ICAO Doc 9303 specifies in Volume 2, Section IV,rN@ative Appendix 1 the certificate profiles for
Country Signing CA certificates and Document Sigrestificates.

In practice the assignments of the qualification, o, andc to the various extensions appeared to be
too strict in some cases, as well as not strictghon others. This resulted in interoperabilityuss at
the exchange of certificates. Therefore the sptirofiles were reviewed.

3.2 Revised specification
The review of the certificate profiles resultedhe revised profiles shown in par. 3.2.1.

These profiles are based on the requirement tlchtisauing State or entity SHALL create a single
CSCA for the purpose of signing all Doc 9303 compliMRTDs/MRtds.

Also two additional certificate profiles were dedah
» for the CSCA Master List Signer
» for Communications, even though it is not stricteded today. This is a future proofing step,
the certificate may be used for access to the PKIDrd.DAP/EMAIL/ HTTP communications
between countries. It is recommended to positiuhder the CSCA.

3.2.1 Certificate Profiles
The profile uses the following terminology for eaafithe fields in the X.509 certificate:

m mandatory — the field MUST be present

X do not use — the field SHOULD NOT be populated

o] optional — the field MAY be present

c critical — the extension is marked critical, ligt® applications MUST be able to process this
extension.

Certificate Body

Certificate Component g?:cg%nzg% Certificates Comments
Certificate 41.1 m

TBSCertificate 4111 m see next part of theeta

signatureAlgorithm 41.1.2 m value inserted hdgpendent on
algorithm selected

signatureValue 41.1.3 m value inserted herexépnt on
algorithm selected

TBSCertificate 4.1.2

version 4.1.2.1 m MUST be v3

serialNumber 4.1.2.2 m

signature 4.1.2.3 m value inserted here MUSTciméite
OID in signatureAlgorithm

issuer 4.1.2.4 m See Note 3

validity 4.1.2.5 m Implementations MUST speaif§ing
UTC time until 2049 from then on using
GeneralizedTime

subject 4.1.2.6 m See Note 3

subjectPublicKeylnfo 4.1.2.7 m

issuerUniquelD 4.1.2.8 X

subjectUniquelD 4.1.2.8 X

extensions 41.2.9 m see next table on whidensions
should be present
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Extensions
. Section Cpuntry Document i a;ter Communi
Extension name in RFC Signing Signer _Llst o~ Comments
5280 CA Signer
AuthorityK eyl dentifier 4.2.1.1 m m m m
keyldentifier m m m m
authorityCertlssuer 0 0 0 0
authorityCertSerialNumbe 0 0 0 0
SubjectK eyl dentifier 4.2.1.2 m 0 0 0
subjectKeyldentifier m m m m
KeyUsage 4213 mc mc mc mc
digitalSignature X m m m
nonRepudiation X X X X
keyEncipherment X X X 0
dataEncipherment X X X X
keyAgreement X X X 0
keyCertSign m X X X
cRLSign m X X X
encipherOnly X X X X
decipherOnly X X X X
This would be
the issuing
. . period of the
PrivateK eyUsagePeriod m m m m private key (ref,
RFC3280,
section 4.2.1.4
CertificatePolicies 4214 0 0 0 0
Policylnformation m m m m
policyldentifier m m m m
policyQualifiers 0 0 0 0
PolicyM appings 4.2.15 X X X X
SubjectAltName 42.1.6 m m m m See Note 4
I ssuer AltName 4217 m m m m
gubj ectDirectoryAttribute 4218 X N X X
Basic Constraints 4.2.1.9 mc X X X
cA m X X X
In Country
Signing CA
PathLenConstraint m X X X Certificates
PathLenConstra
nt MUST
always be ‘0’
NameChange 0 X X X See Note 5
DocumentType X m X X See Note 6
NameConstraints 4.2.1.10 X X X X
PolicyConstraints 42111 X X X X
ExtK eyUsage 42112 X X mc mc
CRLDistributionPoints 4.2.1.13 m m m 0 MUEIT 1D ek,
http or https,
distributionPoint m m m m
reasons X X X X
cRLIssuer X X X X
InhibitAnyPolicy 4.2.1.14 X X X X
Freshest CRL 4.2.1.15 X X X X
privatel nternetExtensions | 4.2.2 (o] (o] 0 0
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Section | Country M aster :
Extension name in RFC | Signing Dg.:u:]:“ List C(():g:in;?]m Comments
5280 CA 9 Signer
other private extensions N/A 0 0 0 0

Note 1 - Link Certificates:
Link Certificates follow the profile for CSCA ceiitiates.

Note 2 - Algorithms:
Refer to Doc 9303 for approved algorithms.

Note 3 — Certificate and Naming conventions

The following naming and addressing conventionidsuer and Subject fields are REQUIRED.

e country. (country codes MUST follow the format wfatletter country codes, specified in ISO 3166-
1: 2006,Codes for the representation of names of counektheir subdivisions — Part 1.:
Country codes

* common name.

Other attributes MAY be used at the discretiorhefissuing State.

Note 4 - AlternativeName:
AlternativeName serves two functions.

First function is to provide contact informationtoe subject and/or issuer of the certificate. that
purpose it SHOULD include at least one of the follny:

» rfc822Name;

* dNSName;

» uniform Resourceldentifier

Second function is to provide a directory stringdmaf ICAO assigned country codes. For this purpose
certificates issued using this profile MUST additidly include a directory name that is constructed
follows:

» localityName that contains the ICAO country codét appears in the MRZ;

« if this country code does not uniquely define &iing State or entity, the attribute
stateOrProvinceName SHALL be used to indicate @0 assigned three letter code for the
issuing State or entity.

Other attributes are disallowed.

Note 5 - NameChange extension:

When a CSCA key rollover occurs a certificate MU&Tissued that links the new key to the old key to
provide a secure transition for relying partiesn@ally this is achieved through the issuance s¥l&
issued certificate where the issuer and subjeldsfiare identical but the key used to verify themature
represents the old key pair and the certified pukdly represents the new key pair.

It is RECOMMENDED that CSCAs do not change their DiMecessarily as there is an adverse impact
on relying parties (other states must retain bla¢hald and new names as valid CSCAs for the saate st
until all ePassports signed under the old name bBapeed). However, if a name change is necessary
this can be conveyed to relying parties throughigkeance of a certificate where the issuer iwttie

DN and the subject is the new DN. This certifiozd@ also convey a key rollover in the same wayas t
self-issued certificate where the key used to yehé signature represents the old key pair and the
certified public key represents the new key paarti@icates that convey both a CSCA name change and
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a key rollover for that CSCA SHOULD also include thameChange extension to identify the
certificate as such. The NameChange extensionmerenange certificates MUST be set to non-critical
This has no effect on PathLengthConstraint; it iesd’.

ASN.1 for Name Change extension:

naneChange EXTENSION ::= {
SYNTAX NULL
| DENTI FI ED BY i d-icao-nrtd-security-extensions-nameChange}
i d-icao-nrtd-security-extensi ons OBJECT | DENTIFIER ::= {id-icao-nrtd-
security 6}
i d-icao-nrtd-security-extensions-nameChange OBJECT | DENTIFIER ::= {id-

i cao-
nrtd-security-extensions 1}

Note 6 — DocumentType extension
The DocumentType extension MUST be used to inditea@locument types as they appear in the MRZ
that the corresponding Document Signer is alloveggrdduce. The extension is identified below.

ASN.1 for Document Type List extension:
document TypeLi st EXTENSION ::=

SYNTAX Docunent TypeLi st Synt ax

| DENTI FI ED BY i d-icao-nrtd-security-extensions-docunent Typeli st}
Document TypeLi st Syntax ::= SEQUENCE {

ver si on Docunent TypelLi st Ver si on,

docTypeLi st SET OF Docunent Type }
Docunent TypelLi st Version ::= | NTEGER {v0(0)}

-- Docunent Type as contained in MRZ, e.g. "P'" or "ID' where a
-- single letter denotes all docunent types starting with that letter
Docunent Type ::= PrintableString(l..2)

i d-icao-nrtd-security-extensions-docunment TypelLi st OBJECT | DENTIFIER :: =
{id-icao-nrtd-security-extensions 2}

3.3 Backwards compatibility

These certificate profiles impose new requiremémtse certificate issuers. From an interoperapbilit
point of view relying parties SHOULD be capableactepting certificates that conform to the previous
profile as well as the profiles specified in thispter.

3.4 Implementation strategy

Issuers are RECOMMENDED to start issuing certigssatonforming this new profile starting at their
next CSCA roll-over.

3.5 Documentation
Present documentation, affected by this change, is:

ICAO Doc 9303-Machine Readable Travel Documentg, pdachine Readable Passports, Volume 2-
Specifications for Electronically Enabled Passparith Biometric Identification Capability, sixth
edition-2006

* Normative Appendix 1 to Section IV - “Certificatedfle”
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ICAO Doc 9303-Machine Readable Travel Documentd, 3dachine Readable Official Travel
Documents, Volume 2-Specifications for ElectromycBhabled MRtds with Biometric Identification
Capability, third edition-2008

* Normative Appendix 1 to Section IV - “Certificatedfile”

ICAO Supplement to Doc 9303, latest release
* R3-pl_v2 slv_0038
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4. Access Control

4.1 Present specification
The present access control mechanism for eMRTBass&c Access Control.

4.2 Revised specification

The revised access control mechanisms are desgrnittbe ICAO Technical Report "Supplemental
Access Control for Machine Readable Travel Docusient
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5. ActiveAuthentication

5.1 Present specification

ICAO Doc 9303 specifies in section 1V, par. 8.1lwiespect to Active Authentication that “For
signature generation in the Active Authenticatiogchmanism, States SHALL use ISO/IEC 9796-2
Digital Signature scheme 1 (ISO/IEC 9796-2, Infotiova Technology — Security Techniques — Digital
Signature Schemes giving message recovery — Phrte®yer factorisation based mechanisms, 2002.)”

Doc9303 specifies in section IV, par. 8.4 with esjto the use of ECDSA that “Those States
implementing the ECDSA algorithm for signature gatien or verification SHALL use X 9.62 (X9.62,
“Public Key Cryptography For The Financial Servitedustry: The Elliptic Curve Digital Signature
Algorithm (ECDSA)”, 7 January 1999).

ISO/IEC 9796 specifies that the hash value is ipoated in the signature format. X9.62 specified th
the hash value itself must be used as input fosit@ature algorithm. This is confusing, use of 82D
conforming to X9.62 would violate the requiremempar. 8.1.

To prevent different implementations caused by ¢bisfusion the Supplement to Doc9303 Release 7
recommends the use of RSA for AA and not ECDSA {se@eR7-pl_v2_sV_0057).

The specification in this chapter provides a speatifon of the use of ECDSA in Active Authenticatjo
in which a choice is made between the alternatiagsvior implementation.

5.2 Revised specification
There are three issues that need clarificatiordditianal specification:
* The signature type returned by AA.
* Way to specify the HASH algorithm used.
* When HASH algorithm output is longer than the Iéngft the ECDSA key, there are different
ways to form the result.

5.2.1 Thesignaturetypereturned by AA

X9.62 and ISO/IEC 9796 propose different methods.

Within these ICAO specificationspain signature (r||s) SHALL be returned by the eMRTD for AA
when using ECDSA. With respect to the lengtih ahds please refer to BSI TR 03111, par 5.2.1.
Only prime curves with uncompressed points SHALLubed.

Justification
plain signature (r||s) is
* recommended in TR-03111
» also used with EAC specified by EU
» already implemented on various products

5.2.2 Way to specify the HASH algorithm used

Following the current specification one can onlgafy in DG15 whether RSA or ECDSA is used. This
can be done in the OID field of SubjectPublicKeginfising the OIDs defined in RFC 3279. For RSA
the used HASH algorithm is defined within the sigme, in accordance to the signature generation
scheme of ISO/IEC 9796-2. In case ECDSA is usecktiseno possibility to include any supplementary
information within the signature itself.
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The ASN.1 data structur&ecuri t yl nf os SHALL be provided by the MRTD chip in DG14 to
indicate supported security protocols. Specificabbthe selected HASH algorithm MUST be
incorporated int&ecuri tyl nf os in DG14. TheSecuri t yl nf os data structure is specified as
follows:

Securitylnfos ::= SET of Securitylnfo

Securitylnfo ::= SEQUENCE {
prot ocol OBJECT | DENTI FI ER,
requi redDat a ANY DEFI NED BY protocol,
opti onal Dat a ANY DEFI NED BY protocol OPTI ONAL

}

The elements contained in a Securitylnfo data sirecdhave the following meaning:
* The object identifier protocol identifies the supead protocol.
* The open type requiredData contains protocol spetidndatory data.
* The open type optionalData contains protocol specjtional data.

If ECDSA based signature algorithm is used for yeWuthentication by the MRTD chip, the
Securitylnfos MUST contain following SecurityIinfotey:

Acti veAut henti cationlnfo ::= SEQUENCE {
protocol id-icao-nrtd-security-aaProtocol Object,
version INTEGER -- MJST be 1
si gnat ur eAl gori t hm OBJECT | DENTI FI ER
}
-- (bject ldentifiers
id-icao OBJECT IDENTIFIER ::= {2 23 136}
id-icao-nrtd OBJECT IDENTIFIER ::= {id-icao 1}
id-icao-nrtd-security OBJECT IDENTIFIER ::= {id-icao-nrtd 1}

i d-icao-nrtd-security-aaProtocol Object OBJECT I DENTIFIER :: =
{id-icao-nrtd-security 5}

The object identifiers forsi gnat ur eAl gori t hm are defined in chapter 5.2.1 “Plain Format” of TR-
03111.

Note:
Securitylnfos MAY contain entries to other protasthan Active Authentication (like Basic Access
Control, Chip Authentication, Terminal Authentiaat).

Justification

Using security info in DG14 allows the eMRTD to sjf the exact algorithm without requiring changes
to the DG15 structure which would introduce potantompatibility issues.

Implicit algorithm selection is not recommended tuéeing vague and prone to misinterpretations.

5.2.3 HASH calculation output versus ECDSA key length

Because the calculation of the hash value frormtegsage to be signed is part of the ECDSA signature
process, using a HASH algorithm that gives a lomgsult than the length of used ECDSA key, will
force part of the HASH value to be discarded.

Therefore a HASH algorithm, whose output lengtbfithe same length or shorter than the length ®f th
ECDSA key in use, SHALL be used with AA.
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5.3 Backwards compatibility
n/a

54 Implementation strategy
n/a

5.5 Documentation
Present documentation, affected by this change, is:

ICAO Doc 9303-Machine Readable Travel Documentg, pdachine Readable Passports, Volume 2-
Specifications for Electronically Enabled Passpavith Biometric Identification Capability, sixth
edition-2006

e Section IV -par. 7.2.2

e Section IV - par. 8.1

» Section IV - Normative Appendix 4

ICAO Doc 9303-Machine Readable Travel Documentd, ddachine Readable Official Travel
Documents, Volume 2-Specifications for ElectromycBhabled MRtds with Biometric Identification
Capability, third edition-2008

e Section IV -par. 7.2.2

e Section IV - par. 8.1

» Section IV - Normative Appendix 4

ICAO Supplement to Doc 9303, latest release
* R7-pl_v2_slV_0057
e R7-p3_v2_slv_0010
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6. Extended Length

6.1 Present specification

ICAO Doc 9303 currently does not contain specifarad for the use of Extended Length APDUSs.
Specifications with respect to using Extended Lierge under development within ISO/IEC JTC1 SC17
WG4.

Results of these developments will be incorporaiea or referenced in, Doc 9303 once finalized.
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