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Introduction

1.
2.
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6.

Foreword

Scope

General considerations
Definitions and Abbreviations
Guidance on the use of Doc 9303
References
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Specifications for the Security of Design, Manufacture and Issuance of MRTDs

1.
2.
3.
4.
5.
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Scope

Security of the MRTD and its Issuance

Machine Assisted Document Verification

Security of MRTD Production and Issuance Facilities

Provision of Information on Newly Issued MRTDs

: Provision of Information on Lost and Stolen MRTDs

Appendix A — Security Standards for MRTDs

Appendix B — Machine Assisted Document Security Verification

Appendix C — The Prevention of Fraud Associated with the Issuance Process
Appendix D — ASF/SLTD Key Considerations
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Specifications Common to all Machine Readable Travel Documents

1.
2.
3.
4.
5.
6.
7.
8

Scope

Physical Characteristics of MRTDs

Visual Inspection Zone (VIZ)

Machine Readable Zone (MRZ)

Codes for Nationality, Place of Birth, Location of Issuing State/Authority and other Purposes
Transliterations Recommended for Use by States

Deviations

: References

Appendix A — Examples of Check Digit Calculation

Appendix B — Arabic Transliteration, Details and Examples
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Specifications for Machine Readable Passports (MRPs) and other TD3 size MRTDs
1. Scope

2. Construction and Dimensions of the MRP and MRP Data Page

3. General Layout of the MRP Data Page

4, Contents of the MRP Data Page

5. References

Appendix A — Examples of a Personalized MRP Data Page

Appendix B — Construction of the Machine Readable Zone of the Passport Data Page
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Specifications for Machine Readable Passports (MRPs) and other TD3 size MRTDs

Data Page i lp .‘r 1
1. Zone | - Header o ‘ R ":‘;: |
2. Zone |l - Personal data elements *; @ , "'ﬁ;‘.}f‘ 3
3. Zone Il - Document data elements ‘ § ‘ @ : ,3;1
4. Zone IV - Signature FR i @ s
5. Zone V - ldentification feature : E :; L Q f;
6. Zone VI - Optional data elements (on reverse side) RO R a5 ap
7. Zone VIl - Machine Readable Zone (2x 44) L T L5t

88 +/- 0.75mm
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Specifications for TD1 size Machine Readable Official Travel Documents (MROTDS)

1.
2.
3.
4.
5

Scope

Dimensions of the TD1 size MROTD

General Layout of the TD1 size MROTD

Contents of a TD1 size MROTD

: References

Appendix A — Examples of a Personalized TD1 size MROTD

Appendix B — Construction of the Machine Readable Zone of a TD1 size MROTD

Appendix C — Technical Specifications for a Machine Readable Crew Member Certificate (CMC)
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Specifications for TD1 size Machine Readable Official Travel Documents (MROTDS)

Zone | - Header

Zone |l - Personal data elements

Zone lll - Document data elements

Zone |V - Signature

Zone V - Identification feature

Zone VI - Optional data elements

Zone VIl - Machine Readable Zone (3x 30 characters)

No akwdhPR

54 +/- 0.75mm

A
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b 85.6 +i- 0.75mm g
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Specifications for TD2 size Machine Readable Official Travel Documents (MROTDS)

1.
2.
3.
4.
5

Scope

Dimensions of the TD2 size MROTD

General Layout of the TD2 size MROTD

Contents of a TD2 size MROTD

. References

Appendix A — Examples of a Personalized TD2 size MROTD

Appendix B — Construction of the Machine Readable Zone of a TD2 size MROTD

74 +/- 0.75mm

105 +/- 0.75mm
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Machine Readable Visas

1.
2.
3.
4.
5.
6.
7.
8.
9

Scope

Technical Specifications for Format-A Machine Readable Visas (MRV-A)
General Layout of the MRV-A

Detailed Layout of the MRV-A

Technical Specifications for Format-B Machine Readable Visas (MRV-B)
General Layout of the MRV-B

Detailed Layout of the MRV-B

Use of Optional barcodes on Machine Readable Visas

: References

Appendix A — Examples of a Personalized MRVs

Appendix B — Construction of the MRZ

Appendix C — Positioning in Passport

Appendix D — Materials and Production Methods
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Machine Readable Visas

NO COUNTRY LEFT BEHIND:

MRV
. Zone | - Header
. Zone |l - Personal data elements
. Zone |l - Document data elements
. Zone |V - Signature
. Zone V - |dentification feature
. Zone VIl - Machine Readable Zone (MRV-A: 2x 44 characters / MRV-B: 2x 36 characters)

MRV-A MRV-B

P
4 UTOPIA VISA h
e s UTOPIA VISA
e el e
BUSINESS MULTIPLE ‘:‘tl‘élNESE MULTIPLE
“ERIKSSON ANNA MARIA RIS on
- — - . — + - El SON ANNA MARIA
80 +/ Imm LB98EI0IC FiF O78EP 40 XXX 74 / tmm “aesasoic T treerao wax
“Join Doe. “Jotn Boe
Y<UTOERIKSSON<<ANNA<KMARIACLLKLLLLLLLLLLLLLLK V<UTOERIKSSON<<ANNA<MARIA<<<LLCLLLLL
LB89BBI01C4XXX4009078FP6121036ZE184226B<<<<<< L3988901C4XXX4009078F?612109<<<<<<<<
\ AN / . v

120 +/- Imm

74 +/- 1mm



@) [ICAO  SECURITY& FACILITATION ~ NO COUNTRY LEFT BEHIND g

Doc 9303 - Part 8

Emergency Travel Documents

1.
2.
3.
4.
5.
6.

Expected 2017

Scope

Introduction

Background

Principles and Recommended Practices
Summary

References
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Deployment of Biometric Identification and Electronic Storage of Data in eMRTDs

1.
2.
3.
4.
5.
6.
7

Scope

eMRTD

Biometric Identification

The Selection of Biometrics Applicable to eMRTDs

Storage of the Biometric and other Data in a Logical Format in a Contactless IC
Test Methodologies for (€)MRTDs

: References

Appendix A — Placement of the Contactless IC in an eMRP

Appendix B — Process for Reading eMRTDs
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Deployment of Biometric Identification and Electronic Storage of Data in eMRTDs

Physical document

. Data Page

. Personal and Document data elements
. MRZ

. Physical security features

Electronic document

. RFID chip

. Personal and Document data elements
. MRZ

. Electronic security features
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Deployment of Biometric Identification and Electronic Storage of Data in eMRTDs

RFID chip SRR GETY. B
. High capacity @ - o ‘a;‘-:;
. Independent of location in document R @ 0 ;;f:
. Capable of performing cryptographic operations @/ et

. Existing standards (ISO/IEC)
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. Least cultural obstructions

. Everybody has it

. Capture at a distance

. Interoperable (image)

. Also usable without biometric verification

Secondary Biometrics
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Logical Data Structure (LDS) for Storage of Biometrics and other Data in the Contactless IC

1.
2.
3.
4.
5.
6.
7

Scope

Requirements of the Logical Data Structure
Application Profile for the Contactless IC

File Structure Specifications

Elementary Files

Data Elements Forming Data Groups 1 through 16
: References

Appendix A — Logical Data Structure Mapping Examples
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Logical Data Structure (LDS) for Storage of Biometrics and other Data in the Contactless IC

1. Data Group 01 - Machine Readable Zone

2. Data Group 02 - Encoded face

3 Data Group 03 - Encoded fingers

4, Data Group 04 - Encoded Irises

B Data Group 05 - Displayed portrait

6. Data Group 06 - Reserved for future use

7. Data Group 07 - Displayed signature or usual mark
8. Data Group 08 - Data features

9. Data Group 09 - Structure features

10. Data Group 10 - Substance features

11. Data Group 11 - Additional personal details

12. Data Group 12 - Additional document features

13. Data Group 13 - Optional details

14, Data Group 14 - Security options for secondary biometrics
15. Data Group 15 - Active Authentication public key info
16. Data Group 16 - Persons to notify
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Security Mechanisms for MRTDs

1. Scope Appendix A — Entropy of the MRZ-Derived Access Keys

2. Assumptions and Notations Appendix B — Point Encoding for the ECDH-Integrated Mapping
3. Securing Electronic Data Appendix C — Challenge Semantics

4. Access to the Contactless IC Appendix D — Worked Example: Basic Access Control

5. Authentication of Data Appendix E — Worked Example: Passive Authentication

6. Authentication of the Contactless IC Appendix F — Worked Example: Active Authentication

7. Additional Access Control Mechanisms Appendix G — Worked Example: PACE — Generic Mapping

8. Inspection System Appendix H — Worked Example: PACE — Integrated Mapping

9. Common Specifications

10. References
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Security Mechanisms for MRTDs

Access
. You can't read a closed book
. Hand over willingly
. Open passport
. Skimming
. Unauthorized contacting & reading
. Eavesdropping
. Intercepting communications
. Access Control Mechanism

. Enforce opening passport...
. before providing access to the chip
. Encrypt communications
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Security Mechanisms for MRTDs

Access
. BAC
. Basic Access Control
. PACE
. Password Authenticated Connection Establishment
. Machine Readable Zone
. Document Number
. Date of Birth
. Expiry Date
. Card Access Number
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Security Mechanisms for MRTDs

Copy Protection
. Physical
A copy is easily recognizable
Materials
UV Printing
OVDs
. Digital
A copy is easily recognizable
. Active Authentication
Digital Signature

Private Key (sign) in Secure Memory ﬁ
Public Key (verify) in DG15
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Security Mechanisms for MRTDs

Data Authenticity & Integrity
. Physical
Manipulation attempts leave recognizable traces
Personalization Techniques
OVDs
. Digital
Manipulation attempts leave recognizable traces
Passive Authentication
Digital Signature
Private Key for signing

Public Key for verification %

. Private Key securely stored
Confidentiality N
. Public Key Distribution
. Trust

Authenticity
Integrity

Public Key Certificate
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Public Key Infrastructure for MRTDs

1.
2.
3.
4.
5.
6.
7.
8.
9

Scope

Overview of the Public Key Infrastructure
Roles and Responsibilities

Key Management

Distribution Mechanisms

PKI Trust and Validation

Certificate and CRL Profiles

CSCA Master List Structure

: References

Appendix A — Lifetimes

Appendix B — Certificate and CRL Profile Reference Text
Appendix C — Earlier Certificate Profiles
Appendix D — RFC 5280 Validation Compatibility
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Public Key Infrastructure for MRTDs

Digital signing by Document Signer (DS)

. Private Key (sign) stored securely
. Public Key (verify) distribution
. Trust in authenticity Digital Signature

Certificate Revocation List (CRL)
. Revoked DS certificates

DS certificates & CRL signed by Country Signing Certification Authority (CSCA)

. Private Key (sign) stored securely
. Public Key (verify) distribution
. Trust in authenticity DS Public Key

CSCA certificate self-signed
. Bilateral exchange
. Trust in authenticity CSCA Public Key
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Public Key Infrastructure for MRTDs
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Public Key Infrastructure for MRTDs
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