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5. Provision of Information on Newly Issued MRTDs 
6. Provision of Information on Lost and Stolen MRTDs 
Appendix A – Security Standards for MRTDs 
Appendix B – Machine Assisted Document Security Verification 
Appendix C – The Prevention of Fraud Associated with the Issuance Process 
Appendix D – ASF/SLTD Key Considerations 



Doc 9303 - Part 3 
Specifications Common to all Machine Readable Travel Documents 
1. Scope 
2. Physical Characteristics of MRTDs 
3. Visual Inspection Zone (VIZ) 
4. Machine Readable Zone (MRZ) 
5. Codes for Nationality, Place of Birth, Location of Issuing State/Authority and other Purposes 
6. Transliterations Recommended for Use by States 
7. Deviations 
8. References 
Appendix A – Examples of Check Digit Calculation 
Appendix B – Arabic Transliteration, Details and Examples 



Doc 9303 - Part 4 
Specifications for Machine Readable Passports (MRPs) and other TD3 size MRTDs 
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Data Page 
1. Zone I - Header 
2. Zone II - Personal data elements 
3. Zone III - Document data elements 
4. Zone IV - Signature 
5. Zone V - Identification feature 
6. Zone VI - Optional data elements (on reverse side) 
7. Zone VII - Machine Readable Zone (2x 44) 

Doc 9303 - Part 4 
Specifications for Machine Readable Passports (MRPs) and other TD3 size MRTDs 

125 +/- 0.75mm 

88 +/- 0.75mm 
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1. Zone I - Header 
2. Zone II - Personal data elements 
3. Zone III - Document data elements 
4. Zone IV - Signature 
5. Zone V - Identification feature 
6. Zone VI - Optional data elements 
7. Zone VII - Machine Readable Zone (3x 30 characters) 

85.6 +/- 0.75mm 

54 +/- 0.75mm 
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105 +/- 0.75mm 

74 +/- 0.75mm 
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• Zone IV - Signature 
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120 +/- 1mm 

80 +/- 1mm 

74 +/- 1mm 

74 +/- 1mm 

MRV-A MRV-B 
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 Physical document 
• Data Page 
• Personal and Document data elements 
• MRZ 
• Physical security features 
 
Electronic document 
• RFID chip 
• Personal and Document data elements 
• MRZ 
• Electronic security features 
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 RFID chip 
• High capacity 
• Independent of location in document 
• Capable of performing cryptographic operations 
• Existing standards (ISO/IEC) 

 
Biometrics - Face 
• Least cultural obstructions 
• Everybody has it 
• Capture at a distance 
• Interoperable (image) 
• Also usable without biometric verification 
 
Secondary Biometrics 
• Finger 
• Iris 
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7. References 
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10. Data Group 10 - Substance features 
11. Data Group 11 - Additional personal details 
12. Data Group 12 - Additional document features 
13. Data Group 13 - Optional details 
14. Data Group 14 - Security options for secondary biometrics 
15. Data Group 15 - Active Authentication public key info 
16. Data Group 16 - Persons to notify 
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 ??? 
Access 
• You can’t read a closed book 

• Hand over willingly 
• Open passport 

• Skimming 
• Unauthorized contacting & reading 

• Eavesdropping 
• Intercepting communications 

• Access Control Mechanism 
• Enforce opening passport… 
• before providing access to the chip 
• Encrypt communications 
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Access 
• BAC 

• Basic Access Control 

• PACE 
• Password Authenticated Connection Establishment 

• Machine Readable Zone 
• Document Number 
• Date of Birth 
• Expiry Date 

• Card Access Number 
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Copy Protection 
• Physical 

A copy is easily recognizable 
• Materials 
• UV Printing 
• OVDs 

• Digital 
A copy is easily recognizable 
• Active Authentication 
• Digital Signature 
• Private Key (sign) in Secure Memory 
• Public Key (verify) in DG15 
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Data Authenticity & Integrity 
• Physical 

Manipulation attempts leave recognizable traces 
• Personalization Techniques 
• OVDs 

• Digital 
Manipulation attempts leave recognizable traces 
• Passive Authentication 
• Digital Signature 
• Private Key for signing 
• Public Key for verification 

• Private Key securely stored 
• Confidentiality 

• Public Key Distribution 
• Trust 
• Authenticity 
• Integrity 
• Public Key Certificate 
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Digital signing by Document Signer (DS) 
• Private Key (sign) stored securely 
• Public Key (verify) distribution 
• Trust in authenticity Digital Signature 
 
Certificate Revocation List (CRL) 
• Revoked DS certificates 
 
DS certificates & CRL signed by Country Signing Certification Authority (CSCA) 
• Private Key (sign) stored securely 
• Public Key (verify) distribution 
• Trust in authenticity DS Public Key 
 
CSCA certificate self-signed 
• Bilateral exchange 
• Trust in authenticity CSCA Public Key 
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