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High Level Decisions

« Scope of project
—  Redesign or update
—  MRP or ePassport

» Perso solution
—  Government or bureau
—  Central or regional

* Legacy hardware
» Fixed dates
« Design approvals
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Background

* Fraud implications =7
~  Fraud types 3
- Security feature levels

» Design for domestic situation
- Reader types
« Design competition
-  Subject — specify or leave open
- Concept only - manage expectations
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Concept Design

 Qverall theme

— Pictures, patterns, traditional,
contemporary

« Complexity versus cost
— Individual, repeating or a mix
— Colour scheme

* Image sources

« Page layout
— Observations, notes pages, etc.
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Security Features

« Should consider first
« Doc 9303 is a guide
« Spend money on biopage
« Level 1lis key
— See, feel, hear
« Layering
— No features are bad

— Some are used badly
— Anti copy and/or tamper evident
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Detalled

« Security design software
» Substrate features

« Watermark reveal
— Visible and invisible

* Personalisation template
« DOVID position
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Other Considerations

Automated gates
— Hologram angles
— Special recognition features

Variants
Diplomatic, Official, Temp, etc.

Training materials
Special tools
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Tips

* Involve border control
— They are your customer

« Secondary image
— On an adjacent page

« Disaster recovery
— Emergency provision
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Closing Out

« Testing

— In-house, independent, frequent
destinations

« Specimens
— Brochure
— How many and to who
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Why are specimens important?

 What Document 9303 says....
¥ |[cro
“To maintain document security and integrity, periodic

reviews and any resulting revisions of document design T
should be conducted’

Doc 9303

‘It is recommended that a State launching a new design of
MRTD inform all other States of the details of the new

INTERNATIONAL CIVIL AVIATION ORGANIZATION
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Key benefits

» Benefits for citizen
— receiving State has prior knowledge and
can facilitate border crossing of traveller
« Benefits receiving State

— recognises document to facilitate border
crossing

— better able to identify false documents

— has tool to conduct forensic analysis of
false document
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How to do It

* Depends upon the nature of the change

— Generally by distribution of personalised
specimens

— Information leaflet
— Consider all variants and processes
— Can be by letter if only a minor change
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Who should receive specimens?

Every State ‘
— ortypical receiving States as appropriate
— Border authorities are primary target

Reader manufacturers is good

practice
— especially if ePassport

Reference database producers
— PRADQO, Edison, Keesing, Regula, etc.
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ICAQO guidance document

FOCUS ON BEST PRACTICE .=

Guidance for Circulating
Specimen Travel
Documents

Minimum standard  Best practice
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Where can it be found?
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PanelsiGroups

Publications

Request For Information
Events

Resolutions
Declarations and
Statement

g ICAD TRIP

http://www.icao.int/Security/FAL/TRIP/Pages/default.aspx
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Contact Details

Name: Tony Dean
Email: tony.dean2@uk.delarue.com



