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Data Page 

1. Zone I - Header 
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Doc 9303 - Part 4 
Specifications for Machine Readable Passports (MRPs) and other TD3 size MRTDs 

125 +/- 0.75mm 

88 +/- 0.75mm 
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1. Zone I - Header 

2. Zone II - Personal data elements 

3. Zone III - Document data elements 
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85.6 +/- 0.75mm 

54 +/- 0.75mm 
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105 +/- 0.75mm 
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120 +/- 1mm 

80 +/- 1mm 

74 +/- 1mm 

74 +/- 1mm 

MRV-A MRV-B 
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 Physical document 

• Data Page 

• Personal and Document data elements 

• MRZ 

• Physical security features 

 

Electronic document 

• RFID chip 

• Personal and Document data elements 

• MRZ 

• Electronic security features 
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 RFID chip 

• High capacity 

• Independent of location in document 

• Capable of performing cryptographic operations 

• Existing standards (ISO/IEC) 

 

Biometrics - Face 

• Least cultural obstructions 

• Everybody has it 

• Capture at a distance 

• Interoperable (image) 

• Also usable without biometric verification 

 

Secondary Biometrics 

• Finger 

• Iris 
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 ??? 

Access 

• You can’t read a closed book 

• Hand over willingly 

• Open passport 

• Skimming 

• Unauthorized contacting & reading 

• Eavesdropping 

• Intercepting communications 

• Access Control Mechanism 

• Enforce opening passport… 

• before providing access to the chip 

• Encrypt communications 
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Security Mechanisms for MRTDs 

 

 
Access 

• BAC 

• Basic Access Control 

• PACE 

• Password Authenticated Connection Establishment 

• Machine Readable Zone 

• Document Number 

• Date of Birth 

• Expiry Date 

• Card Access Number 

123456 
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Copy Protection 

• Physical 

A copy is easily recognizable 

• Materials 

• UV Printing 

• OVDs 

• Digital 

A copy is easily recognizable 

• Active Authentication 

• Digital Signature 

• Private Key (sign) in Secure Memory 

• Public Key (verify) in DG15 
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Security Mechanisms for MRTDs 

 

 
Data Authenticity & Integrity 

• Physical 

Manipulation attempts leave recognizable traces 

• Personalization Techniques 

• OVDs 

• Digital 

Manipulation attempts leave recognizable traces 

• Passive Authentication 

• Digital Signature 

• Private Key for signing 

• Public Key for verification 

• Private Key securely stored 

• Confidentiality 

• Public Key Distribution 

• Trust 

• Authenticity 

• Integrity 

• Public Key Certificate 
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Digital signing by Document Signer (DS) 

• Private Key (sign) stored securely 

• Public Key (verify) distribution 

• Trust in authenticity Digital Signature 

 

Certificate Revocation List (CRL) 

• Revoked DS certificates 

 

DS certificates & CRL signed by Country Signing Certification Authority (CSCA) 

• Private Key (sign) stored securely 

• Public Key (verify) distribution 

• Trust in authenticity DS Public Key 

 

CSCA certificate self-signed 

• Bilateral exchange 

• Trust in authenticity CSCA Public Key 

DS 

CSCA 

CSCA 

Signature 

DS 

CSCA 

CSCA 

CSCA 
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Signature 

DS 

CSCA 

CSCA 

CSCA 

CSCA 

Bilateral exchange 

Master List 
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Signature 

DS 

CSCA 

CSCA 

CSCA 

CSCA 

DS 

CSCA 



Summary 
Proper Inspection 

 

 
Issuing Authority 

• Establish CSCA 

• Issue CSCA certificates 

(bilateral exchange) 

• Issue CRLs 

(PKD) 

(bilateral) 

• Establish DSs 

• Issue DS certificates 

(ePassport chip) 

(PKD) 

• Sign ePassports 

• Issue ePassports 

 

Inspecting Authority 

• Obtain CSCA certificates 

(bilateral) 

(Master Lists) 

• Distribute CSCA certificates internally 

• Obtain CRLs 

(PKD) 

(bilateral) 

• Verify CRLs 

• Obtain DS certificates 

(ePassport chip) 

(PKD) 

• Verify DS certificates 

• Read ePassport 

• Perform Passive Authentication 

(verify digital signature) 

(verify data) 

• Use data 
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