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“On our way to a 

minimum security standard 
for breeder documents”

“BREEDER DOCUMENTS” 

THE WEAKEST LINK IN THE IDENTITY CHAIN



• IDENTITY

– Religious identity

– Ethnic identity

– Cultural identity

– Social identity

– Etc. identity

PERSONAL IDENTITY  (who are you)

PERSONAL
IDENTITY

Cultural
identity

Social
identity



• IDENTITY in the past

– Only small group of people use a personal or unique identity
like pilgrims, peddlers, beggars and messengers.

– To prove the “right” identity they often use a kind of  laisser-passer 
when they are traveling around and cross borders.

– In the past we nearly did use a personal or unique identity.
We used the identity of the religious-, cultural, social- or
ethnical group who we belong.

– This group of people didn’t need any personal IDentity documents.
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• IDENTITY registration in the past

• CHURCH
– German church book
anno MDCCXXII

– Dutch church book anno MDLXXIV

1722



• IDENTITY registration today

• In a modern way in databases• Or in a less modern way

Municipality
Monrovia (Liberia)
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IDENTITY CHAIN

USE of
IDENTITY
Documents

BIRTH
Registration
Start of IDentity

CONTROL of
IDENTITY
Documents

DEATH
Registration
End of IDentity



Since 1920 we had a lot of attention for
travel-, identity-, residence documents and visa

World wide (global-recommendation)
We have ICAO MRTD doc. 9303 with specifications for:
part 1. Traveldocuments
part 2. Visa
part 3. ID-documents with a travel function

Europe (regional-regulation/legislation)
Regulation for uniform format for EU visa 
Regulation for passports of European member states
Regulation for uniform format for EU residence permit

PARIS 1920
Conference on passports
and customs formalities

Part 1 till 12



Thanks to ICAO and ISO, Launch of the ePassport

– specified by ICAO (9303)

• most secure travel document ever

• embedded RFID chip

• contains electronic ID data (e.g. fingerprint, face…)

VIS UV                                            IR

chip features

& data



Issuing
technique

BIH: ink-jet personalization

Material

CZE: watermark

Copy
Protection

ROU: hologramm

Printing
Technique

SVK: Intaglio: latent image

EU regulation 2252/2004 Minimum Security Standards for all EU e-pp
EU regulation 1683/95 Harmonized EU visa sticker for all MS
EU regulation 1030/2002 & 380/2008 Harmonized EU Residence Permit.



•REGULATION (ICAO / EU)

•INTERNATIONAL TREATY

•WELL-ORGANIZED AMOUNT

•SYSTEMS AND HANDBOOKS

•SECURITY FEATURES

TRAVEL- CONTRA     BREEDER DOCUMENTS

WHAT IS DIFFERENCE BETWEEN THESE DOCUMENTS

•NO REGLATION

•NO INTERNATIONAL TREATY

•UNKNOWN AMOUNT

•NO SYSTEMS AND HANDBOOKS

•HARDLY ANY SECURITY FEATURES



WHY DO WE HAVE IN GENERAL SO 
MUCH ATTENTION FOR

TRAVEL-, IDENTITY AND RESIDENCE DOCUMENTS AND VISA

and

SO LITTLE ATTENTION FOR BREEDER DOCUMENTS
THAT ARE OFTEN THE BASIS FOR ISSUING AN IDENTITY 

DOCUMENT, PASSPORT OR RESIDENCE PERMIT.



THIS WHILE EVERYONE KNOWS
THERE IS A DIRECT (IDENTITY) LINK 
BETWEEN BREEDERDOCUMENTS

AND THE TRAVEL-, IDENTITY- AND RESIDENCE DOCUMENTS 
THAT ARE ISSUID

DURING THE LIVETIME OF THE IDENTITY CHAIN.

THIS WHILE EVERYONE KNOWS
BREEDER DOCUMENTS AND TRAVEL DOCUMENTS 

HAVE IN COMMON 
THAT THEY BOTH SERVE TO 

ESTABLISH SOMEONE'S (UNIQUE) IDENTITY



Main problem

false (breeder) documents in the application processes will lead to 
genuine / authentic ID document (e-passport)

Breeder documents (e.g. birth certificates):
have no common format, content or common set of security features 
Consequences
Can be counterfeit quite easily



SHIFT OF FRAUD

FROM DOCUMENT FRAUDE 
falsifying or counterfeiting 

to

APPLICATION FRAUD 
presenting a counterfeit breeder document



TRUST IN BREEDERDOCUMENTS
INCREASE THE INTEGRITY OF

THE e-DOCUMENT ISSUING AUTHORITY 
IN COMMON

&

INCREASSES THE LEVEL OF ACCEPTANCE 
OF THE (e)DOCUMENTS 
IN PARTICULAR.



… can we trust the million eID documents  that are in 
circulation ? 

Example: In France 500,000 to 1 million of the 6.5 million biometric 
passports in circulation are estimated to be false,  having been 

obtained on the basis of fraudulent breeder documents.
(see e.g. article in “Le Parisien”, 19.12.2011)

… ABC is based on trusted and proven technology



Dutch Analyse of 350  (French)passports

often the same place of birth, year of birth 1965 – 1985
issuing place different from place of birth.
applicants from: west-Africa , north-Africa and Caribbean

• Birthcertificate:
– false / falsified (92%)

– from a other person / ID theft ( 8%)

– no security elements

– digital reproduction

– no investigation by issuing authorities

–• Traveldocument:
– issuing by authorities

– all security elements

– status oké 

– fraudulent issuing



GOAL:

• COMBATING ID FRAUD
• PROTECTION OF EXISTING IDENTITIES
• TRUST IN IDENTITY HOLDER PASSPORTS



Universal Declaration of Human Rights
Article 15: 
• Everyone has the right to a nationality. 
• No one shall be arbitrarily deprived of his nationality
nor denied the right to change his nationality. 

Declaration of the Rights of the Child
(Adopted by UN General Assembly Resolution 1386 (XIV) of 10 December 1959)

Third principal: The child shall be entitled from his birth to a name and a nationality.

Convention on the Rights of the Child
(adopted by UN General Assembly on 2 September1989)

Article 7.
The child shall be registered immediately after birth and shall 
have the right from birth to a name, the right to acquire a nationality
Article 8.
States Parties undertake to respect the right of the child to 
preserve his or her identity, including nationality
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Since 1920 we had a lot of attention for
travel-, identity-, residence documents and visa

World wide (global-recommendations)
We have ICAO MRTD  doc. 9303 with specifications for:

Europe (regional-regulation/legislation)
Regulation for pasports of European member states
Regulation for uniform format for EU visa 
Regulation for uniform format for EU residence permit

Regulation for minimum standard of breeder documents (EG 20??- )

Part 14. Breeder document specifications

Part 1 till 12 TRIP
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