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eMRTD specifications

Doc 9303 - 8th edition

Doc 9303

Machine Readable Travel Documents
Eighth Edition, 2021

Part 1: Introduction
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Introduction

Specifications for the Security of Design, Manufacture and Issuance of MRTDs
Specifications common to all Machine Readable Travel Documents

Specifications specific to TD3 size MRTDs, Machine Readable Passports

Specifications specific to TD1 size MRTDs, Machine Readable Official Travel Documents
Specifications specific to TD2 size MRTDs, Machine Readable Official Travel Documents
Machine Readable Visas

Emergency Travel Documents

The Deployment of Biometric Identification and Electronic Storage of Data in MRTDs

. Logical Data Structure for storage of Biometrics and Other Data in Contactless Integrated Circuit (IC)
. Security Mechanisms for MRTDs

. Public Key Infrastructure for Machine Readable Travel Documents

. Visible Digital Seal



How to use — Issuing MRTD
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Part 1: Introduction

Part 2: Specifications for the Security of Design, Manufacture and Issuance of MRTDs
A Part 3: Specifications common to all Machine Readable Travel Documents

¥ Part 4: Specifications specific to TD3 size MRTDs, Machine Readable Passports
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9 Part 1. Introduction Part 9: The Deployment of Biometric Identification and
 Part 2: Specifications for the Security of Design, Electronic Storage of Data in MRTDs

% Manufacture and Issuance of MRTDs Part 10: Logical Data Structure for storage of Biometrics
—, Part 3: Specifications common to all Machine and Other Data in Contactless Integrated Circuit (I1C)

5 Readable Travel Documents Part 11: Security Mechanisms for MRTDs
& Part 4: Specifications specific to TD3 size MRTDs, Part 12: Public Key Infrastructure for Machine Readable

¥ Machine Readable Passports Travel Documents
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How to use — Issuing TD1 size card with chip
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Part 1: Introduction

Part 2: Specifications for the Security of Design,
Manufacture and Issuance of MRTDs

Part 3: Specifications common to all Machine

Readable Travel Documents

(&) Part 5: Specifications specific to TD1 size MRTDs,
Machine Readable Official Travel Documents
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Part 10: Logical Data Structure for storage of Biometrics
and Other Data in Contactless Integrated Circuit (IC)

Part 11: Security Mechanisms for MRTDs

Part 12: Public Key Infrastructure for Machine Readable
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How to use — Issuing MRV with VDS
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tructure of document

« Normative information — Mandatory

Any document claiming conformance to o
Doc 9303 MUST implement these . soamormemomors e

3. MACHINE ASSISTED DOCUMENT VERIFICATION

n L ] n
3.1 Feature Types
S e C I I C a I O I l S 3.2 Basic Principles
[ 33 Machine Authentication and eMRTDs

4. SECURITY OF MRTD PRODUCTION (DESIGN AND MANUFACTURING)
AND ISSUANCE FACILITIES

TABLE OF CONTENTS

4.1 Resilience...
4.2 Physical Security and Access Control .....
4.3 Production Material ACCOUMING st it tass s nsdias s sassatssds!

* Informative (Mostly in Appendices)

5. PROVISION OF INFORMATION ON NEWLY ISSUED MRTDS.

Either a guidance or could also refer to R ooty

6.2 Maintaining National Databases of Lost, Stolen and Revoked Travel Documents ...............
L} 6.3 Sharing Information about Lost, Stolen and Revoked Travel Documents
r T ] with INTERPOL and Verifying Documents against INTERPOL Databases
O I O n a e e e n S Systematically at Primary Inspection
. 6.4 Installing Checks to Determine Whether a Holder is Presenting a Lost, Stolen

or Revoked Document at Border Crossing

7. REFERENCES (NORMATIVE)

APPENDIX A TO PART 2. SECURITY STANDARDS
FOR MRTDS (INFORMATIVE)

A1 Scope

A2 Introduction

A3 Basic PrinCiples .........ccccoccvveeriviccenninens

A4 Main Threats to the Security of Travel Documents ...
AS Security Features and Techniques
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App A-1

App A-1
App A-1
App A-1
App A-2
App A-4
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Changes to Doc 9303

e Corrigenda — Correction of an error in the published document

e Amendment — A minor revision of the published document
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Technical Reports
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* New specifications developed after the publishing of a specific edition of Doc
9303

* Created by ISO, approved by NTWG and then endorsed by TAG.
* Once approved by NTWG and endorsed by TAG, it is published on ICAO website
* Considered to be part of the published version of Doc 9303 specifications
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Next Edition of Doc 9303 .

e After a few technical reports are published, they are then incorporated directly
into Doc 9303 to form the next edition.

* An editorial effort — No new specifications are introduced during this process

* On average, every 5 to 7 years — The technical reports are then retired in favour
of the current edition of Doc 9303
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Thank you!

R.Rajeshkumar@auctorizium.com
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