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What is the
Guide?

For Publication on the ICAO Website

Guide for Assessing Security of Handling and
Issuance of Travel Documents
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Guide
Structure

Part 1

Best Practices on
Secure Issuance
of Travel
Documents

Part 2

Assessment
Guide
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Case Study:

Document

Design
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Gather Team
of Experts

Part 1, Section 12:

National and
International
Stakeholders

Border

Experts
Policy
International
Manufacturers Standards
Fraud
Experts

Forensics

Security
Artists

Procurement/
Contracts

Issuers
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Gather Team
of Experts

Document Design in
the United States

=

Vendors

Customs and Border Patrol

©

Security Artists

ICAO Standards/RPs

&l

Document Design Officers Quality Assurance
Contractors
Government Publishing Fraud Prevention Program

Office



04

Case Study:
Entitlement

Processes
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Entitlement Processes: Part 1, Section 3
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Child Support Arrears

Seriously Delinquent Tax Debt

Law Enforcement Arrest Warrant

Person of Interest to Law Enforcement
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The U.S. Restrictive Actions Division

@ Entitlement Determination

The Restrictive Actions division informs the
passport office of the applicant’s
entitlement status. The applicant is either
cleared for issuance or sent a denial letter
based on law enforcement’s objection.

e Research and Review

The Restrictive Actions division liaises with
local and federal law enforcement to
determine whether the applicant who is a
match to the database is entitled to a U.S.
passport.

Name Clearance

Process
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@ Match Identified

Passport office identifies an exact or
potential match to an applicant’s
biodata in the electronic name
clearance system.

e Application Referral

An application with exact or potential matches is
referred to the Restrictive Actions division for law
enforcement matches. Any matches to debts and child
support arrears are sent a letter for resolution.
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Restrictive Actions Statistics - Fiscal Year 2022

|

ﬂ/ 21,995,760 Applications processed
S
= R :
§ ﬂ 31,125 referrals to Restrictive Actions Total Restrictive Actions:
& : | 2,466 denials and revocations
=
o
o« ﬂ 87 Applications denied from law enforcement
o
)]
S

/| 2,379 Revocations completed post-issuance

<
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Case Study:
Internal

Controls

Part 1, Section 9

Protecting and Promoting Personnel
and Agency Integrity

Internal
Controls

1
Part1, Part 1, Section 4

Sections 7 and 8 Treatment of Materials &

Blank Books

Facility Security &
Information Technology
Security
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BUREAU OF CONSULAR AFFAIRS

U.S. DEPARTMENT OF STATE

C e

PASSPORT

Internal Controls Guide
For Employees
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Electronic

Records
Access
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TAG/TRIP Structure

I ICAO Assembly (every 3 years)
06 I ICAO Council
. ¢
Q I Air Transport Committee (ATC)
= ICBWG and $ IFaciIitation Panel (FALP)
7) .
Q the Guide I LS
S !
g NTWG >I ICBWG
<<
z 1
5 | | | |
o . Borderand
|Data . Info TRIP Proposalfor
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LDS2 Sl formaton SiEEhocers derty SARPS

2 (LDS2) s platform) compliance
S Sub-working groups of NTWG I Sub-working groups of ICBWG

Guide for Assessing Security of /
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ICBWG Guide Contact Information

ICAO TRIP Website:
ICAO TRIP

ICBWG Guide Subgroup:
ThomasCE3@state.gov

ICBWG:
ICBWG@icao.int
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